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SSA: System Security Assurance IAEA: Intemational Atomic Energy Agen i
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NERC: North American Electric Reliability Corporation Interagency Report Industrial Standard
QP: Critical Infrastructure Protection RAMS: reliability, availability, maintainability and safety
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Insecure HW/FW
(Hardware / Firmware Attack)

Z X : Eric Byres, Byres Security
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€ Attack and Defense Tool
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msf auxiliaryl )} = show options

Module options (auxiliary/scanner/scada/modbus_findunitid

Name Current Setting Required Description

BENICE yes

RHOST B-LTH-LTH yes

RPORT z yes The target p
TIHEOUT yes Timeout for
UNIT_ID_FROM yes ModBus Unit
UNIT_ID_TO yes lodBus Unit

auxiliary( ) > run

: correct MODBUS/TCP from stationID

MODBUS/TCP from stationlD

correct MODBUS/TCP from stationID

- corrﬂct MODBUS/TCP from stationID

ct MODBUS/TCP from stationID

MODBUS/TCP from stationID

MODBUS/TCP from stationID

: correct MODBUS/TCP from stationID

: correct MODBUS/TCP from stationID

: MODBUS/TCP from stationlID
| Received: incorrect/none data from stationID 11 (prob
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It's difficult,
but not all hope is lost.
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