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International Issues 

 2014 Nuclear Security Summit 
ROK VIP Remarks “

2016 ROK’s National Progress Report for NSS
 Help IAEA developing Cyber Security Guidance Doc. 
 Participate IAEA  CRP for Cyber Incident Response 
 Hold Training Courses 
By ROK’s NSF*

    *Nuclear Security Fund 

Cyber Security Incident 

 Shutdown of German RWE NPP 
 Malware infected on Fuel Handing System* 

    * Monitoring Computer 
 18 Portable Media were also infected 
 No effect on the Fuel Handling and  

    Operation of Plant 

Stuxnet W32.Ramnit Conficker



Threat Environment 

 ICS is getting more vulnearable to Cyber Threat

Threat Environment 

 Various Attack Vectors 
Watering Hole Attack : Compromised Website/Firmware File 
 Social Engineering  : Phishing 
 Removable Media : Infiltration into an air-gapped system 
Virtual Private Networks : “Heartbleed” vulnerability
 Wireless Networks and Regue WiFi Hotspots 



Implications
 Key Security Measures 
 Portable Media Protection : USB, CD, etc 
 System Hardening : HIDS, Integrity  
 Protection from Insider Threat : Seperation of Duty, Least Priviledge 

Regulatory Approaches 
 Cyber Security Plan : 7 Steps 

 Cyber Security Program 
 Cyber Design Basis Threat 
 Applying Security Contorls 

    - Defense-In-Depth Strategy, Diversity, Redundancy 
    - 101 Security Controls in KINAC RS-015 

 Continuous Monitoring & Assessment 
    - Periodic Assessment of Security Controls, Change Control 

 Cyber Security Incident Response 



ROK’s Regulatory Framework

Regulation Scope 



Regulation Overview 

 Main Regulatory Activities 
  - CDBT Development, Review, Inspection, Exercise Assessment 

 Other Activities  
  - Policy Support, R&D, Education & Trainiong, Cooperation, Etc 

Current Regulatory Activites 

 7 Step Special Inspection by 2018 



 Regulation based on the APPRE 
 (DBT) Review the CDBT every 3 years based on threat asses. 
 (Review) Cyber Security Plan and Etc
(Inspection) Carry out every 2 years during overhaul period 
(Exercise) Assess Licensee’s Implementation

     - One Full exercise and  two Partial exercise per year 

 Inspection 
5 inspectors composed of ICS, IT Security specialist carry out  

     the 2 weeks inspection 

Current Regulatory Activites 

Current Regulatory Activites 

 
Government should establish physical protection system by assessing 
threats on nuclear facilities on a regular basis [APPRE Article 4] 

Threat Assessment 

 
The NSSC* should develop Design Basis Threat every 3 years or 
when necessary, which is the criteria for design and assessment of 
nuclear licensee’s physical protection system  [Enforcement Decree of 
APPRE  Article 7] 

Development of DBT 

Performance Based 
Regulation 

Prescriptive Based  
Regulation 

 Cyber Design Basis Threat 



 DBT Process 

Current Regulatory Activites 

Current Regulatory Activites 

 Incident Response Exercise 
NSSC’s Notice related with Education & Training

 Licensee should conduct Exercise every year 
   - Full Exercise  
   - Partical Exercise 

 KINAC can conduct Assessment 
    



Other Regulatory Activites 

 Research & Development 
 Two R&D Projects 

    - One focuses on Inspection Tools 
    - The other focuses on Accident Effect 

Other Regulatory Activites 

 International Cooperation 
 IAEA , NRC SCM, PCG(DOE-NNSA, INL), UAE FANR 
 U.S HLBC, Jordan EMRC,  

 Domestic Cooperation 
 KINS, KAERI, NSRI, University, Etc



Other Regulatory Activites 

 Education & Training 
 NNSA Notice : Cyber Security Staff need to be trained 
 Areas to be trained 

    - Cyber Security 
    - ICS Structure vs IT Environment 
    - I&C Filed : its function and operation 

Future Plan 
 Whole Life-Cycle Regulation 

Currently Operation NFs is subject to KINAC’s inspection
 Construction NFs is out of regulation scope 
 Need to require licesee to include CS requirements 

    - when submitting CP & OL applications 



Future Plan 
 Records Retention 

Admendment of APPRE’s Enforcement Regulation
 Date : June 2, 2016 / Enter into Force : Jan. 1, 2016 

Future Plan_Graded Approach 

 Too many CDAs in NPP 
 about 2/3 of all systems are critical system*

 more than 60 % of the total critical systems are digital system*

      * APR1400 based (Shin-Kori NPP 3&4, Barakah NPP 1~4) 

Addressing the 101 security controls for each 
CDA needs 
 too much effort for both licensee and inspector 

Need to focus on more significant CDA 
 Addressing the security controls by its grade

 Consequence-based graded approach is necessary 



Conclusions
 Talking with Expers in I&C field 
 Safety system is both subject to 

    - Cyber security regulation 
    - Safety regulation 

 Some Areas of Conficts  
    - Transparency vs Confidentiality 
    - Authentication vs Human Factor Engineering 

 Some Areas in common 
    - Defence-in-Depth, Integrity, Redundancy, etc 

 Important to understand each view points through 
    - Regular meetings 
    - Experts exchange 

Conclusions
Build Competency for Facility’s Operators
 Performance base regulation provides 

    - what to comply 
    - DBT 

 Operators need to  
    - figure out how to implement the “what” requirements
    - show that their system can be protected from cyber attack  
      up to DBT 

 To do so, Operators need to  
    - learn and study 
    - carefully select security measures which does not adversly  
      affect the safe operation and its function 



Q&A 

Thank you 


