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Safe design using Simplex m

* Under the Simplex architecture, the control system is
divided into a high-assurance-control subsystem and a
high-performance-control subsystem.

Decision
Module
Complex
Controller 4’\L_
Jctuator Plant = ‘o’
Safety
Controller

- Satanley Bak, et al, “Real-time reachability for verified simplex design”, IEEE Real-Time
Systems Symposium, p138, 2014
- |AEA Technical Meeting on Safety Aspects of Using Smart Digital Devices in Nuclear Systems
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An Example: Boeing 777 T

* Boeing 777 flight control system uses triple-triple
redundancy for hardware reliability.

* At the application-software level, the system uses two
controllers

— The normal controller is the sophisticated software developed
specifically for the Boeing 777 (optimized flight control)

— The secondary controller is based on the Boeing 747’s control
laws. (simple, reliable, and well understood; it has been used for
over 25 years)

* For reliability, a Boeing 777 uses the normal controller, but it
flies within its secondary controller’s stability envelope.

This is an example of using forward recovery to guard
against potential faults in complex software systems.

- Satanley Bak, et al, “Real-time reachability for verified simplex design”, IEEE Real-Time
Systems Symposium, p138, 2014
- |AEA Technical Meeting on Safety Aspects of Using Smart Digital Devices in Nuclear Systems
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Safe design using Simplex Tm

* Recoverable region of state space

* Operation constraints represent the devices’ physical
limitations and the safety, environmental, and other operational
requirements.

* \We can represent the operation constraints as a normalized
polytope

Operational
Constraints

Controller
NRegion

Distance d

- Satanley Bak, et al, “Real-time reachability for verified simplex design”, IEEE Real-Time
Systems Symposium, p138, 2014

- |AEA Technical Meeting on Safety Aspects of Using Smart Digital Devices in Nuclear Systems,
Marco Caccamo




_ Safety-Related Not Safety-Related

Safety Significant [Rev8 Draft] [Rev8 Draft]
A1 B1
Diversity and defense in depth a Qualitative assessment
ssessment
[Rev8] [Rev8]
high safety significance lower safety significance
Not Safety Significant [Rev8 Draft] [Rev8 Draft]
A2 B2
Qualitative assessment Qualitative assessment
[Rev8] [Rev8]
lower safety significance lowest safety significance
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The applicant provides four groupings and associated acceptance criteria for its evaluation of
control sylstem CCF (CSCCF).~

Table 7.7-5: Failure Groupings and Acceptance Criteria for CCF Evaluation-

Failures« Failure Scope~ Acceptance Criteria for Evaluation« o

Type 1+ Multiple function failures due to a | AOQOs as evaluated in FSAR -
single failure of a shared signale Chapter 15 Safety Analysise

Type 2+ Multiple failures of a single AQOs as evaluated in FSAR -
control group due to CSCCFe Chapter 15 Safety Analysise

Type 3¢ Multiple failures of more than one | PAs as evaluated in FSAR Chapter 15 |»
control group due to CSCCFe Safety Analysise

Type 4+ Multiple failures of IFFD control PAs as evaluated in FSAR Chapter 15 |#
commands due to CSCCF+ Safety Analysis«

Failure Type 3: Multiple Failures of More than One Control Group -

This evaluation addresses multiple spurious outputs resulting from failures of multiple control
groups as an initiating event. Section 5.3.2 of the CSCCF TeR states that best estimate
analysis methods are used to perform the analyses, including the use of nominal initial
conditions as listed in Table 5.3-3. -

In accordance with the guidelines provided in SRP BTP 7-19, CCFs are considered beyond
design basis and may be evaluated using best-estimate methods. SRP BTP 7-19 further
defines best-estimate to be “realistic assumptions,” including normal plant conditions.
Therefore, the staff finds the use of the nominal values listed in Table 5.3-3 acceptable as it
conforms to the use of realistic assumptions per SRP BTP 7-19. .

From : APR1400 NRC DC FSER Ch 7

Broadcast Storms (Data Storms) CCF
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_\;ﬁp ........ Heater  mewp MSSV : Main Steam Safety Valve
POSRAV : Pilot Operated Safety and

o S Relief Valve
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RPCS : Reactor Power Culback System
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The applicant provides four groupings and associated acceptance criteria for its evaluation of
control sylstem CCF (CSCCF).~

Table 7.7-5: Failure Groupings and Acceptance Criteria for CCF Evaluation-

Failures« Failure Scope~ Acceptance Criteria for Evaluation« o

Type 1+ Multiple function failures due to a | AOQOs as evaluated in FSAR -
single failure of a shared signale Chapter 15 Safety Analysise

Type 2+ Multiple failures of a single AQOs as evaluated in FSAR -
control group due to CSCCFe Chapter 15 Safety Analysise

Type 3¢ Multiple failures of more than one | PAs as evaluated in FSAR Chapter 15 |»
control group due to CSCCFe Safety Analysise

Type 4+ Multiple failures of IFFD control PAs as evaluated in FSAR Chapter 15 |#
commands due to CSCCF+ Safety Analysis«

Broadcast Storms on IFPD/ESCM Ethernet Networks

In addition to the information provided in Table 07.07-4, above, the applicant also
stated in its response to RAI 68-7892, Question 07.07-6, that the worst case
non-safety I&C equipment failure due to excessive network traffic is bounded
within Failure Type 3, analyzed in Section 5.3 of the CSCCF TeR

From : APR1400 NRC DC FSER Ch 7
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