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1. Introduction

XI& (Autonomy)

= The quality or state of being self-governing
= Self-directing freedom and especially moral independence

XIS (Automation)

= Automatically controlled operation of an apparatus, process, or system by
mechanical or electronic devices that take the place of human labor

* Merriam-Webster Dictionary
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1. Introduction

X122 XIS Al +==: Levels of driving automation
SE  SAE J3016" LEVELS OF DRIVING AUTOMATION®

INTERNATIONAL Learn more here: sae.org/standards/content/j3016_202104

SAE SAE SAE SAE SAE SAE
LEVELO"§ LEVEL1" ] LEVEL 2" § LEVEL 3" LEVEL 4"§ LEVEL 5"

You are driving whenever these driver support features You are not driving when these automated driving
are engaged - even if your feet are off the pedals and features are engaged - even if you are seated in
What does the you are not steering “the driver’s seat”
human in the
driver’s seat . e
have to do? You must constantly supervise these support features; When the feature Thesg automateq driving features
you must steer, brake or accelerate as needed to requests, will not require you to take
maintain safety you must drive over driving
These are driver support features These are automated driving features
These features These features These features These features can drive the vehicle This feature
are limited provide provide under limited conditions and will can drive the
to providing steering steering not operate unless all required vehicle under
What do thes‘?, warnings and OR brake/ AND brake/ conditions are met all conditions
features do? momentary acceleration acceleration
assistance support to support to
the driver the driver
« automatic «lane centering +lane centering «traffic jam «local driverless | =same as
emergency OR AND chauffeur taxi level 4,
braking . : : . « pedals/ but feature
Example e * adaptive cruise | *adaptive cruise peadis can drive
Features = [RUIELI control control at the steering everywhere

wheel may or
may not be
installed

in all
conditions

warming same time

*lane departure
warning

*sae.org/standards/content/j3016_202104
nagwamual-mu 2 HERA Lab. 4

GREAT CHI]SUN
' ‘UMAN UNIVERSITY

Human Engineeing & Risk Analysis



1. Introduction

T UM A Levels of Automation

Automation Level

Description

1 (no automation)

The computer offers no assistance; the human must do it all

The computer suggests alternative ways to do the task

The computer selects one way to do the task and (see 4)

executes that suggestion if the human approves, or (see 5)

allows the humans a restricted time to veto before automatic execution, or (see 6)

executes automatically, then necessarily informs the human, or (see 7)

~N [ O W N

executes automatically, then informs the human only if asked.

8 (full automation)

The computer selects the method, executes the task, and ignores the human.

< Sheridan's LOA >

* EPRI TR Guidance for the design and use of automation in nuclear power plants

Automation Level

Autonomous operations

Operation by exception

Operation by consent

Operation by delegation

Shared control

Assisted manual control

Direct manual control

Automatic Functions

Fully autonomous operation. Human not
usually informed. System may or be
capable of being disabled.

Essentially autonomous operation unless
specific situation or circumstances are
encountered.

Full automatic control under close
monitoring and supervision.

Automatic control when directed by
human to do so.

Automatic control of some functions
task.

Primarily manual control with some
automation support.

No automation.

< Billings' LOA >

Human Functions

Human generally has no role in
operation and monitoring is limited.

Human must approve of critical
decisions and may intervene.

Human monitors closely, approves
actions, and may intervene.

Human provides supervisory
commands that automation follows.

Manual control of some
functions/tasks

Human manually controls with
assistance from partial automation.

Human manually controls all
functions and tasks.
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1. Introduction

ISt JIE2 22 Dimension(jl A A 9|&E.
= XIS MAANME KIE0I2l= 20HE Al
= X2 MAHWME KIS0I2i=s 20HE A2

A

flio

=H=T &.

rir

XI& 2% SMR2 J|EQ| HF A ] LoAE AT
= Shared Control => Operation by Delegation 0] &
= Passive System % Decision Support ST XIS21Q Sst LI}t U

1i0

® azeisin () 7O HERA Lab.
' ‘ UUUUUUUUUUUU TY Human Engineeing & Risk Analysis



1. Introduction

NuScale Features

High levels of automation
« Automation of necessary reactivity changes
« Automated startup to maneuver the unit undergoing startup from shutdown to power operations
« Automated shutdown of one unit of multiple units simultaneously

« Automated maintenance of electric power production or return to capacity after grid fluctuations

Monitoring and control multiple units in one MCR with acceptable workload levels
Integrated HSI
Optimized MCR staff size

« 6 operators — 12 units

Stevens et al., 2019
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1. Introduction

Antsaklis: Autonomous controller functional architecture (1991)

Pilot and Crew/Ground Station/OnBoard Systems

{

Management and Control Executive Upper Management
Organization Level Decision Making and

Learning
Middle Management

Control Manager Decision Making, Learning,
Coordination Level |  ============-- and Algorithms
Control Imp. Supervisor

{

Adaptive Controller & Algorithms in
Identification Hardware and Software

{

Vehicle and Environment

Lower Management

Execution Level

’ AMEE S 0171 oS '._‘ . 8
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1. Introduction

A HEHA TIE24& 7t f4)|= Je

Information  —eceeeeeee O . Q
Control = -meeeeeeeeeee- >

Operator
Management
Level o PC Human-Autonomous System Interface } -----------------
O v A
E[ Decision Making j
A A A
Monitoring
‘P[ Tech-Spec Monitoring} Operation Validation } ‘
A A A A
A A A A
"Coordination
Level i i . .
:::[ Control j< [ Diagnosis J [ Prediction J
A A A
'Execution . o .
o Signal Validation and Restoration
Level
A
»[ Instrumentation and Control Systems jd ----------------
A Y
C Nuclear Power Plant )
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Signal Validation and Restoration
Prediction

Diagnosis

Control

Monitoring

Decision Making

Human-System Interface
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2.1 Signal Validation and Restoration

S

-1 1

= Validation: Sensor 11}, Signal @ FE EHX|

= Restoration: ZHJI U= L2 E & Ul=E 5+

X228 8Nl d50] 820 A E0
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(a) Normal
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 Parameters

............

« Component
states

Signal Validation
and Restoration

Signal & {5

SH Signal
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2.1 Signal Validation and Restoration

ool o |

LSTM network

. HRP, PEANO
. Signal validation and
calibration monitoring
e AANN iyt

Classifi j
é H Coneept of
. — T . — . S. Kim, et al. (2020)
£ . Signal Reconstruction
P 000 +  GAN
B . gs o ga ok &
T2 6 &-0 B o i
Concept of MGGAN

J. Choi, S. Lee (2020)
Sensor fault detection
in the emergency
LSTM

1. boput Pre-proomaing

4, Determinatian of Signsd Fallures

gt RE,
Ot B

1. Signal detection algorithm 2. Optimization

1
| s o
I

—
™ 1, Determinsibon of Byprr-parametens
I af the VAE-LSTH Netmork
I 1
| 1
o
E ———

. Determination of KE kreshokds

R — 1 aingular peirts ghminaticn with
St e s statisteal methad:
¥ 2 rancom fuctuanion siminaton
with disesete mavelet transle o
“*u  shaing window averape method
Fivs parmlission [ Sepeary
Sleing ot st JTRe T — sl :
¥ the messrcerents
J 1 KA o
II;U—II 18 satiticn-based fukie aluirn
1 . femuking mashodlogy i apelied 1o
= - recuce the false alarms of T and
~ q.' i Qstatistic
g A
Pt dectod N = =
L statlstic
L T 2 eotributon of varkisle to T
— statite
Faskty rasen o
! L projection on the principal spate;
Pty e 1o 2 harath
[,

Li, et al. (2018)
Sensor failure
detection +
reconstruction
PCA

Y. Choi, J. Kim (2022)
Signal validation in
the emergency
VAE+LSTM
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2.2 Prediction
(= b
-1 =1
= YA 2™ B D YA HE 0|= (Prediction)

71719] Remaining Useful Time (RUL) OlI= L S =

yyyyy

- WHA ZHUS L HS WIS

= JPJIol & 0=

= AXE Xl 0=

© ZE W HIEA S A OIS
ST IR QM B

= MO =52 S 7T AIEE XIE

- Mo =¥ 2 2L HS U= TIME (DAYS)
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2.2 Prediction

Al

—
100.1 % 99.3 %
325.9°C . ST
29 {isee 20 fisee ‘ Normalized Plant Parameters ‘
I i1 .y . TEage
648 m . 646 m - d L'lIIll: steps record
of N parameters Time
Iy ~ 15.4 1y Network
On (1) OfF(0) @
O 1 . Cl 0 IBILSTM based /=~ =~ TN T O k I
pen(l) ose 0 = |BiLSTM based e o aves ——
t—d+1 t !

| (60 time steps)
Forward| Encoder Forward LSTM
LST™ | : 500 dimensions
Backward Y | Encoder Backward LSTM

Lst™ | : 500 dimensions
| Encoder Stack Hidden States
I : 1000 dimensions (60 time steps)
| Latent Variables z
| | 1000 dimensions
7 Decoder LSTM input

| : 1000 dimensions

| Decoder Stack Hidden States

| : 1000 dimensions (120 time steps)
I Alignments
Y s el fpny gl g S Sy _! : 60 dimensions (120 time steps)

e e o N eI a-- | Attention Weights
Training Data |LSTM \ 171000 dimensions (120 time steps)

+3 0 H ? o
83.2 % i 12.2% | Decoder | Decoder Combined with Attention

120
- i . - Layer
0.7 20 i 2608 “C 251.7%C :2000 dimensions (120 time steps)
. H time steps prediction
20 (ke | 45 thsec 45 i/sec ps pre

o F o o o B Network output
of M parameters Output l l I I
6.21m i 3.90 m 2.87m . (120 time steps)

52 s i 10.9 & 4120 t+119  t+118 42 t+1
t+1 t+H-1 t+H

== Prediction result 4
Confidence interval

|

Prediction Model Network Optimization

E I with Backpropagation
| Prediction sirategy f_ ANNs M===-=-=-= P
—

— — — — — — — — — — —

[
0
0
0

265

2 %

 J.Bae, G.Kim, S. Lee (2021)

* Real-time prediction of plant parameters « Long-term prediction with uncertainty
following operator actions e 120 steps, single network

e 20 steps  BiLSTM, AM, CVAE
e LSTM, MIMO

H. Kim, J. Kim (2021)

’ AMEE S 0171 oS '._‘ . 14
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2.3 Diagnosis

H| & SEH 28

= HESSH MY X XA ME

= Hl&tatEl Y S EAA M
s

= SNA ST X JH IHE At/ E |01 H

= Unknown or Untrained Event ZX|

= XIS&E 9] Confirmation

= SMAH Mot FX = M 2i1dlS M X&

= MO &= ZA 28 Sl el HE0HH dEeE = AU

Algorithm

Raw Data L* 5%
.
Output

== XI¥ (0ll, SFSC, Tech Spec)

MRS 718171 071 A m
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2.3 Diagnosis
b BN |

| Plant parametersof Abos |
|

rl:lln|'.1ul L] = e i [y e it ] e s
Process Observable Preprocessing | Min-Max Nirmaliiatlm Iq—'R g F-==n F===1 : - :"G;';l“‘
Fault Chanages Transient in kz}unknownmnt ,,,,, ! . : ! . L Ma.m : ik
g Process Variables identification 7" —— | &) o 1) IH: al?grrtlg;m [ b
o . ! | 3
\ / OO 1
l 1
Inverse Mapping : : : ] G cel
L 1 1 | o | GRY cell
(3) Event diagnosis ] I ] I e
Diagnosis e, ! T T .
7 aladdin modelling tool ity I . : ! . | AOP
# New Madel Training  Model Refinement ; - : @ 1 1 @ : I J
i . 1 1 . e
:- ': \| Aop 1 || Aop 2
— 1 1 ]
L I Identlflcdc:'ent Ab 08 I — {GRU) {GRU)
4¥:?nlirm.a|lnn e 1 i : : :
of diagnosis results ... —— e aa= St N [y g ey e g gt
o - (# of tiaig, 60, 1004) # of waiing, 60, 20) | Sub-procedure |
P AT R
olaaidin L
« HRP Aladdin e H.Kim, J. Kim (2021) e J.Kim, S. Lee (2020)
o Early detection and diagnosis of faults » Diagnosis of abnormal events « Diagnosis of abnormal events
and anomalies * Unknown event identification, » Principal component analysis (PCA),
 Elman Recurrent Neural Network confirmation gated recurrent unit (GRU)
* Modeling and testing tools * LSTM-VAE

’ AMEE S 0171 oS '._‘ . 16
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Pressure

Reactor System Neural Systern

*  W.Jouse, J. Williams (1993)
* Manage system within Limiting

Conditions for Operations (LCO)

* Neural network

< All rod bank position >

]
< Rod control >

FIIIIII-IIW

T
*

Algorithm for Autonomous Power-Increase Control
A 3
/Discrete control\ Continuous control module
module Asynchronous advantage actor-critic (A3C) agent
oonal rul » Estimated reward Long short-term memory (LSTM)
Operational rules . network model |1 ¢t actions
about discrete task Reward < Strategies > .
- Algorithm A
« Increase A, , u
* Esti nt states / power T valve
@~ stay —>+ Stay
Inference
Engine \ De «+ Open boric acid
power water valve
A
+ Updating weights in network
Component « Component Control
Control I\ J
Nuclear power plant ]

e D.Lee, J. Kim (2021)

e Power increase operation from 2% to
100%

* Rule based system + Asynchronous
advantage actor-critic (A3C) agent

RCS

inventory

control

function

RCS heat i =

removal

0 @0 o0

Component control

D. Lee, J. Kim (2018)
Control autonomously systems and
components in the emergency

operation
LSTM

S
&
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2.5 Monitoring

EI" e e
= XAEST0 CJoH EX A HE0| Hdkld USE A e =
- XIE230| HEOH SZotdl ASE HA =TT
eSS
) I g — s
. T U HIEA A S AT
XE280 et Mo HEad 8t
- Alal SH0 T E HIE23 ™) | S dAl
- SUMSIEAH H Tech Spec AFY LAl
- HIES/HIS 838 2% 8% Bt
« 2= A| Decision MakingE 0 M1 24l
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2.5 Monitoring
i BN |

Tech Spec Monitoring System

Filter 1: PCC module Filter 2: COSIE module
P o || DESCRIFTION [ TIE ][ evomme ]
Expected action(s) - Predicted result 2 :
+ d by PCC =] of procedural - 1 LCO34t RCS DNB Parameter 1000037 E
Current generate Y ;‘ ocmplianoe % 2 LC0343 RCS Pressure and Temperature (#-T) Limits 00:02:54) :
plant state = e 4
with : = Alarm:; B r
safety 3 Predicted resuft g Notify the operator(s) |
parameters operator's real action(s) =} of procedural = of the error with s : e ! :
- 5 roce = : : wup Acti ;
monitored by CIA system =] T g related information T |
8 154.7 [kgiosl] < RCS Prassure = 1616 [kgad] Limited ime: [02:00:00] 1
- 2867 ['¢]< RCS Cold-leg temperature < 2933 [1) 6 oK |
s
. |
A potential |

human error has : | Action 2 ‘ B2 i MODE 2 }M oK |
N |

been detected

Actuate F2

Closa

Procedure compliance Comparison
check Noncompliant of the results  cpjjienge i r
] . or uncertain . to CSFs " |
= Compliant =

L] " 7

Not a error No additional threat to CSFs a "

‘lllll-ll.lllllll.lllllll 19

(keep concealed)
Reset Close
 J. Ahn, et al. (2022) e S Lee, J.Kim (2021)

» Operation validation system (CIA) » Tech Spec Monitoring System

- SMHHIY ZXQ HEYE EXA JHCE I} « LCOZAI (SVM, VAE, LSTM S M 8)
« Critical Safety Function 35 O{§ 11d e  LCO YUl WE Tech Spec =3 H|Qt
- S JH 0IE Z2uE BHE - REXAHEY L

- SX0RI HSAA HMOUHS X, SLFAS RCS 548
Al
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2.6 Decision Making

= Ol Jls 219] Interaction
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2.7 Human-System Interface

=3 ]| vmerron] | P11
- SUA N0 2 LE B A X MO =2 M3 —T
- 2HY NZOINZ 9ot HE HIB e -
- S MH S04 (Ereation | | E——— ) |
. RS2 A AgtoIAl e
c )
)15 . XIS T IZHget piol
- BERA XME TP AT YR 1. Automation complexity

LT XA = 2. Feedback on automation states and
e =l = =818 S behaviors

- XiE 23 JHll tigt 32
- NEH0NHSH OIS X 2

Out-of-the-Loop Unfamiliarity
Clumsy Automation
. XICH Q= Al 201 Y 2H Automation mduce.d erors
- , Inappropriate trust: misuse, disuse, and
« Decision Making 0| 3 2H complacency
= 2A MY F &8 7. Behavioral adaptation
= 2 HT (Authority) T2 J|S Inadequate training and skill loss
Job satisfaction and heath

o 01 A W
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2.7 Human-System Interface
A

Strategy Selection Function
=] — | (oo [y e
9 ik I [ S 9 r e I —
— o I Pl H | + — > nnzlni{'nnz [ so0 |
) 0.02 0.02 : o ) 5 : ot ]
| ( e, Lt
: 1.06 L0.75 L o.75 [Shutdovn)
mem| | o : — N Gala]
1. = =] oW Pt
25 1200 Tam | o P10 1 es Tae
297 2y Btartup | SE1D Bhutdown>5 25 ' 86 1100
e 7 [Shutdown] 8 v
| e— -2 hutdowm | E— 17T
TRIP T lavaa SA50 SE50 C— 1 armpm
Setereeen | ek 7 Shutdown|* > 28 [Shutdowm RBSD ToT colltana
r227 I 227 <j 55/56 T &0 I 100
I 7 [Shutdov|
Pt [
' Ere | + s r & o
a—’ , | Ema o o PR I 0.0z |_5bsD_|
= '0.02 0.02 L e ) ro. | H I TTE
0.71 JELo.71 12 = =7 omMw 0.75 ll 0.5
0 : |
na 1 e FTr Lo

Conventional Interface HCA Interface

* Information about the = e s
activities of the automatic : : : =
system FJ} : — [XHE 23 AIAH SAE{H0|2 |

<HRP Human-centered Automation Interface> <ATOM GAIA Interface>

O
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3. XIiE2% SMR &g §ok

Licensing

Hardware
Technical Processes

/

= Blackbox Issue e

Concept Development and

Stakeholder Needs and

Requirements Definition Concept Development and

System to SW Allocation _ System to HW Allacation
. System Requirements
o eX p | a I n a b | e Al (XA |) Software Reguirements Definition Hardware Requiremen ts
Analysis Analysis

Architecture Definition
Software Architectural Design

= Validation Issue ST

Hardware Architectural Design

Design Definition
Hardware Detailad Design
Implementation

Software Construction Hardware Fabrication

« Software Development ProcessE 2010 JH &

Integration

Saftware Intagration Hardware Intagration

ss800id fddng

w
c
o
=
=
T
g
H

$3558901d UOHEP||EA PUE UONEIJUB A
S5820i4 uopsmbay

Software Qualification Hardware Qualification

9509014 UOPEPI[EA PUE UCHEDYIIBA

$9550001 UOHEP|IE/ PUR UO|IEIYUBA

Software Acceptance Hardware Acceptance

Bupse] asueydesay | weysis ) vonesBequ) ‘Bujuue)d 1se)
(pepesu  s) juswssesse [Eajuyda) uaym ) siskleuy weisisg

Bupsa)] asuedazoyjwesigiuopeiBau) ‘Bujuued 1s8)
Bupsa) sauejdasaywaysigiuoneiBaju) ‘Bujuued jsa)

Software Installation Hardware Transition

Data

= Lack of actual plant data for training <IEEE Std 1012>
« Robust Al (20223 5& 1924(5) 09:00 0| L H)

Continual Lifelong Learning

= The ability to continually learn over time by accommodating new knowledge while
retaining previously learned experiences
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Billings XIS®l+=
Level 4 (Operation by
Delegation) 0|4t

3 operators — 4 units
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