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Introduction VWAY

Product and Services company,
Specializing in Safety and Cybersecurity

Consulting for Intemational Standards Safety Management & Analysis SW Provide Education of SW Safety Technology

A A

ALM Software, Functional & Security Safety Customer Customized
Software Training Support

Functional Safety and
SW Safety Standard Model

® [EC61508 ® Application Lifecycle Management ® Management of Safety Project
® [SO 26262 (Automotive) - Establish a Safety Plan ® Safety Analysis methods
® [SO 21434 (Cybersecurity) - Safety Traceability Management ® Education of Cyber Security
® |EC 62304 (Medical) ® Safety Analysis SW o Visualpro SA ® Automotive Functional Safety
® |EC 61513 (Nuclear) - FMEA, FTA, STPA Safety Analysis Engineering Qualification Course
® |EC 62279,EN - Based on Al (Automation) With Al ﬁ (FSCE-FL)
50126(Railway) ® Cybersecurity Suite ® Education of SW Safety Experts
® DO-178C(Aerospace) - TARA ® Education of Al Safety
® [SO 13482 (Robot) - SBOM & Audit Management OVWAY CAMPUS

® CMMI, ASPICE, SP u
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@) VWAY Activities for STPA

Presentation about STPA and FTA Presentation about Autonomous Driving and STPA
On ESWC(Europe Stamp Workshop Conference) on Korea Auto Industry & Global TransporTech Show

Presentation about STPA application in Korea
On Asia STAMP Workshop in Japan

;.

Sponsorship on HIS(High Integrity Software)  Presentation about Ensuring safety with STPA
Presentation about Ensuring safety on VCU System on ISO 26262 & SOTIF Conference
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STPA on VCU System

2) Model 3) Identify 4) Identify
Purpose of The Control  [Pf Unsafe Control [P Loss
The Analysis Structure Actions Scenarios

\ 2 N S /

Identify Loss| Losses

Define =~ g »
BZ{’S:::’V i...sys.t an ~ Losses Creator Creation Date Modified Person Modified Date

Forward Collision with another vehicle (Driver impai t/death is incurred or vehicle damage is resulted) =4= 2022-09-03 15:44 James 2022-12-14 17:23
..______mn ) Backward Collision with another vehicle (Driver impairment/death is incurred or vehicle damage is resulted) ELE 2022-09-03 15:44 James 2022-12-14 17:24
L-3 Side Collision with another vehicle (Driver impai t/death is incurred or vehicle da is resulted) E4E 2022-09-03 15:47 James 2022-12-1417:24
L-4 Forward Collision with an object (Driver injury/death is resulted or object wreck or environmental pollution is caused) =4= 2022-09-03 15:52 James 2022-10-21 09:25
L-5 Backward Collision with an object (Driver injury/death is resulted or object wreck or environmental pollution is caused) =4= 2022-09-03 15:52 James 2022-10-21 09:26
L-6 Side Collision with an cbject (Driver injury/death is Ited or object wreck or enviror | pollution is caused) =4= 2022-09-03 15:52 James 2022-10-21 09:26

Common Shortcut Menu

Refresh ALT+R A vehicle equipped with ¢VCU may get involved in a backward collision accident with an object.
'Object’ here is defined as all identifiables except vehicles such as road objects, building, human life, animal, or stationary surroundings.
Driver injury or even death can be resulted from this collision as well as object wreck or environmental pollution.

Add row ALT+A
Add child row ALT+SHIFT+A
Delete row ALT+D

Duplicate row ALT+V




STPA on VCU System

Purpose of [P

The Analysis

2) Model
The Control
Structure

3) Identify
P| Unsafe Control

Actions

4) Identify
Loss
Scenarios

4

Identify Losses, Harzard

Environment

Define i"""""""‘}
System |
Boundary |

M
E%

VCU System Losses«

Losses Detail<” Relationship+”
A vehicle equipped with cVCU may get involved in a forward
Forward Collision with another vehicle (Driver collision accident.< H-1. Hod. H.-5¢

impairment/death is incurred or vehicle damage is resulted)<’

Driver injury or even death is expected or vehicle damage could
be caused to both vehicles.<

Backward Collision with another vehicle (Driver
impairment/death is incurred or vehicle damage is resulted)<’

A vehicle equipped with cVCU may get involved in a bacloward
collision accident.<

Driver injury or even death is expected or vehicle damage could
be caused to both vehicles.<

H-1, H-6, H-7, H-8¢

L-3¢

Side Collision with another vehicle (Driver impairment/death is
incurred or vehicle damage is resulted)<

A vehicle equipped with cVCU may get involved in a side
collision accident.<

Driver injury or even death is expected or vehicle damage could
be caused to both vehicles.<’

H-2, H-3, H-5, H-8¢

L-4¢

Forward Collision with an object (Driver injury/death is resulted
or object wreck or environmental pollution is caused)’

A vehicle equipped with cVCU may get involved in a forward
collision accident with an object.<

'Object’ here is defined as all identifiable except vehicles such as
road objects, building, human life, animal, or stationary
surroundings. <’

Driver injury or even death can be resulted from this collision as
well as object wreck or environmental pollution.<

H-1, H-4, H-5¢

Backward Collision with an object (Driver injury/death is
resulted or object wreck or environmental pollution is caused)<’

A vehicle equipped with ¢cVCU may get involved in a bacloward
collision accident with an object.<

'Object' here is defined as all identifiable except vehicles such as
road objects, building, human life, animal, or stationary
surroundings.<

Driver injury or even death can be resulted from this collision as
well as object wreck or environmental pollution.<”

H-1¢

L-6¢

Side Collision with an object (Driver injury/death is resulted or
object wreck or environmental pollution is caused)«

A vehicle equipped with cVCU may get involved in a side
collision accident with an object.

'Object’ here is defined as all identifiable except vehicles such as
road objects, building, human life, animal, or stationary
surroundings. <

Driver injury or even death can be resulted from this collision as
well as object wreck or environmental pollution.<

H-2,H-3, H-8¢

11




STPA on VCU System

3) Identify

4) Identify
P| Unsafe Control [P

Loss.

Purpose of
The Analysis

identity Losses, Harzard Creator Creation Date Maodified Person Modified Date
H-1 Driving in an unir led direction == 2022-09-03 16:02 James 2022-12-1417:33
S'Dyesg"i ”sys:'em i H-2 Qut-of-control lateral movement == 2022-09-03 16:02 James 2022-12-14 17:27
BoUndary’ | o el H-3 Unintended lateral movement == 2022-09-03 16:02 James 2022-12-14 17:28
H-4 Unable to decelerate == 2022-09-03 16:02 James 2022-12-14 17:29
T, | | H-S Unintended sudden acceleration 28 2022-09-03 16:02 | James 2022-12-14 17:29
H-6 Unintended sudden deceleration == 2022-09-03 16:02 James 2022-12-14 17:30
H-7 Unable to accelerate == 2022-09-03 16:02 James 2022-12-14 17:32
H-8 Unintended sudden stalling == 2022-09-03 16:02 James 2022-12-14 17:32

ID ) Losses

Detail The vehicle makes 3 sudden, unintended acceleration at the spead of over 20 km per hour while 3t a stop or on normal driving.

m Backward Cellision with another vehicle (Driver impairment/death is incurred or vehicle dama...

Backward Collision with an object (Driver injury/death is resulted or object wreck or environm...

Side Collision with an object (Driver injury/death is resulted or object wreck or environmental...




STPA on VCU System

Purpose of
The Analysis

2) Model
The Control ||
Structure

3) Identify 4) Identify
Unsafe Control [P/ Loss
Actions Scenarios

4

Identify Losses, Harz

Constraints

Envionr R

g,es::,i ;ysr;m i ID « Constraint Condition Creator Creation Date Maodified Person Maodified Date
Polndany | i SC-1 Prevent driving in an unintended direction == 2022-09-02 16:10 | James 2022-12-14 17:36
SC-2 Prevent out-of-control lateral movement == 2022-09-03 16:10 James 2022-12-14 17:36
- SC-3 Prevent unintended lateral movement ELE 2022-09-03 16:10 James 2022-12-14 17:36
SC-4 Prevent being unable to decelerate e 2022-09-03 16:11 James 2022-12-14 17:36
S Prevent unintended sudden acceleration e 2022-09-03 16:11 James 2022-12-14 17:36
SC-6 Prevent unintended sudden deceleration e 2022-09-03 16:11 James 2022-12-14 17:36
SCF Prevent being unable to accelerate EUs 2022-09-03 16:11 James 2022-12-14 17:36
SC-8 Prevent unintended sudden stalling =UE 2022-09-03 16:11 James 2022-12-1417:37

ID

Detail

13




STPA on VCU System

1) Define 2) Model 3) Identify
Purpose of [p| The Control [P| Unsafe Control
The Analysis Structure Actions

4) Identify
Loss
Scenarios

y - -

Identify Losses, Harzard

Environment |

~ 12. VCU System Hazards<

Define i~ o5
sytem | ; . —
Bolncaty. | [ D+ Hazards+ Detail Relationship<
H-10 Driving in an unintended direction<’ A faulty eV computer command makes the velucle go backwards | 1 4 15 1 41 50
when it's supposed to go forward, or vice versa.<
H-2¢ QOut-of-control lateral movements ¢V CII controller cannot perform left and right movement control < L-3. L-6<
. . i . A faulty ¢V CU computer command triggers a sudden left or right turn. .
H-3< Unintended lateral movement- For instance. it wrongly orders a left turn instead of right. or vise versa.<’ L-3,L-6<
. ) Deceleration 1s not properly executed when head-on collision with .
H-4- Unable to decelerate< another vehicle or objects ahead needs to be avoided < L-1,L4¢
50 Unintended sudden accelerations’ The vehicle makes a m_ld_den; unintended acc-eleratlop ._at th:=T speed of 11 L3 L4
over 20 km per hour while at a stop or on normal driving ¢! : ’
116 Unintended sudden deceleration’ IT}e vehicle makes a m_u:l_den, unmtended_ c}ecelgrahon at the speed of Lo
over 20 km per hour while on normal driving <
L7 Unable to accelerate<’ Acceleration 1s 1_10_t properly‘ executable when needed at a complete stop Lo
or on normal driving_ <
. . _ The vehicle makes a sudden stall while on drive, in the case of which no .
H-87 Unintended sudden stalling= sideways control 1s provided or unintended deceleration is made. < L-2,L-3,L-67
| | -
1.3. VCU System Constraints«
1D+ Constraints’ Detail Relationship’
SC-1< Prevent driving in an unintended directions Hazards for driving in an unintended direction must be prevented.« H-1<
SC-2¢ Prevent out-of-control lateral movements Hazards for out-of-control lateral movement must be prevented < H-2¢
SC-3¢ Prevent unintended lateral movements Hazards for unintended lateral movement must be prevented < H-3<
SC-4< Prevent being unable to decelerates Hazards for being unable to decelerate must be prevented.« H-4<
SC-5¢ Prevent unintended sudden accelerations’ Hazards for unintended sudden acceleration must be prevented < H-5¢
SC-6 Prevent unintended sudden deceleration:” Hazards for unintended sudden deceleration must be prevented. < H-6<
SC-7¢ Prevent being unable to accelerates’ Hazards for being unable to accelerate must be prevented < H-7<
SC-§¢ Prevent unintended sudden stalling<’ Hazards for unintended sudden stalling must be prevented_ < H-8«

Fa
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STPA on VCU System

STPA
1) Define 2 | 3) Identi I | 4) Identify |
Purpose of |P| The Control Bl U~ - ks .
The Analysis Structure [

Driver

P

(] |

Autonomous Driving OniOff

Identify Losses, Harzard H l
) P
Environment H
L €VCU Controller
BSystzm i System | i
oundary { T 4 L .
1 Responsibility

Read surroundings through caculation

Navigate routes to the destination
Calculate the current location
Manage automated driving

"l B D oen iln
J e
- e — { Cluster Controller
= = e
{ Steering Controller
& — = N

]

SCC(Smart Cruise Control) Cnmmlet]

Brake Muliur Control
Gear Control

[Group Actuator

AEB brake motor

GPS location info
1
‘Speed, Steering, Gear location info

LIDAR info
RADAllii'lfn
Camera Display Info
Inerlia!li'lfc
roup Sensor ;
(G G
( ers [ uaR )

Control Action —_— Feedback

I Connector Connector

VCU controlled by Driver

VCU controls Steering, Cluster, SCC
controller

VCU controls Autonomous Driving
with Brake Motor control and Gear
Control

VCU get the feedback from IMU,
CAN, RADAR, Camera, GPS, Lidar
It may look similar to the system
architecture. However, STPA
reconstructs the system’s structure

from a control perspective. 16




STPA on VCU System
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STPA on VCU System

STPA

1) Define 2 | 3) Identify 4) Identify
purpose of [P The Control |P| Unsafe Control Loss.
The Analysis Structure Actions Scenarios

¥ ¥ 3
Identify LossLes,.Harzard ’_Ll_‘:: [—U—‘::
C1 L]

Define
System
Boundary

—

Driver
Visual Cues Import Template
Physical Feedback
Dashboard Indicators Template List Template Information
Enable AH AH Enalbed Physical Feedback
)
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Brake Pedal on/off
Accelerate
Shi
Auto Hold Module river Presence
Pedal Feel
Brake Pedal Force
. B
 Hold Accel Pedal % Brake Lights s
Additional Pressure A
i PRNDL Driving Behavior
Release Brake Pressure
Apply Parking Brake Wheel Speed
i
]
e -
T .
J e
ki
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STPA on VCU System

UCA = Unsafe Control Action

UCA has 4 types
- Not providing causes hazard
- Providing causes hazard
» Too early, too late, out of order

« Stopped too soon, applied too long

21




STPA on VCU System

STPA

1) Define 2) Model 3) Identify 4) Identify
Purpose of [P| The Control |P| unsafe Control Loss.
The Analysis Structure Actions Scenarios
Control Action List * || UCA Type o
+ Nt providing causes hazard X 4 ltems =
Identify Losses, Harzard| | PM | Control Action Seurce [ Torget [ [® UCA-1 <VCU controller does NOT provide brake mater control commands when the actual location is incansistent with the planned self-driving path
; v Steering Control Orders | cVCU Controller Steering Controller Bl . k X
Environment . [» UCA-2 Ve controller does NOT provide brake moter control commands when an object was detected during automated driving
Define + Speed Control Orders | cVCU Controller SCC{Smart Cruise Contro...
System | gctem Autonomeus Driving On.. | Driver VU Contraller [™ UCA3 <VEU contreller does NOT provide brake mater control commands when having a cenflict with every speed infomation coming respectively from each source.
Boundar
¥ /' Vehicle Information upd... | cVCU Controller Cluster Controller | UCa-4 eVCU controller does NOT provide brake motor control commands when the gear position is not appropriate compared to vehicle speed,
Speed Control SCC(Smart Cruise Contro... Auto Driving Exe...
peedtontio (Smart Cruise Contro... Autonomous Driving Exe ~ Providing causes hazard + 4 Items
Steering Control Steering Controller Autonomous Driving Exe...
— + %7 | Brake Motor Confrol VCU Controller Autonomous Driving Exe... [™ UCA-5 cVCU Controller provides brake m s ~ontrol commands when driving normally on a planned autonemous path
[™ uCA-6 cVCU Controller provides brak {trol commands when an object was not detected during automated driving
[™ UCA-7T VU Controller provides brake M ntrol commands when having 3 canfiict with every speed infomation coming respectively from each source.
[* UCA-8 VU Controller provides brake motor control commands when the gear position is appropriate compared to vehicle speed.
“ Too early, too late, out of order + 4 ltems
[™ UCA-9 cVCU Controller provides brake motor control commands too late when the actual location is inconsistent with the planned self-driving path
[® UCA-10 &VCU Controller provides brake motor contral commands too late when an object was detected during automated driving
[® UCA-11 VCU Controller provides brake motor control commands too late when having & conflict with every speed infomation coming respectively from each source.
[* UCA-12 @VCU Controller provides brake motor control commands too late when the gear pasition is not appropriste compared to vehicle speed.
~ Stopped too soon, applied tos long 4+ 8 Items
[» UCA-154 <VCU controller provides brake matar cantrol commands tao long when the actual location is inconsistent with the planned self-driving path
[» UCA-155 <VCU controlier provides brake motar control commands too long when an objrct was detected during autemated driving
[™ UCA-156 <VCU controlier provides brake motor cantral commands too long when having'a conflict with every speed infomation caming respectively from each source.
= [ UCA-157 VU controller provides brake motor control commands too long when the gear position is not appropriate compared to vehicle speed
| K [+] \" UCA-158 €VICU contraller provides brake motor control commands too short when the actual location is inconsistent with the planned self-driving path
Control Structure Diagram * || UCA * || Relationship -
e seieton AR e ot o UCAType [ Not providing causes hazard |1 & azars | controller Constraints
* Contal sesin RADAR nformston
ST e e Flag = - m ~ | Hazards I
\ [Conomlacwopemien . = =
: — | o [uca-z ’ NG O Driving in an unintended direction =
= [ hHe Qut-of-cantrol lateral movement
UcA €VCU controller does NOT provide brake motor control commands when an object was detected during automated driving O b3 Unintended Isteral movement
H-4 Unable to decelerate
[ ks Unintended sudden acceleration
- [ k& Unintended sudden deceleration
peed Control [l h7 Unable to accelerate
|—cpeed infer [ he Unintended sudden stalling

After recognizing the object/environment information, an obstacle was found and deceleration was attempted accordingly, but incomplete control

occurred
] TP eeron o
Emmtqmﬂ Spe=d, Steering, Gear locaton info
il Interpretation
)
Camera Display Info
Actuator Ingrtial infa

The vehicle could not have been able to process a brake command because deceleration was being attempted




STPA on VCU System

3) Identify
Unsafe Control

1) Define
Purpose of

2) Model
The Control

4) Identify
Loss

I| +  Erake Motor Control VCU Controller Autonomous Driving Exe... 1

when driving normally:

~ Not providing causes hazard + 24 Hems

I’ UCA-1 cVCU controller dees NOT provide brake motor control commands when the actual lecation is inconsistent with the planned self-driving path

+ X 4 hems

~ Prowviding causes hazard

Ib UCA-5 VCU Centroller provides brake motor control commands when driving normally on a planned autonomaous path
]

UCA-5 cV/CU Controller provides brake motor control command's

= Too early, too late, out of order + M4 ltems

I’ UCA-9 cVCU Centroller provides brake motor control commands too late when the actual location is inconsistent with the planned self-d rivin? path

on- a planned autonomous- path

NN . Hl BN --I---I-_II-_I-_£ IIE NN I .

- Stopped too soon, applied toc long + X B Hems

I’ UCA-134 VCU controller provides brake motor control commands too long when the actual location is inconsistent with the planned self-driving path

I" UCA-135 cVICU controller provides brake motor control commands too long when an object was detected during automated driving

Relationship

M Hazards | [7] Controller Constraints
m [ = | Hazaras
[ HA Driving in an unintended direction -
I:‘ H-2 Qut-of-control lateral movement
D H-3 Unintended lateral movement
I:‘ H-4 Unable to decelerate
I:‘ H-5 Unintended sudden acceleration
H-6 Unintended sudden deceleration
D H-7 Unable to accelerate
[ Unintended sudden stalling

o]

23
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STPA on VCU System

STPA
1) Defi 2) Model nti
Purpoiem; P| The Control (p Ungs)a;:ecsrglro\
The Analysis Structure Actions i B Missin or wron
external information & &

Communication Other
‘ Cuntrnller with another Cnntmller

il ,—“—‘ ] ,—“—‘ ] iy @) Control Algorithm @p Model controller
Define - T T , rocess iode
ousnear E i E

WIong or missing

1 (L) Control input or

b
L

(flaws in creation,

F .

{inconsistent,

I T 11 process changes, .
H t & ! i i incomplete, or
incorrect modification or _
Provided Control Action adaptation) ncorrect)
. . . Received Feedback
{inappropriate, ineffective, ) o
or missing) (inadequate, missing,
or delayed)
+ Actuator Sensor
@ Inadequate (3) Inadequate
aperalion operation
ry
Received Control Action
(delayed, etc.) Provided Feedback
(incorract,
Dther no information provided,
Cuntruller measurement
Contmlled PTGCESS inaccuracies, delays)
@ Component failures

b
r

Process output
T Unidentified or contributes to

v v w

Conflicting control actions Changes over time

Process input missing or wrong

system hazard
out-of-range ¥
disturbance

STPA can consider not only to identify component

! L

but also control failures and non component failures, misuses.

An STPA Primer, 2013 25
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STPA on VCU System

STPA

1) Define 2) Model 3) Identify 4) Identify
Purpose of [p| The Control |B| Unsafe Control Loss
The Analysis Structure Actions Scenarios
‘ Control Action List e | Control Loop {
G . W [ ] Show Additional Considerations
Identify Losses, Harz, | ‘ Name Source Target
ey Steering Control Orders VCU Controller Steering Controller [-] .
Define 3 Speed Control Orders <VCU Controller SCC(Smart Cruise Control) Controller
BSYSIZF" Autonomous Driving On/Off Driver VCU Controller p—
joundar? -
4 Vehicle Information updates <VCU Controller Cluster Controller
Speed Control SCC(Smart Cruise Control) Controller Autonomous Driving Executed
— Steering Control Steering Controller Autonomous Driving Executed
B Brake Motor Control VCU Controller Autonomous Driving Executed
Flag [ 1D [uca
P ouca- (18] VCU controller does NOT pravide brake motor control commands when the actual location is inconsistent with the planned self-driving path
™ ucaz <VCU controller does NOT provide brake motor control commands when an object was detected during automated driving
P ucas3 (D) evCU controller does NOT provide brake mator control commands when having & conflict with every speed infomation coming respectively from
" uca4 [0) e¥CU controller does NOT provide brake mator control commands when the gear position is not appropriate compared to vehicle speed.
v P oucas <VCU Controller provides brake motor control commands when driving normally on a planned autonomous path
P ucas <VCU Controller provides brake motor control commands when an object was not detected during automated driving
P ucas [0) evCU Controller provides brake motor control commands when having a conflict with every speed infomation coming respectively from each soul
* uca-s €VCU Controller provides brake motor control commands when the gear position is appropriate compared to vehicle speed.
P gearp PProp! pa P
™ ucas [36] cvcU Centroller provides brake mator cantrol commands too late when the actual location is inconsistent with the planned self-driving path
P uca-10 (18] VU Controller provides brake motor contral commands too late when an object was detected during automated driving
> ucan (@) evCu Controller provides brake moter control commands too late when having a conflict with every speed infomation coming respectively from ¢
= uca2 €VCU Controller provides brake motor control commands too late when the gear position is not appropriate compared to vehicle speed.
p gear p: pprop: p: i
P uca-1s4 <VCU controller provides brake motor control commands too long when the actual location is inconsistent with the planned self-driving path
™ UCA-155  [18]<VCU contraller provides brake motor contral commands too long when an object was detected during automated driving - 'l'
P uca-156 €VCU controller provides brake motor control commands too long when having a conflict with every speed infemation coming respectively from «
P g g Ty spe g respectively
| UCA157  [0) eVCU controller provides brake motar control commands toa long when the gear position is not appropriate compared to vehicle speed
> UCA-158  [17)<VCU controller provides brake motor control ds too short when the actual location is inconsistent with the planned self-driving path [~ |
Loss Scenario £
T Scenarios with UCA : UCA-S ‘ £\ Scenarios without UCA
% /] Auto Creation of Loss Scenario Guide Word Set [ )
~[Fag  [entiy [ Gureverd Loss Scenario Crestor | Creation Date [ Modified P... | Modified Date
> cVCU Controller Physical failure of the controller itself <VCU Controller provides a brake motor control command due to a physical failure during planned autonomous driving L8 2022-09-2821:41  James 2022-12-210837 [+
P | troller ontrolle Microprocessor (uC) with low-reliability was used =25 2022-09-28 2141  James 2022-12-21 09:36
¢ ontraller VCU contraller provides a brake motor control command due to a power failure while driving normally on the planned self-driving patl =25 -09-28 21 ames -12-21 0%
> | cveu Controli veU I ides 3 brake | d di failure while dri Iy on the planned self-dri h 25 2022-09-28 2141 J; 2022-12-21 09:37
> | trolle: Unstable power supply (high voltage, low voltage, etc) =zs 2022-09-28 2141 James 2022-12-21 0837
cVCu olle 'ower requlator with low reliability was uses EZs -09- E ames -12- 3
" C P I h low reliabil d s 2022-09-28 21:44  J; 2022-12-21 09:37
™ | cVCU Controller, Vehicle Control,.. Commercial VCU controller provides brake motor control commands due to a flawed path calcuation while driving normally on a planned self-driving path e 2022-09-28 2141  James 2022-12-21 09:37
P |ovcuc iehicle Contro Braks application due to path calculation information value output delay error =25 2022-09-28 2141  James 2022-12-21 09:37
Ve troller, Vel o cessive operation error of brake control 28 -09-28 21 ames -12-21 003
> CU G Excessive operati  braks | 25 202200232153 U, 2022-12-21 09:37
[® | cVCU Controller, Driver, Process M... When the actual location is consistent with the planned self-driving path, the driver mistakenly changes the self-driving mode. The commercial VCU controller then determines that the vehicle is controlled by the driver, and the brake... EZ8 2022-09-28 2141  James 2022-12-21 09:38
Ve oller, Driver, Pro emporary autonomous-driving-off is mistaken to be the permanent one =28 -09-28 214 ames -12-21 09:
> 8 D Temporary driving-off is mistaken to be the p: 25 2022-09-28 2141 J; 2022-12-21 09:37
[® | cVCU Controller, Process Model When driving normally on a planned autonomaus path, the commercial VCU controller does not have an algorithm to handle and inform the error, providing a brake motor control command =25 2022-09-28 2141 James 2022-12-21 09:39
> odel B controlle farmation o Debouncing algorithm does not exist to collect possible errors and determine their authenticity 25 2022-09-28 2220 James 2022-12-21 09:39
> Feedback/info is not received or applied to se... When driving normally on the planned self-driving route, the vehicle information has not been updated, but <WCU controller has provided a brake motor control command = 2022-09-28 21:41 James 2022-12-21 09:39
" fo is no p Physical failure of other controllers =25 2022-09-28 2141  James 2022-12-21 0939
> no PP Algorithm errer on other controllers 15 2022-00-28 2225 James 2022-12-21 09:39
> s) respond adequately but controller r..  When driving normally on the planned self-driving path, other controllers have updated the vehicle information appropriately and communicated via CAN =28 2022-09-28 21:41  James 2022-12-21 1447
> Sensorls sut controller .| Corruption of CAN messages from other controllers =25 2022-09-28 2141 James 2022-12-21 1447
> Unintended change of CAN packet order =25 2022-09-28 2227 James 2022-12-21 1447
> When driving normally on the planned self-driving route, the vehicle information has been updated appropriately, but has failed to provide information to the commercial VCU contraller, providing a brake motor control command ~ S25 2022-09-28 2141 James 2022-12-21 14:48
> CAN interface open circuit/short circuit issues =25 2022-09-28 2141 James 2022-12-21 14:48
™ | Driver Lack of proper understanding or education by the passenger regarding the limitations and capabilities of the autonomous driving system Davel 2023-03-27 1716 Davel 2023-03-27 17:16
™ | Driver Intentional or unintentional interference with the VCU's commands, such as attempting to override the system or making sudden movements that are not aligned with the system's inputs and outputs. Davel 2023-03-27 1718 Davel 2023-03-27 17:18
pting 5 g ig ys P! P a
- . § § . . .
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STPA

1) Define 2) Model

The Analysis Structure

3) Identify
Purpose of [p| The Control |P| Unsafe Control

Actions

4) Identify
Loss
Scenarios

&

Control Action

Brake Motor Control

Categorized

Inaccurate or misaligned battery sensor data m CF = NCF = Control Problems Misuses ® Etc

UCA-5 cVCU Controller provides brake motor control commands when driving normally on a planned autonomous p:
1D Entity Loss Scenario
LS-21 cVCU Controller cVCU Controller provides a brake motor control command due to a physical failure during planned autonomous driving
LS-21-1 cVCU Controller Microprocessor (uC) with low-reliability was used
LS-22 cVCU Controller cVCU controller provides a brake motor control command due to a power failure while driving normally on the planned self-driving path
LS-22-1 cVCU Controller Unstable power supply (high voltage, low voltage, etc.)
LS-22-2 cVCU Controller Power regulator with low reliability was used
LS-23 Route Calculation Comm_er_cial VCU controller provides brake motor control commands due to a flawed path calcuation while driving normally on a planned
self-driving path
LS-23-1 Route Calculation Brake application due to path calculation information value output delay error
LS-23-2 Route Calculation Excessive operation error of brake control
LS-24 Driver. Process Model When the_ actual location is consistent wi_th the planned st_elf-d_riving path, the driver_ mistakenly changes the self-driving mode. The )
' commercial VCU controller then determines that the vehicle is controlled by the driver, and the brake motor control command is provided
LS-24-1 Driver, Process Model Temporary autonomous-driving-off is mistaken to be the permanent one
When driving normally on a planned autonomous path, the commercial VCU controller does not have an algorithm to handle and inform
LS-25 Process Model -
the error, providing a brake motor control command
LS-25-1 Process Model Debouncing algorithm does not exist to collect possible errors and determine their authenticity
LS-26 VCU Controller, CAN When driving normally on the planned self-driving route, the vehicle information has not been updated, but c\VVCU controller has provided a
brake motor control command
LS-26-1 cVCU Controller, CAN Physical failure of other controllers
LS-26-2 cVVCU Controller, CAN Algorithm error on other controllers
When driving normally on the planned self-driving path, other controllers have updated the vehicle information appropriately and
LS-27 cVCU Controller, CAN communicated via CAN
LS-27-1 cVCU Controller, CAN Corruption of CAN messages from other controllers
LS-27-2 cVCU Controller, CAN Unintended change of CAN packet order
LS-28 VCU Controller, CAN When dr?ving normally on the planned self-driving rpqte, the vehicle information has been updated appropriately, but has failed to provide
information to the commercial VCU controller, providing a brake motor control command
LS-28-1 cVCU Controller, CAN CAN linterface open circuit/short circuit issues
LS-229 Driver Lack of proper understanding or education by the passenger regarding the limitations and capabilities of the autonomous driving system
1S-230 Dri Intentional or unintentional interference with the VCU's commands, such as attempting to override the system or making sudden
- river : - o
movements that are not aligned with the system's inputs and outputs.
LS-231 Driver A passenger intentiona_lly interferes with the VCU system by covering up sensors, disconnecting wires, or otherwise tampering with the
system in order to test its safety features or cause mischief.
. A driver ignores or overrides safety alerts or warnings issued by the VCU system, either due to distraction, fatigue, or a deliberate decision
LS-232 Driver L 4 .
to prioritize other factors, such as time or convenience.
LS-233 Process Model VCU controller sends a command to the brake motor to stop the vehicle due to a malfunctioning battery management system.
LS-233-1 Process Model Battery malfunction or damage
LS-233-2 Process Model Faulty wiring or connection between the battery and the VCU
LS-233-3 Process Model
LS-233-4 Process Model Insufficient error handling or contingency planning within the battery management system

Jotal 37 loss scenarios was identify based on UCA-5 2




l STPA on VCU System

STPA H 1M

Make STPA report automatically and export to word, pdf,

v

powerpoint and excel



STPA on VCU System

Keyword | Search Search

Losses

System-Level Hazards
System-Level Constraints
UcA

Controller Constraints

Loss Scenario

Countermeasures

Customize Guide Word Set

New Clone Import Export
Guide Word Set Name : | STPA_Handbook_ENG(2018)[Builtin] - Default
Guide Word

» | 4 a) Why would Unsafe Control Actions occur
4 1) Unsafe controller behavior

4 | Failures related to the controller (for physical controllers)
Physical failure of the controller itself
Power failure
Etc.

4  Inadequate contral algorithm
Flawed implementaticn of the specified control algorithm

The specified control algorithm is flawed

The specified control algorithm becomes inadeguate over time due to changes or degradation

» Settings X
4 General Add
User Setting
Theme Setting Use | UCA Type g
Maodule Setting v Mot providing causes hazard =
4 Maodeling Settings b Providing causes hazard v
Control Structure Diagram Setting v Too early, too late, out of order
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User Data Field Setting b dfafdaf
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