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System Models

Example: Piping and Instrumentation Diagram (P&ID)

Emphasizes physical flows
Does not emphasize Digital I&C behavior or Human Interactions
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Classification of Causal
Factors

You are creating control structures all the time,
whether it’s deliberate or not and whether you analyze them or not!

John Thomas, 2019 © Copyright 2023 John Thomas



Principles from Control Theory

* Four conditions required to effect control over a
system:

Goal Condition. The controller must have a goal or

goals (e.g., to maintain a setpoint)
Action Condition: The controller must be able to
affect the system state
Observability Condition: The controller must be
able to ascertain the state of the system.
Model Condition: The controller must have (or contain)

a model of the system

Ashby, 1957 © Copyright 2023 John Thomas



Controller

Control || Process Four types of unsafe control actions:
Algorithm Model 1) Control actions required for safety
are not given
Control 2) Unsafe.ones are given |
Actions Feedback 3) Potentially safe control actions but

given too early, too late
4) Control action stops too soon or
applied too long

Controlled Process

(Leveson, 2012) © Copvright 2023 John Thomas



Some Factors in Causal Scenarios

Control input or external

information wrong or

Controller missing Missing orwrong ~ Controller
communication with
Inadequate Control another controller
Algorithm Process Model
: . (inconsistent, €— Inadequate or
: Flaws in creation o
';i?f%g?\g"t; (pr(?cesss c(;laer?g(ca)s ’ incomplete, or missing feedback
missing control incorrect modification incorrect)
action or adaptation) Feedback Delays
v Actuator Sensor
Inadequate Inadequate
operation operation
Delayed A Incorrect or no information
operation provided
Measurement inaccuracies
Controller
Controlled Process Feedback delays
p| Component failures/errors
Conflicting control actions Unsafe states and
> non-failures >

Changes over time

Process input missing or wrong

(Leveson, 2012)

Unidentified or out-

of-range
disturbance

Process output
contributes to

system hazard

Note: This is not intended to be complete, but it
provides a starting point. You will need to tailor
the specific factors relevant to your application.



Some Factors in Causal Scenarios

Control input or external

information wrong or

Missing orwrong ~ Controller

communication with

another controller

Inadequate or
missing feedback

Feedback Delays

Controller missing
Inadequate Control
Algorithm Process Model
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missing control incorrect modification
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Controller
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Note: This is not intended to be complete, but it
provides a starting point. You will need to tailor
the specific factors relevant to your application.



Nuclear HPCI/RCIC
Example



Nuclear HPCI Example
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1. Low Reactor Level (-48")
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» Main Steam Operator
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1. Any system isolation signal
/2. High Steam Exhaust Pressure (150 psi)
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5. Manual 5. Turbine overspeed

6. Manual (local or remote)



HPCI Flow Control System (simplified)
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Operating Experience Event (No Component Failures)
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STPA: A systems view



STPA Control Structure (simplified)
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Control Structure (simplified)
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STPA Step 3: Unsafe Control Actions (UCA)

Increase GV
Position

Decrease GV
Position

John Thomas, 2020

Operator

____________

Auto/Manual Actual Flow Rate
Target Flow Rate Etc.

| Flow Controller (FC) |
Increase GV Cmd 'I‘ Turbine speed

Decrease GV Cmd System enable

()]
)
<
>
<
o
O
<

Not providing
causes
hazard

Providing causes
hazard

Stopped Too
Too early, too late, out | Soon / Applied
of order too long

[...]

[...]

[..] [..]

[...]

FCS provides Decrease Gov
Cmd when

[...] [..]




STPA Step 3: Unsafe Control Actions (UCA)

Increase GV
Position

Decrease GV
Position

John Thomas, 2020

Operator

____________

Auto/Manual Actual Flow Rate
Target Flow Rate Etc.

| Flow Controller (FC) |
Increase GV Cmd 'I‘ Turbine speed

Decrease GV Cmd System enable

()]
)
<
>
<
o
O
<

Not providing
causes
hazard

Providing causes
hazard

Stopped Too
Too early, too late, out | Soon / Applied
of order too long

[...]

[...]

[..] [..]

[...]

FCS provides Decrease Gov
Cmd when emergency
cooling is needed (system
initiated)

[...] [..]




equipment damage,
environmental loss

Loss: Loss of life, AS ki n g t h e r i g ht r+ 'f:iﬁfr“u]:;},f::t'a;;’ ..
guestions kb
T

Thrattle  Admission
Walve Valve

Question: What

FCS control actions

can cause those
losses?

UCA: FCS provides Close
Gov Cmd when
emergency cooling is
needed (system initiated)

Flow Control System Why might this
(FCS)
happen?
Process
Control
algorithm Viealz
J (beliefs)

Control Feedback
C> Actions

Controlled Process

John Thomas, 2019 © Copvrieght John Thomas 2021



Potential control flaws

FCS provides

Control input or

external information

Missing or wrong

communication with Controller

another controller

decrease GV cmd Controller wrong or missing

when flow is Inadequate Control Process <

_ Algorithm Model «—
|nad equate and (Flaws in creation, (inconsistent,
process changes, i let .
ram p rate not incorrect modification or mciﬁ(r::ﬁreecet)or
exceeded adaptation)
v Actuator Sensor

Actuator failure

Inadequate operation

Inappropriate actuator

Delays, inaccuracies,
missing/incorrect behavior

Controller

>
|

Conflicting control actions>

Controlled Process

Inadequate or
missing feedback

Feedback Delays

Sensor failure
Inappropriate

Inadequate operation

sensor

Component failures
Inad. priority scheme

A

Process input missing or wrong

Changes over time

(John Thomas, 2017)

Unidentified or
out-of-range
disturbance

>

Feedback delays

Process output

contributes to

system hazard

© Copvrieht John Thomas 2021

>

Incorrect or no info provided

Measurement inaccuracies



Loss: Loss of life, AS ki n g t h e r i g ht f* 'Eiﬂ’r“u]:;},f::ﬁ;: '
questions otk
T

equipment damage,
environmental loss

Thrattle  Admission
Walve Valve

Question: What

FCS control actions

can cause those
losses?

UCA: FCS provides Close
Gov Cmd when
emergency cooling is
needed (system initiated)

Question: What FCS beliefs would cause it to
provide Close Gov Cmd when emergency
cooling is needed?

PM: FCS incorrectly believes
Flow CO(I;'((;CQ) System ramp rate exceeded
P Question: What FCS inputs would cause
Control I\I;loc(jes’ls FCS to incorrectly believe ramp rate
algorithm ode exceeded?
(beliefs)
FB: Turbine speed > 1000rpm

within X sec of Enable

Control Feeavack
Actions Question: What would cause Speed >

1000rpm within X sec of Enable?

CP: LS setpoint too high,
Governor already open,
turbine rolling start, etc.

Controlled Process

John Thomas, 2019 © Copvrieht John Thomas 2021




ososoriie. - Asking the right  {=s=f

equipment damage,
environmental loss

Question: What

FCS control actions

can cause those
losses?

questions 2ebe—pd
' B S
1 . .
UCA: FCS provides Close %
Gov Cmd when
emergency cooling is
needed (system initiated)

Question: What FCS beliefs would cause it to
provide Close Gov Cmd when emergency
cooling is needed?

PM: FCS incorrectly believes
ramp rate exceeded

Question: What FCS inputs would cause
FCS to incorrectly believe ramp rate
exceeded?

FB: Turbine speed > 1000rpm
within X sec of Enable

No random Control Feeawack
failures! Actions Question: What would cause Speed >

1000rpm within X sec of Enable?

Flow Control System

This (FCS)
unanticipated
flaw caused Control

>510M USD algorithm
losses.

Process
Model
(beliefs)

No

component

CP: LS setpoint too high,
failures! Controlled Process P g

Governor already open,
turbine rolling start, etc.

John Thomas, 2019 © Copvrieht John Thomas 2021




Testing the methods we use

The existing hazard analysis had not anticipated this flaw

Now we know about this specific flaw—modify the design and add it to the
existing hazard analysis

— Not good enough!
Need a method that can discover these flaws before they are encountered!

Multiple blind tests conducted
— STAMP / STPA

— HAZOP

— FTA

— FMEA

— Others

Result

— Most component failures were identified by every method

— Only the STPA approach reliably identified these DI&C flaws in design & assumptions
— STPA selected for new guidance for Nuclear DI&C engineering

Blind testing: STPA works

Discuss effectiveness & efficienc |
© Copyright 2023 John Thomas



Single- vs. Double-Loop Learning

Single-loop learning
(most common)

4 )
Designs, flaws, Outcomes,
omissions, _> incidents,
mistakes accidents
\ /L %

What did we do wrong? What happened?

John Thomas, 2019 © Copyright John Thomas 2021



Single- vs. Double-Loop Learning

Single-loop learning
(most common)

/~ Methods, \ [/ N
Techniques, Designs, flaws, Outcomes,
Goals, Values, _> omissions, _> incidents,
Strategies, mistakes accidents
\Assumptions /  \_ 2N J
Why did we do that? What did we do wrong? What happened?

Double-loop learning

John Thomas, 2019 © Copyright John Thomas 2021



Every model and every method has

limitations!
Strengths Limitations
STPA ? ?
FMEA ? ?
FTA ? ?
PRA ? ?

John Thomas, 2019

© Copyright 2023 John Thomas



HEE Massachusetts
I I Institute of

Technology

STPA:
Cooling System Case Study

Dr. John Thomas
Engineering Systems Lab
MIT

© Copyright 2023 John Thomas



Disclaimer

This exercise comes from a real system
BUT

Details had to be sufficiently changed or generalized
in order to study in this class.



Examples of Cooling
Systems
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Radiator
S Fan
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n provided by the National Water Pump

Transmission
Cooler

Radiator Service Association /%w
Lower Hose -




Old Cooling System 1.0

Purpose

* Cooling System 1.0 provides cooling for a
critical process! that generates heat during
the operation of [...].

* If we ever lose cooling, the cooling system
must trigger a shutdown of [...] and in order
to prevent unacceptable losses.

1This could be any process that generates heat, such as electrical power generation processes. © Copyright 2023 John Thomas



Old Cooling System 1.0

Concept of Operation

* Provides cooling of [heat generation systems]

* Includes protection from loss of cooling, which will
command an automatic shutdown of [heat
generation systems].

* Loss of cooling is measured by
* Low cooling flow, OR
* Low cooling pressure, OR
* High cooling temperature

© Copyright 2023 John Thomas



Old Cooling System 1.0

History of Operation

* Cooling System 1.0 was originally built 40
years ago. It has been operating ever since
without any unsafe behaviors, such as a loss
of cooling without a shutdown.

* The design includes single points of failure
that have lead to reliability, performance,
and maintenance issues over the last 40
years, such as inadvertent shutdowns.

1This could be any process that generates heat, such as electrical power generation processes. © Copyright 2023 John Thomas



Old Cooling System 1.0 P&ID

I
I
Each pump sized for 100% capacity 1 1 :

Second pump on standby Flow Temp. Press. Shutdown

7y
[
I
I

| Pump
#1 |
» Cooler Filter >
Pump Flow Sensor Process
Reservoir T #2 FT-42-P55 that
Vessel ITemperature Pressure generates
: Sensor Sensor heat
« ' TE-42-T58  PT-42-P52
I
[
! !
I I
I
A 4

Digital Controller
Manual Control
(Maintenance/Operator)

John Thomas, 2020 © Copyright 2023 John Thomas



Old Cooling System 1.0 Digital Logic

* Digital Controller must
shutdown [heat generation
processes] any time
inadequate cooling is
detected

PRESSURE FLOW TEMP
LOW LOW HIGH
PT-42-P52 FT-42-P55 TE-42-T58

i
i Digital
' Controller

[}
L

(DC)

i \ 4 \ 4 \ 4 :
i i
I <35 psig <45 gpm >80 C i
] !
: i
! ;
! ;
l 1
1

OR

Shutdown
Problem: Inadvertent Shutdown (from single sensor failure)

An inadvertent shutdown causes ~S1m production loss each time

© Copyright 2023 John Thomas



Let’s design a new upgrade!

Leadership has decided to commission a
modification to improve reliability by eliminating
single points of failure. The new system will include
redundant input signal devices, redundant digital
signal processors, and redundant output devices.



New Cooling System 2.0

Cooling System 2.0 Concept of Operation:
 System will provide automatic Shutdown on loss of

Same cooling.
as 1.0 ] ]
* Loss of cooling is measured by
* Low cooling flow, OR
* Low cooling pressure, OR
* High cooling temperature
* All instruments are triple redundant
e System will identify faulted instruments and will
_N;“’(‘)’ protect from inadvertent shutdown due to a faulted
In Z.

instrument.

* |f all 3 instruments for a channel are faulted, the system
will send a shutdown command.

Cost to upgrade: ~S1m

Worth it to prevent an Inadvertent Shutdown!
© Copyright 2023 John Thomas




Cooling System 2.0 P&ID

- Essentially identical to 1.0, but with more redundancy

Reservoir
Vessel

A 4

Pump

#1

\ 4

Pump

#2

\ 4

Cooler

N

Filter

Process
that
generates

heat

Y 3

Manual Control

(Maintenance/Operator)

Each pump sized for 100% capacity

Flow

Pressure

Temperature

Second pump on standby (for mission readiness)

John Thomas, 2020

Changes in Red

Pressure
Sensors

Shutdown
Controller

© Copyright 2023 John Thomas



Digital Controller
System 1.0

PRESSURE FLOW TEMP
LOW LOW HIGH
PT-42-P52 FT-42-P55 TE-42-T58

A 4

System 2.0

PRESSURE FLOW TEMP

LOW LOW HIGH
PT-42-P52A FT-42-P55A TE-42-T58A
PT-42-P52B FT-42-P55B TE-42-T58B
PT-42-P52C FT-42-P55C TE-42-T58C

....... bl e o o e el ey
Fault Det, Fault Det, Fault Det,
NG NG AN

\ 4

OR
Digital
Controller
L) T OR
Digital
Sh UtdOWﬂ Controller
(DC) _____________________

Shutdown

© Copvriaht 2023 John Thomas



Digital Controller (DC) 2.0

Typical fault detection and voting il I B o

* Voting: PT-42-P52A FT-42-P55A TE-42-TS8A
* Median select of non-faulted sensors raopaae | | fazPoos || TEarTose

* 1003 logic on each channel: | ... |4 — | VU N B
* One instrument faulted: Fault Det, Fault Det, Fault Det,

Use the remaining two instruments

e Two instruments faulted:
Use the third valid instrument

e All three instruments faulted:
Send a shutdown signal

* Detecting faulted instruments:

e ...itis outside the valid range (high or
low). Setpoints for detection of
faulted instrument are 3.8 mA (low)
and 20.32 mA (high).

e ... it’s value differs from median select
of non-faulted sensors

Does this make sense so far?

vairs )\ e ) \_ee )

\ 4 A 4 \ 4

: OR
; Digital

i Control

. System (DC)

Shutdown

© Copyright 2023 John Thomas



Let’s evaluate the new system

* Let’s try:
 Component view and conclusions
VS.

e Systems view and conclusions



Component view

* Analyze each component in isolation.
* |[dentify component failures or deviations.
* |[dentify and address the weakest components

» Aggregate component conclusions to make an
overall conclusion



FMEA Excerpt (simplified)

Component Failure Failure Effect Mitigations
Mode Mechanism
Temperature | Fail high | [...] Unnecessary shutdown by | 3x Temp Sensors, DC logic
Sensor DC (false positive) protects from single or dual
TE-42-T58 sensor failures
Temperature | Fail low [...] Undetected loss of cooling: | 3x Temp Sensors, DC logic
Sensor Damage to equipment, protects from single or dual
TE-42-T58 Loss of production (false sensor failures
negative)
Flow Sensor Fail high | [...] Undetected loss of cooling: | 3x Flow Sensors, DC logic
FT-42-P55 Damage to equipment, protects from single or dual
Loss of production (false sensor failures
negative)
Flow Sensor Fail low [...] Unnecessary shutdown by | 3x Flow Sensors, DC logic

FT-42-P55

DC (false positive)

protects from single or dual
sensor failures

Actual FMEA: 200+ pages, 1,000+ person-hours

Simplified FMEA shown here. Full FMEA includes Failure Mode, Failure Mechanism, Cause, Symptoms, Local Effects,
Method of Detection, Inherent Compensating Feature, Effect on System, Criticality, and other fields.

© Copyright 2023 John Thomas




Old System 10 INADVERUTDOWN ;?)IE::;:;S:

e
Fault Tree 2.16E:3

FAILURE OF ANY ONE OF DIGITAL CONTROLLER
THREE INPUT CHANNELS FAILURE
(U8.40E-5
| . |
COOLANT PRESS LOW COOLANT FLOW LOW COOLANT TEMP HI
FAULTS FAULTS FAULTS
| PRESSI—NEW | | FLOVV:—NEW | | TENIP:-NEW |
PRESS FLOW TEMP
SENSOR SENSOR SENSOR
FAULT FAULT FAULT
O O O
7.20E-4 7.20E-4 7.20E-4

Simplified fault tree shown here. Full fault tree and additional nodes / combinations are not shown.



New System P, O INADVERTENT SHUTDOWN Calculated
: PrObabllltY'
Fault Tree — OR 1.08E-4
. | | |
(with CCF) FAILURE OF ANY ONE OF ALL 3 DIGITAL COMMON
THREE INPUT CHANNELS CONTROLLERS FAIL CAUSE DC
CHANTRIP-NEW | DC(I:CF |
OR [DC1][ D2 ][ D3]
| 8.40E-5 8.40E-5 8.40E-5 4.20E-6
! |

COOLANT PRESS FAULTS COOLANT FLOW FAULTS

COOLANT TEMP FAULTS

|
TEMP-NEW. |

]
FLOW-NEW | |

|
| PRESS-NEW | |

, | — . |
ALL 3 PRESS COMIMON ALL 3 FLOW COMMON ALL 3 TEMP COMIIVION
SENSORS CAUSE PRESS SENSORS CAUSE FLOW SENSORS CAUSE TEMP
FAULTY FAULT FAULTY FAULT FAULTY FAULT
l PRE;SPT | | PRESISCCF | | FLO\INPT | | FLOVIVCCF | | TEMPPT | | TEMIIDCCF |
Al
AND 3.60E-5 {*NP 3.60E-5 {*NP 3.60E-5
[ | [ I I I
PRESS PRESS PRESS FLOW FLOW FLOW TEMP TEMP TEMP
SENSOR [ [ SENSOR | | SENSOR SENSOR | | SENSOR | [ SENSOR SENSOR | | SENSOR | [ SENSOR
A FAI‘U LT || B FAI‘U LT || C FAI‘U LT A FAULT | | B FAULT | [ C FAULT A FAI‘U LT |[B FAI‘U LT || C FArU LT
PT-42-PS2A PT-42-P52B PT-42-P52C TE-42-P58A TE-42-P58B TE-42-P58C

7.20E-4

7.20E-4

7.20E-4

7.20E-4

7.20E-4

7.20E-4

Simplified fault tree shown here. Full fault tree and additional nodes / combinations are not shown.

7.20E-4

7.20E-4 7.20E-4



FTA Conclusions
Old System New System

PRESSURE FLOW TEMP
PRESSURE FLOW TEMP LOW LOW HIGH
LOW LOW HIGH
PT-42-P52A FT-42-P55A TE-42-T58A
PT-42-P52 FT-42-P55 TE-42-T58 PT-42-P52B FT-42-P55B TE-42-T58B
PT-42-P52C FT-42-P55C TE-42-T58C
e e ‘;ir_"_._._._._._.;.l;.‘ _____ —mmam H1-- _"'.
y v y Fault Det, Fault Det, Fault Det, P

Voting

Voting \\/ot_i_ry

A

y
<45 gpm ¢ >80 C >

<35 psig

OR ! :
Eﬁiﬁ;ne, _______________________________________ OR
Shutdown omler S~
- S _éf;ﬂ-ta_o_\_/:/f; fabiubiebiebiebiobiotiotiotiut:
P(IS/m)=2.2x 103 P(IS/m)=1.1x 10%
(~¥Once in 38 years) (~¥Once in 757 years)

IS = Inadvertent Shutdown © Copyright 2023 John Thomas



Conclusions from Component View

* The new system with triple redundancy will be
~10x more reliable than the old system with single
points of failure.

* The new system will pay for itself due to the lower
rate of inadvertent shutdowns (false positives).

* A weak link in new system is the failure rate of the
dual-redundant pumps!. Solution: more frequent
preventative maintenance of the pumps.

1The pumps and many other components are not shown on previous slides for simplicity.



Let’s evaluate the new system

* Let’s try:
 Component view and conclusions
VS.

e Systems view and conclusions



Let’s try STPA

STPA
1) Define 2) Model 3) Identify 4) ldentify
Purpose of =P the Control =1 Unsafe Control jm=p Loss
the Analysis Structure Actions Scenarios
Identify Losses, Hazards 1= = % ; =T 1= = % % =T Ir - _l- {_ N
| | |
Define I o - I P |
System . L» L» | _J_’
boundary \-‘ Environment | _ I | - I I yy I
| |
- T T | ; | ; : |
I I A\ I \4 I I y I
| |
| System | : : : : I :
| |
o __. ! | ' | : I
How could

Losses to prevent

(Leveson and Thomas, 2018)

Behavior to prevent behavior occur



STPA
1) Define 2) Model 3) Identify 4) ldentify
Purpose of the Control =1 Unsafe Control = Loss
the Analysis Structure Actions Scenarios
— /\\

Identify Losses, Hazards

Define

System .
boundary X Environment
— —_— _— _— l

(Leveson and Thomas, 2018)

NS
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STPA Step 1 Example Results

Losses

e L1: Loss of life or injury

 L2: Damage to equipment & assets
e L3: Loss of mission (production)

* Etc.

System-level Hazards (Plant)

 H-1: Plant releases toxic materials [L1,L3]

e H-2:Plant is physically damaged [L2,L3]

* H-3: Plant unable to perform/produce X [L3]
* Etc.

System-level Hazards (Cooling System)

e C-H1: Cooling system unable to provide adequate
cooling [H1,H2,H3]

e (C-H2: Cooling system unable to prevent equipment
damage [H2,H3]

e C-H3: Cooling system interferes with production [H3]

* Etc.

(John Thomas, 2021) © Copvrieght John Thomas 2021



STPA
1) Define 2) Model 3) Identify 4) ldentify
Purpose of the Control Unsafe Control (s Loss
the Analysis Structure Actions Scenarios
— /\\

Identify Losses, Hazards

Define

System .
boundary X Environment
— —_— _— _— l

(Leveson and Thomas, 2018)

=
[



SRRty PRI .o Structure
| Physical Heating and Cooling Process :
|
| : ?
|
I = Pump |
#1 |
, — —>»| Cooler Filter > I ?
|
| Pump Flow Sensor Support | ?
| — — FT-42-P55 I
I . #2 processes
Reservoir I
I Vessel that need
i |
| Temperature Pressure | cooling
Sensor Sensor 1 9
: ) TE42.T58  PT-42-P52 I Physical Processes
) |
: 0 o |
: |
| .
| - . Deliverable: Draw your own
control structure
3-4 boxes total
Manual Control Flow =»
(Maintenance) Disital Label the boxes
igita
Pressure = ;- troller ° Shutdown (controllers)
Each pump sized for 100% capacity Draw & label all arrows
Second pump on standby Temperature = _ I
Write goal/responsibility
Exercise note: Stay true to the information provided—start here. When you need additionalf for each controller
info, make whatever realistic assumptions you deem reasonable. Use chat for help.
(John Thomas, 2021)




Control Structure

Where do you start?

One place to start is with the controlled processes
(as we did in previous exercises)

What are the controlled processes so far?

© Copyright 2023 John Thomas



Control Structure

What are the controllers?

Control, Authority

Physical Cooling & Heat Generation Processes

Processes Generating

Cooling Process
; ; Heat

(John Thomas, 2021)

© Copvrieht John Thomas 2021



Example Control Structure

Malnte.n.ance —TTT Human Operators
Technicians - - — - -
J t
J ) | I
| | I
Pump #1 on/off : :
Pump #2 on/off : Digital Controller
I I
| | | 4 F
I I I | Flow
: I Shutdown: I Temperature
I : ¥ : Pressure
\ 4

Physical Cooling & Heat Generation Processes

Processes

Cooling Process .
8 Generating Heat




Example Control Structure

i _———
Mamte.n'ance Human Operators
Technicians - ===
' t
| 7 I :
: | I
Pump #1 on/off : I
| . .
Pump #2 on/off | : Digital Controller fn
| -
| I o
. I | L <
| Flow -
I ; Shutdown: ; <
: ' | : Temperature -
|
I , ' | Pressure e
v -+
c
(@]
| Pum FT-42-P o
i p #1 |
—1 . » Cooler Filter >
PUM Processes
Reservoir > p#2 | that
Vessel TE-42-T52 PT-42-P52 | generate
heat
Physical Cooling & Heat Generation Processes XY

(John Thomas, 2021) © Copvricht John Thomas 2021



STPA
1) Define 2) Model 3) Identify 4) ldentify
Purpose of =Pl the Control Unsafe Control Loss
the Analysis Structure Actions Scenarios
- /\‘

Identify Losses, Hazards

Define

System .
boundary X Environment
— —_— _— _— l

(Leveson and Thomas, 2018)




Operators
| A
\ 4 ]

DC

A

I

I

| y y

: :Cooling ad./inad.
e —

System-level Hazards Maint <= = =

 H1: Cooling system unable to provide adequate
cooling [L2,L3]

* H2: Cooling system unable to prevent
equipment damage [L2,L3]

* H3: Cooling system interferes with production

@ = = = =

[L3]
Unsafe Control T
Stopped Too
Not providing causes | Providing causes | Too early, too late, Soon / Applied
hazard hazard out of order too long
DC stops providing
DC provides Shutdown | Shutdown Cmd too
DC does not provide DC provides Cmd before soon before
Shutdown Cmd| Shutdown Cmd when |Shutdown Cmd when i
DC continues
DC provides Shutdown | providing Shutdown
Cmd after Cmd too long
after
Deliverable: Identify UCAs

(John Thomas, 2021) Note: This short example is incomplete. for demonstration onlv! © Copyright 2023 John Thomas



Safe Command

Command Provided
(Asserted) L Safe Command i

(not asserted)

(Thomas. 2018) © Copvrieht John Thomas 2021



UCA Type 3 vs. Type 4

Command provided --------===------------rme—- : ; . E
Command not provided --—_i_J.,..,.,.i-----------------L..........l i >
1 1
Provided too Applied too
early, too late long, Stopped
(Column 3) too soon
(Column 4)
2) Providing 4) Stopped Too
1) Not providing causes 3) Too Early, | Soon / Applied
causes hazard hazard Too Late, Order too long
<command> ? ? ? ?

(Thomas, 2018) © Copvright John Thomas 2021



UCA Bounding

A safe command
necessary to prevent

Command provided --§------ Too Early 1- Applied Too
Long UCAs

Command not provided -

Too early,  Slightly early,
unsafe but safe

The complete set of UCAs will fully bound the necessary safe behavior

(Thomas, 2018) © Copyright 2023 John Thomas



UCAs -> Requirements

A safe command
necessary to prevent

. . R-4: Falling

Command provided --f-----_ R-1: Risir.\g -1 .- edge
edge required R-2: Rising e ;
. R-3: Falllpg requ|red
after [] -> e edge required e []

after [...]

Command not provided - before [...]

The UCAs will generate a complete set of safety requirements

(Thomas, 2018) © Copyright 2023 John Thomas



System-level Hazards

 H1: Cooling system unable to provide adequate

cooling [L2,L3]

* H2: Cooling system unable to prevent
equipment damage [L2,L3]

* H3: Cooling system interferes with production

[L3]

Unsafe
Control
Actions

Shutdown Cmd

(John Thomas, 2021)

Maint

Operators

| y Y
\ 4 |

DC

:Cooling ad./inad.

B S

Qo o
Stopped Too
Not providing causes | Providing causes | Too early, too late, Soon / Applied
hazard hazard out of order too long
Controller does Controller
not provide provides
Shutdown Cmd | Shutdown Cmd ] L]

when cooling is

when cooling is

inadequate®
[H2,3]

adequate*
[H3]

Cooling is inadequate™ = low pressure OR low flow OR high temp
Note: This short example is incomplete. for demonstration only!

© Copyright 2023 John Thomas



System-level Hazards

 H1: Cooling system unable to provide adequate

cooling [L2,L3]

* H2: Cooling system unable to prevent
equipment damage [L2,L3]

* H3: Cooling system interferes with production

[L3]

Unsafe
Control
Actions

Shutdown Cmd

(John Thomas, 2021)

Maint

Operators

I
A 4

7 Y
|

DC

:Cooling ad./inad.

Qo o
Not providing causes Providing Too early, too late, | Stopped Too Soon /

hazard

causes hazard

out of order

Applied too long

Controller does not
provide Shutdown Cmd
when cooling is
inadequate* [H2,3]

Controller
provides
Shutdown Cmd
when cooling is
adequate* [H3]

Controller provides
Shutdown Cmd too
late after equipment is
damaged. [H2]

Controller provides
Shutdown Cmd too
early before [...]

Controller stops
providing Shutdown
Cmd too soon before

Shutdown can be
completed/latched [H2]

Controller continues
providing Shutdown
Cmd too late after
system & conditions are
reset [H3]

Note: This short example is incomplete. for demonstration only!

Cooling is inadequate™ = low pressure OR low flow OR high temp

© Copyright 2023 John Thomas




Component Safety Requirements / Constraints

Unsafe Control Action Component Safety Requirement /
Constraint

Controller shall provide Shutdown Cmd
when cooling is inadequate*

Controller does not provide Shutdown
Cmd when cooling is inadequate™

Controller provides Shutdown Cmd too Controller shall provide Shutdown Cmd

is damaged

Controller shall continue providing
Shutdown until confirmation of
Shutdown Completed/Latched

Controller stops providing Shutdown
Cmd too soon before Shutdown can be
completed/latched

Controller continues providing Controller shall stop providing
Shutdown Cmd too late after system & Shutdown Cmd when system &
conditions are reset conditions are reset

late after equipment is damaged. » within TBD s of TBD, before equipment

Cooling is inadequate™ = low pressure OR low flow OR high temp
© Copyright John Thomas 2021



STPA

1) Define
Purpose of
the Analysis

>

2) Model
the Control
Structure

>

3) Identify
Unsafe Control
Actions

4) ldentify
Loss

Scenarios

Identify Losses, Hazards

Define

System .
boundary X Environment
— —_— _— _— l

(Leveson and Thomas, 2018)

NS




Building Loss Scenarios

Human Operators PM-1: DC believes

UCA-1: DC provides

shutdown when I T
cooling is adequate . I

4 |
Digital Controller
(DC)
| | Fl
Pump #1 on/off | +ep tdown ' | FIow
I
Pump #2 on/off | : I : Temperature
| v I Pressure
Pump
#1 ﬁ
Pump Process that
Reser. #2 generates

q q heat

Physical Heating and Cooling Process

a

John Thomas, 2020 © Copvrieght John Thomas 2021



Controller Analysis (Let’s do this together!)

DC Control Process

Controller | Algorithm Model
Pressure

Shutdown v
Flow
Temperature
DC output DC process model DCinput
UCA-2: DC provides _ _ .
Shutdown Cmd when PM-1: Controller believes El(iw inputs (observations by DC)

cooling is adequate*
[H-2]

Note: This short example is incomplete. for demonstration only! © Copyright 2023 John Thomas



Cooling System 2.0

Purpose:

* Leadership has decided to commission a modification to
improve reliability by eliminating single points of failure. The
new system will include redundant input signal devices,
(rjedt_mdant digital signal processors, and redundant output

evices.

Cooling System 2.0 Concept of Operation:
» System will provide automatic Shutdown on loss of cooling.

Same .
* Loss of cooling is measured by
as 1.0 :
* Low cooling flow, OR
* Low cooling pressure, OR
* High cooling temperature
* System will identify faulted instruments and will protect from
New inadvertent shutdown due to a faulted instrument.
in 2.0 * If all 3 instruments for a channel are faulted, the system will send a

shutdown command.

© Copyright 2023 John Thomas



Controller Analysis (Let’s do this together!)

DC

Controller | Algorithm

Control

Shutdown

DC output

UCA-2: Controller
provides Shutdown
Cmd when cooling is

adequate* [H-2]

DC process models
PM-1: Controller believes
Pressure is too low

PM-2: Controller believes
Temp is too high

PM-3: Controller believes
Flow is too low

PM-4: Controller believes all

Process

Model
Pressure
Flow
Temperature
DC feedback

F-4: DC receives all flow
sensor values out of range low
(<3.8mA, 0 GPM)

F-5: DC receives all flow
sensor values out of range

three flow sensors are faulted high (>20.32mA, X GPM)

Note: This short example is incomplete. for demonstration only! © Copyright 2023 John Thomas



Loss of Cooling detection:
New System 2.0

Fault detection and voting
_ PRESSURE FLOW TEMP
* Voting: LOW LOW HIGH
* Median select of non-faulted sensors PT-42-P52A FT-42-PSBA TE40 To3A
. . PT-42-P52B FT-42-P55B TE-42-T58B
* 1oo3 logic on each channel: prazps2c | | Frazessc | | TEa2TsaC
* Oneinstrument faulted: ~ § 11 T 1
Use the remaining two instruments yYy IV 22
e TWO instruments faulted: Fault Det, Fault Det, Fault Det,

vane )\ s ) \ o

Use the third valid instrument

e All three instruments faulted:
Send a shutdown signal

e Detecting faulted instruments:

e Case A: It is outside the valid range (high
or low). Setpoints for detection of
faulted instrument are 3.8 mA (low) and
20.32 mA (high). OR

e (Case B: It’s value differs from median
select of non-faulted sensors

OR

Digital
Control
System (DC)

What value is out of bounds,

Shutdown
© Copvrieht John Thomas 2021

indicating a faulted instrument?




Building Loss Scenarios

UCA-1: DC provides

shutdown when

Human Operators

' t
cooling is adequate 1 I
]
Digital Controller
(DC)
‘ ' | F
Pump #1 on/off |+ ep tdown . oW
I
Pump #2 on/off | : : : Temperature
[ Pressure
1 \ I
Pump
#1 ﬁ
Pump Process that
#2

Reser.

generates

a

q q heat

Physical Heating and Cooling Process

PM-1: DC believes
all flow sensors
faulted [UCA-1]

F-1: All flow indications
are maxed out (>X gpm)
[PM-1]

John Thomas, 2020

What's X ?

What can the physical
equipment handle?

© Copvrieht John Thomas 2021



PRESSURE FLOW TEMP
LOW LOW HIGH
PT-42-P52A FT-42-P55A TE-42-T58A
PT-42-P52B FT-42-P55B TE-42-T58B
PT-42-P52C FT-42-P55C TE-42-T58C
....... | o ERREtE N & stnTRECE R & I SR
Fault Det, Fault Det, Fault Det,

\ 4

{ <35 psig

Voting

Digital
1 Control
System (DC)

1
b e e e et e et e st e e s e s e m e e e ittt = -

OR

Shutdown

Voting

Low flow

threshold

<

<

<

__.||I
n O NN 0

<

Historical flow data

|“‘|“III.-
O O W &N M < un

<

C

n wn wn wn wn L Ir

gpm

© Copvrieht John Thomas 2021



What is the flow sensor max range?
Answer based on historical data:

Normal operatlon

Low flow Highest recorded
threshold | I historical flow
__-III II.-——

gpm

What do you think they chose?
o Flow sensor max: ? gpm

Historical flow data (sampled regularly over many years)

© Copvrieht John Thomas 2021



Scenario Building

PM-1: DC believes
all flow sensors

shutdown when . T faulted [UCA-1]
cooling is adequate . I

Human Operators

UCA-1: DC provides

{ 1
Digital Controller
DC
| (DC) . F-1: Flow indications are
4 : Flow maxed out (>60gpm)
Pump #1 on/off | | Shutdown :TémpemUHe
Pump #2 on/off 1 | | | [PM-1]
: ' | Pressure

CP-1: Because

Process that
generates

q q heat

Physical Heating and Cooling Process

John Thomas, 2020 © Copvrieht John Thomas 2021



UCA-1: DC provides

shutdown when
cooling is adequate

Pump #1 on/off
Pump #2 on/off

Scenario Building

Human Operators

' t
I I
4 1
Digital Controller
(DC)
T 7
| | Flow
Shutdown : I" Temperature
v : Pressure

Process that
generates

q] q] heat

Physical Heating and Cooling Process

John Thomas, 2020

PM-1: DC believes
all flow sensors
faulted [UCA-1]

F-1: Flow indications are
maxed out (>60gpm)

Deliverable: Complete the
non-failure scenario (CP-2).
What in the controlled
process could explain >60gpm
while cooling is adequate?

© Copvrieht John Thomas 2021



UCA-1: DC provides

shutdown when
cooling is adequate

Pump #1 on/off ;
Pump #2 on/off |
I

Scenario Building

Human Operators

! t
' I
4 |
Digital Controller
(DC)
| T
| 1 Flow
Shutdown : I Temperature
v : Pressure

ik |

rrocess that
generates

q q heat

Physical Heating and Cooling Process

John Thomas, 2020

PM-1: DC believes
all flow sensors
faulted [UCA-1]

F-1: Flow indications are
maxed out (>60gpm)
[PM-1]

CP-1: Pump #1 and #2 are both on.

DC will assume all flow sensors are
faulty!

© Copvrieht John Thomas 2021



UCA-1: DC provides

shutdown when
cooling is adequate

Pump #1 on/off ;
Pump #2 on/off |
I

Pump #1 and #2 are both on. No failures!

Cooling adequate, but >60gpm!

DC will think all flow sensors are faulty!
John Thomas, 2020

Scenario Building

Human Operators

! t
' I
4 |
Digital Controller
(DC)
| T
| 1 Flow
Shutdown : I Temperature
v : Pressure

Process that
generates
heat

PM-1: DC believes
all flow sensors
faulted [UCA-1]

F-1: Flow indications are
maxed out (>60gpm)
[PM-1]

© Copvrieht John Thomas 2021



nario Building

—

Maintenance |— *

o Human Operators
Technicians [« -

' t I I Scenario so far: If both pumps are
Pump #1 on/off | | y ' on, flow is >60 gpm and DC will
Pump #2 on/off | 1 Digital Controller provide shutdown (will think all
|
|I (DC) flow sensors are faulty).
Maintenance turns I 1 T
both pumps on during § 1 | Ishutdown 1 Flow
operation (will trigger : | I I Temperature
automatic shutdown I : 1 : Pressure
Pump
#1 ﬁ
Pump Process that
Reser. #2 generates
4 heat
Deliverable: What would
cause both pumps to be on?
Process

© Copvrieht John Thomas 2021



PM-1: Maintenance believes system can handle both pumps on
CA-1: Maintenance SOP (every X months):
- Turn on Pump #2

- CheckX, Y,z |d. g
- Turn off Pump #1 I n

——
I\_/Il_sérr\]tr(]ei:;r:]cse :_ : Human Operators Aha! The overall system is flawed!
, T All components (incl humans)
ot ' [ interacting exactly as designed will
Pump #1 on/off : + ' inadvertently shutdown the
Pump #2 on/off | 1 Digital Controller system!
: (DC)
Maintenance turns . . .
both pumps on during : Shutdown : : Flow This will occ.ur even if all
operation (will trigger I I R ac el component requirements are met,
automatic shutdown : 1 : Pressure no components fail, and all human

procedures are followed!

#1
_ﬁ_. Expect ~S1m loss every 9 months

Pump

Pump Process that with no component failures!

Reser. #2 generates
S heat

CP-2: Both pumps on.
Adequate cooling, but >60 gpm [F-1] f'rocess

John Thomas, 2020 © Copvrieht John Thomas 2021




STPA is process for discovery, not just

documentation.

e

A

If you aren’t generating these AHA!
moments, something is wrong.

Diagnose and correct (see lessons
learned).

N

4




STPA Step 4 Continued: Developing Solutions

Maintenance
Technicians -

Pump #1 on/off

Pump #2 on/off
I
I
I
I
I
!

Human Operators

| i i ?
= ! t Design solutions:

I

Digital Controller
(DC)

New

requirements?
Shutdownt | Flow
| : Temperature
v y Pressure
Alternative
ﬁ automation?
Process that ]
Reser. generates Maintenance,
heat
. LF [F operator
procedures?
Physical Heating and Cooling Process

Deliverable: Identify multiple solutions for the scenario we just discussed

© Copvrieht John Thomas 2021



Compare to previous conclusions

Old System

New System

PRESSURE FLOW TEMP
PRESSURE FLOW TEMP LOW LOW HIGH
LOW LOW HIGH
PT-42-P52A FT-42-P55A TE-42-T58A
PT-42-P52 FT-42-P55 TE-42-T58 PT-42-P52B FT-42-P55B TE-42-T58B
PT-42-P52C FT-42-P55C TE-42-T58C
__________________________________________________ !._._._.‘;JV_"_._._._._._.; R ittt & 3 (RIeIEr
Jv : Fault Det, Fault Det, Fault Det,

i Digital

Controller

P(I1S/m) =2.2x 1073

Shutdown

(¥Once in 38 years)

: Voting Voting

1

1

!

! <35 psig <45 gpm
1

i

i

1

v
; Digital
Control

A 4 I

1

{ >80Cc )i
1

1

1

1

Shutdown

P(IS/m)=1.1x 10

(¥Once in 757 years)

IS = Inadvertent Shutdown

© Copyright 2023 John Thomas



Different Results

Traditional Failure-

nased

Recommendations

* Independence Requirements:
Use independent pumps, power
supplies, digital controllers, etc.

* Probability: The chance of an
unknown common-cause error is
3.65E-5, which is negligible here.

e Weakest link: failure of
redundant pumps.
e Solution: more frequent

preventative maintenance of the
pumps.

* Conclusion: The new system with
triple redundancy will be ~10x
more reliable than the old system
with single points of failure.

Results from FMEA, FTA, HAZOP, FHA, Etc.

Recommendations
from Systems
Approach

* We found the unknown error: The specified
GPM range is too low! We’re using the wrong
sensors!

* We found the unknown assumption: We'll
have higher-than-specified flow rate when
both pumps are turned on!

* We found the procedure that violates the
assumption! Maintenance procedure needs
to limit the time both pumps are turned on.

* We found a missing digital/software
requirement! Needs to include a timer to
ignore short high-flow situations. Potentially
we should always ignore high-flow situations
since the system can handle that.

* These sensors are not independent! The
common cause is that they all share an
assumption of maximum range.

e Conclusion: The new system is worse! You
will cause S1m shutdown within 9 months if
you don’t fix these errors! Inadvertent
shutdowns are ~4x worse than old system
with single-point failures!

Results from STPA



Common pitfalls/mistakes in analysis

5. Paying more attention to crunching
probabilities than to the physics of the
problem.

Applying the System Safety Process ”z Federal Aviation

/s/ Administration

FAA Academy Training Manual



Industry evaluations and
adoption



N/Eﬂ TECHNICAL REPORT NEI 20-07, Rev D

Guidance for Addressing Common Cause Failure in
High Safety-Significant Safety-Related Digital 1&C

Systems

Prepared by the Nuclear Energy Institute
September 2021

Using STPA in the front-end of the development process for an HSSSR [High Safety-
Significant Safety-Related] system provides an effective means to establish requirements to
prevent such systematic failures using systems theory principles. The process is repeated
throughout the design process to reflect the available design detail considerations. This
approach utilizes a multi-discipline team to analyze how the complete system interacts
internally and externally and associates potential loss scenarios with these system
interactions. By continuously analyzing the complex, digital HSSSR 1&C system with a multi-
discipline team, potential loss scenarios are considered and eliminated/mitigated throughout
the design process through the application of control methods. Refer to Section 3.5 for
application examples.

https://www.nrc.gov/docs/ML2127/ML21278A472.pdf



Nuclear Power: NuScale Experience

STPA has been used successfully by NuScale Power as a basis
for their Digital Instrumentation and Control licensing with the
US Nuclear Regulatory Commission (NRC).

From the public licensing application (FSAR):

* "The STPA methodology departs from the standard FMEA and fault-tree
analysis bK going beyond potential system failure caused by component
failures. The STPA includes potential failures caused by interactions
between system components, including human operators, which result
in inadequate control actions, which can occur without component or
logic faults.

* “By evaluating the control structures on a functional level, the analysis
can be performed before any significant design work is completed and
the design can be guided by the identified hazards and associated safety
constraints.

 “The [STPA] hazard analysis identified causes such as operator error and
procedural error as well as possible design deficiencies such as software
and algorithm error. These differences support the use of the STPA
methodology for analyzing complex systems such as the MPS (Module
Protection System)."



Industry STPA Evaluation

Functional Syst.em Design
: Design :
Requirements : Solutions
Requirements

gumlzer. otf S;I(D:A tShaftety Covered
ng: z;EIirI:aZ)(/ we)ll- a These STPA results
enforced by 8 75 236 were addressed
requirements/design before STPA was
(10 or more relationships) applied.
STPA Safety Constraints
(SC) that were minimally
addressed by 208 75 34
requirements/design Not Covered
(5 or fewer relationships)

_ These STPA results
STPA Safety Constraints

had NO existing
(SC) that were not e
covered by any existing 82 20 15 mitigations or

requirements or solutions corrective measures.
These were accidents

waiting to happen.

Table: Use of STPA in the Development of a Reactor Protection System, Paul Butchart (NuScale), 2020



EPRI Blind Trials

Outcomes

EPRI has 10 years of experience studying
STPA for I&C applications

Development and Validation Workshops

* Multiple Organizations
* SiteA
* SiteB
* SiteC
* SiteD

* Diverse practitioners using STPA
* Digital I1&C designers
* PRA experts
e Operators/supervisors

* Multiple applications studied
*  Turbine control system
*  Pressurizer control system
* Turbine protection system
* Main power system & protective relays
* High Pressure Coolant Injection
* Rod control system
* Simple time-delay relay

* Applications contained hidden flaws

¢ Real flaws that had been previously overlooked by
utilities and regulators

* Includes flaws that caused significant events at US
facilities

All teams successfully used STPA to identify the
overlooked Digital I1&C design errors, common
cause errors/failures, unmitigated human errors,
and requirements flaws

All practitioners were blind: no awareness of the
flaws without STPA

The STPA results provided the necessary insights
to improve design and prevent real events

The DI&C errors and flaws were not identified in
PRA.

STPA results were used to update and fix the fault
trees. Some STPA results are difficult to add to
fault trees (e.g. beliefs, non-failures).

STPA findings were consistent across multiple
teams and applications

The 2019 results are consistent with other STPA
evaluations conducted by EPRI and others since
2011.

STPA is proven to consistently identify design errors, mission requirements,

human interactions, and other flaws that have been otherwise overlooked

Industry Trials to Evaluate STPA’s Effectiveness and Practicality for Digital Control Systems (John Thomas and Matt Gibson)



Palo Verde Findings

“... [STPA] found to provide more comprehensive coverage of
potential vulnerabilities than traditional methods, with
reductions in cost and schedule”

* Hazard Analysis Demonstration — Generator Exciter Replacement:
Lessons Learned, EPRI 3002006956, 2015




NRC Staff Comments on STPA
following STPA Workshops

“PRA and STPA should be treated as complementary. STPA
provides the "what can go wrong" from the perspective of
systemic causes (hazardous interactions ... interdependencies).
Thus, it could serve as improving the "input" to PRA models.”

“I think that STPA could be an important & useful complement to
PRA. Also, | think that STPA is the only tool that could identify
automation/operation control problems.”

“Because STPA embeds traceability to losses of concern, it seems
to provide appropriate regulatory review focus. Unstructured
descriptions of design details, especially when presented as
components or subsystems, don't necessarily reveal the context
necessary for safety conclusions.”

STPA is already being used by licensees. There is regulatory utility
from accessing a licensees STPA used to come to a safety
determination.



US NRC Evaluations of STPA

Based on what you have learned so far, do you believe that applying STPA to
- of NRC nuclear systems will produce new insights (beyond what our current

Participant

Responses processes find)?
100

90

80

70

60

50

40

30

20

10

0
Yes No (Maybe / No answer)



US Nuclear Regulatory Commission (NRC) Evaluations of STPA

Exactly how would STPA help NRC achieve

Would STPA provide a
way to identify
unbounded or

% of NRC
Participant
Responses

unanalyzed events

relevant to NRC
objectives?

Yes

No

(Maybe /
No
answer)

objectives?
Do you believe STPA
can inform existing
likelihood
categorizations, such as
likelihoods that may be
incorrect or based on
incorrect assumptions?

Do you believe STPA
could provide a more
efficient analysis in
terms of effort
needed to review?

Yes No (Maybe/  Yes No (Maybe
No / No
answer) answer)

Can STPA provide a
more effective means
of development
assurance than what
is currently done?
(validation of design

intent)
Yes No (Maybe
/ No
answer)

NRC staff identified four primary benefits of STPA J




NRC Participant Feedback
What NRC groups would benefit from STPA?

Any process can use this concept to identify situations where the
planned thing occurs, but it is not the right thing. The fact that this
catches incorrect/invalid/incomplete requirements is very valuable.
Management

Any risk or management group. Especially those who inform regulation.
Cyber security

Software

|1&C

Licensing

All areas that review

Inspectors (regional; cyber)

NSIR CSB

Human factors engineering

Division of Risk Analysis (DRA) in Research (RES)

ﬁg}/&/vhere significant automation or remote control is planned

NRR

RES

NMSS

NRC Participants identified several NRC groups that would benefit from STPA




Types of accident causes found by Types of accident causes found by

>TPA FMECA

Environment Component Physical Interaction

Interaction  disturbances... failure Degradation between

between 19%  Manufacturing 6% systems

systems ‘ Process 6%
Physical 3% 3% Corresponde
Degradation nce (EIS%/Ck of)
16% ° Component
failure

Englneerlng 44%
. . Design
Englngerlng 2504
Design
44%
Corresponden —
ce (lack of)
9% Manufacturi
ng Process
STPA causes for UCAL 13%
FMECA causes for FM1

293



A comparison of STPA and FMEA

Rodrigo Sotomayor
Application: Electric Power Steering System

[ Discovered by STPA & FMEA
" Discovered by STPA Only
| Discovered by FMEA Only

Shared
(STPA &
FMEA)
59%
" "\ EMEAOnly
(Not covered by STPA)
0%

Rodrigo Sotomayor, 2015, “Comparing STPA and FMEA on an Automotive Electric Power Steering System” *Using SAE J1739 (DFMEA and PFMEA)



Independence defeated by assumptions

Supplier 1
Digital Module

Supplier 2
Diverse Digital Module

Both modules considered diverse.
Both reviewed. Independent
requirements, independent
implementation. Installed, tested,
put into operation.

Months later during operation:

New unforeseen interactions

caused significant event. Both
systems were based on similar
incorrect assumptions. Overlooked —_
by current (traditional) techniques. ~ | ' ' ’ ' ' o

Event happened with no component “failure”!

© Copyright 2023 John Thomas



I|Ii|- metmteor . Time data from 4 STPA projects

Technology

® Learning how the
system works

m Applying STPA

® Finding answers
to questions
raised

® Learning how the
system works
® Learning STPA

m Applying STPA

® Finding answers to
questions raised

(

® Learning how the
system works

m Applying STPA

m Finding answers to
questions raised

w ldentifying solutions

m Learning how the

system works
® Learning STPA

m Applying STPA
® Finding answers to

questions raised
m |dentifying solutions

© Copvrieht John Thomas 2017



Other organizations that have recently reported use
of STPA for Nuclear Power

Government NPP Operators NPP Vendors
Orgs - -
- [ro A == Energy t\; =rrR

NUSCALE" RESEARCH INSTITUTE
USNRC CNEN Southern = ~eohe

Comissao Nacional

de FocraiaNuclegs Nuclear
OAK (Brazil) [ DUKE Westmghouse

Westinghouse Electric Company LLC

@ HITACHI

THALES

National Laboratory @ Elalt]dla |
dationa
- Laboratories

> ‘l\
rrrrrer u

MIT N;Jclear Science

BERKELEY LAB

AN

e Labets ‘ lDounrea MITSUBISHI

Site Restoration (UK) @

PC] | OVE rde " SAMSUNG HEAVY

GENERATING STATION INDUSTRIES

Idaho National Laboratory

50+ consulting orgs for the above are not shown
© Copyright 2021 John Thomas Additional known users have opted not to disclose publicly (not shown)



STPA in Industry Standards

* ISO/PAS 21448: SOTIF: Safety of the Intended Functionality
*  STPA used assess safety of automotive systems
e ASTM WK60748
*  “Standard Guide for Application of STPA to Aircraft”
* SAE AIR6913
*  “Using STPA during Development and Safety Assessment of Civil Aircraft”
* RTCA DO-356A
*  “Airworthiness Security Methods and Considerations”
* STPA-sec used for cybersecurity of digital systems

e |EC63187
*  “Functional safety - Framework for safety critical E/E/PE systems for defence industry applications”
* SAE J3187

*  “Recommended Practice for STPA in Automotive Safety Critical Systems”
* SAE J3187A
* STPA Recommended Practice for Safety-Critical Evaluations in Any Industry”
* EPRI 3002016698 & 3002018387
*  STPA for digital I&C in nuclear power
* NIST SP800-160 Vol2
*  “Developing Cyber Resilient Systems: A Systems Security Engineering Approach”

»  “Attack scenarios can be represented as part of a model-based engineering effort [...] based on identification of loss
scenarios from System-Theoretic Process Analysis (STPA).

* |ET 978-1-83953-318-1
*  “Code of Practice: Cyber Security and Safety”
* Recommends use of STPA for Safety & Security
* NEI20-07 Rev D
*  “Guidance for Addressing Common Cause Failure in High Safety-Significant Safety-Related Digital 1&C Systems”
* Outlines STPA process for digital technology at nuclear power stations
* UL 2800-1:2022: Standard for Medical Device Interoperability

*  Explicitly mentions STPA for performing system-level hazard analysis and control loop analysis

John Thomas 2022



Who else is using STPA?

Full extent of STPA use is unknown, but...

From public conferences and other disclosures:
Known users across 80+ Countries
Known users across 151+ Government & Regulatory Orgs
Known users across 877+ Process Industry Groups

130,000 STPA Handbook users (2021)
200,000 STPA Handbook users (2022)



Technology

I N Mas._sachusetts .
I III institute of STPA Common Mistakes
Not adequately educated in STPA

Implementing STPA without an expert STPA
facilitator

* Example mistake: We already have a facilitator with
decades of experience facilitating fault tree analysis. Just
give us a couple days to “bring him up to speed on the
STPA methodology”.

Limiting STPA to a simple system or simple problem
with obvious answers

300



For more information

e Google: “STPA Handbook”
* How-to guide for practitioners %

applying STPA
PPIYIE STPA HANDBOOK
* Free PDF
. ) ] NANCY G. LEVESON
* Same book used in our professional/industry JOHN P. THOMAS
STPA training classes MARCH 2018

° We b S ite - m it .€ d u / p SdsS s A A

Free PDF

e Email: jthomas4@mit.edu

Linked [}

Search: “John Thomas MIT”


http://mit.edu/psas
mailto:jthomas4@mit.edu
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