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A hazard situation(loss scenario) 

in modern complex safety control systems can be caused by 

• interactions between system components or 

between system components and the environment

• not only combinations of  the failures of system components
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1 HANARO: high-performing multipurpose research reactor designed and built independently by kaeri with a thermal power capacity of 30 mw
2 MACST: Multiple Barrier Accident Coping Strategy
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➔ In 2020, as part of a comprehensive plan to increase the utilisation of the research reactor HANARO, 
STPA was piloted on the CNS(Cold Neutron Source) system to identify hidden problems between 
operations in addition to equipment aging or failure.

Year RRS auto trip Manual trip RPS auto trip Main cause

2005 0 0 1 Instantaneous outages(1)

2006 0 0 1 Instantaneous outages(1)

2007 2 0 1 Error in trip setpoint setup(1), Control rod(1), Instantaneous outages(1)

2008 1 0 0 Control rod(1), Delayed neutron(1)

2009 6 0 0 CNS(3), FTL(3)

2010 9 0 0 CNS Bubbling (4), I&C(1), Control rod(2), Pump oil(1), Reflector

2011 0 0 1 Bath high radiation(1)

2012 1 0 1 Bath high radiation(1), Human error(1)

2013 1 0 0 CNS hydrogen pressure(1)

2014 0 1 0 Bio-D power terminal burnout(1)

2015
Seismic retrofitting (2016.05 - 2017.04)

2016

2017 0 1 0 Bath high temperature(1)

2018 1 1 0 Control rod(1), CNS hydrogen pressure(1)

2019 1 0 0 CNS hydrogen pressure(1), Human error(1)

Year RRS auto trip Manual trip RPS auto trip Main cause

2005 0 0 1 Instantaneous outages(1)

2006 0 0 1 Instantaneous outages(1)

2007 2 0 1 Error in trip setpoint setup(1), Control rod(1), Instantaneous outages(1)

2008 1 0 0 Control rod(1), Delayed neutron(1)

2009 6 0 0 , FTL(3)

2010 9 0 0 , I&C(1), Control rod(2), Pump oil(1), Reflector

2011 0 0 1 Bath high radiation(1)

2012 1 0 1 Bath high radiation(1), 

2013 1 0 0

2014 0 1 0 Bio-D power terminal burnout(1)

2015
Seismic retrofitting (2016.05 - 2017.04)

2016

2017 0 1 0 Bath high temperature(1)

2018 1 1 0 Control rod(1), 

2019 1 0 0 , Human error(1)

HANARO unplanned-trip by year
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Overview of CNS system

Helium refrigeration system

Key Features Removes heat from the hydrogen system

Key components Cold box, Helium compressor

Linked systems
Hydrogen system, Chilled water system, 
Compressed air supply system, 
Electricity supply system, Control systems
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System configuration

System operation procedure

Configuration and operations 
of Helium refrigeration system

1) Define purpose of the 
analysis

2) Model the control 
structure

3) Identify unsafe 
control actions

4) Identify loss scenario

Loss

L-1
RRS generates spurious trip signal due to 

CNS hydrogen high pressure (> 200 kPa)

L-2
RRS generates spurious trip signal due to 

CNS hydrogen low pressure (< 120 kPa)

Hazard

H-1
HRS does not maintain hydrogen 

thermosiphon (L-1, L-2)

H-2
VS does not maintain vacuum in vacuum 

box of IPA (L-1)

H-3

CWS does not provide enough cooling 

water to heat exchanger tube in HRS 

(L-1, L-2)

H-4
GBS does not provide enough air to air 

operated valves in VS (L-1)

H-5

Operator or I&C system provide 

abnormal power uprate/cutback 

operation (L-1, L-2)

H-6
CAS does not provide enough air to air 

operated valves in HRS (L-1, L-2)

Control structure 
(5 controllers, 7 controlled processes, 103 CAs and 122 FBs)

1-1

1) Define purpose of the 
analysis

2) Model the control 
structure

HRS: Helium Refrigeration System VS: Vacuum System CWS: Cooling Water System
GBS: Bas Blanket system CAS: Compressed Air System HS: Hydrogen System
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Control Action

UCA Types

(a) Provided, but not needed 

and unsafe

(b) Provided, but the 

intensity is too much or 

little

(c) Provided, but executed 

in incorrect order

(d) Provided, but the duration 

is too long or short

(e) Provided, but the starting 

time is too soon or late

(f) Not provided, when needed to 

maintain safety

Open Valve 

(773-XCV001)

N/A N/A N/A N/A (UCA-60) Valve 773-XCV001 is 

opened too late when vacuum 

box pressure PT-001 is high 

during OP-103 5.1.7. [H-2]

(UCA-61) Valve 773-XCV001 is 

not opened when vacuum box 

pressure PT-001 is high during 

OP-103 5.1.7. [H-2]

Disable Manual 

Trip Bypass

N/A N/A (UCA-57) Operator 

manipulated ‘Manual 

HANARO Trip Bypass’ 

button, before ‘CNS Trip 

Reset’ button during OP-

102 5.2.7 [H-5]

N/A (UCA-58) Operator manipulated 

trip bypass buttons, before 

checking the stability of process 

parameter during OP-102 5.2.7 

[H-5]

N/A

Enable Manual 

Trip Bypass

N/A N/A N/A N/A N/A (UCA-112)

Operator does not press ‘Manual 

HANARO Trip Bypass’ button 

before reactor power cutback 

during OP-01 5.2.1.1

Set Reactor 

Power 

(Cutback)

N/A (UCA-8) Operator sets 

reactor power level too 

low via OWS in 

shutdown phase during 

OP-01 5.2 [H-5]

N/A N/A (UCA-9) Operator sets reactor 

power too soon via OWS before 

target power level is reached 

during OP-01 5.2 [H-5]

N/A

Start Train B 

Low Vacuum 

Pump 

(773-M-P004)

(UCA-62)

Low vacuum pump M-P004 

runs when VDT pressure PT-

004 is high resulting in pump 

rupture during OP-103 5.1.5 

[H-2]

N/A N/A (UCA-63)

Low vacuum pump M-P004 

stopped too soon while 

running when VDT pressure 

PT-004 is high during OP-103 

5.1.5 [H-2]

(UCA-64)

Low vacuum pump M-P004 

started too late when VDT 

pressure PT-004 is high during 

OP-103 5.1.5 [H-2]

(UCA-65)

Low vacuum pump M-P004 does 

not start running when VDT 

pressure PT-004 is high during 

OP-103 5.1.5 [H-2]

Start Train A 

Low Vacuum 

Pump 

(773-M-P003)

N/A N/A N/A N/A N/A (UCA-107)

Operator does not start low 

vacuum pump M-P003 via OWS 

when VS is in manual mode 

during OP-103 5.2.2 [H-2]

1) Define purpose of the 
analysis

2) Model the control 
structure

3) Identify unsafe 
control actions

4) Identify loss scenario

Expert review on 
UCAs of 
HANARO 

CNS system

1-1

127 UCAs
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Operational vulnerability identification 
procedure for nuclear facilities using 
STAMP/STPA, SH Lee, SM Shin, JS 
Hwang, J Park, IEEE access 8, 166034-
166046, 2020

It is crucial to change the way(expand our thinking) about 
safety-related question.

What happens if it is unavailable/failed? 
(If there is an order to it),
What happens if the order is reversed?

(UCA-57) Operator manipulated ‘Manual 

HANARO Trip Bypass’ button, before ‘CNS Trip 

Reset’ button during OP-102 5.2.7 [H-5]

Operation procedure

5.2.7 After the reactor reaches the 
target power and when the parameters 
below are stable, press the "CNS Trip 
Reset" button on the CNS control panel, 
and then press the "Manual HANARO 
Trip Bypass" button to release the 
Manual HANARO Trip Bypass alarm.

Reactor trip report

Automatic shutdown of the reactor control system 
occurs by pressing the "HANARO Manual Trip 
Bypass" button while the "CNS Trip Reset" and "CNS 
Trip" alarms are not released.
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Human Operator

I&C system

Controlled process

Actuator

Current stateCurrent state

Current state & Alarm
Manual CA

Transmission of manual CA

Function-1)  
Obtaining the current state of the controlled process through sensors, generating 
an automatic control action (CA) based on it, and transmitting it to the actuator.

Generation of automatic CA

Function-2)  
Obtaining the current states of the controlled process and actuator and transmitting them with 
relevant alarms to the human operator.

Function-3)  
Receiving the manual CA from the human operator and transmitting it to the actuator. 

Sensors

Failure of 
automatic CA generation 

OR
execution of manual CA

Manual CA failure
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1 & 3

Function 2?

1 HEP: Human error probability
2 HRA: Human reliability assessment
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Advanced Power Reactor(APR) 1400 I&C system overview architecture1

1 KEPCO and KHNP "ARP1400 design control document tier2: chapter 7 instrumentation and controls", APR1400-K-FS-1400-NP Rev 3. Aug. 2018. 

* It should be noted that the pilot study has been conducted 
under conservative assumptions as some diversity & 
redundancy features are excluded

Assumptions

Assuming a  situation causing pressurizer low pressure 

(Only the following FBs are assumed to be available):

For automatic trip by PPS

- WR PZR PR (wide range PZR. Pressure)

For manual trip by human operator

- WR PZR PR (wide range PZR. Pressure)

- NR PZR PR (narrow range PZR. Pressure)

- PZR Low PR ALM (PZR low pressure alarm)

- PZR LV (PZR level)

- PZR Low LV ALM (PZR (low level alarm)

- Log PWR (Log power)

- Linear PWR (Linear power)

- RPS trip STAT (RPS trip status)

- CH trip STAT (Channel trip status)
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1) Define purpose of the analysis 2) Model the control structure 3) Identify unsafe control actions 4) Identify loss scenario

Loss

L-1 Reactor fuel is damaged

Hazard

H-1
Failure of automatic trip 

through RPS (L-1)

H-2
Failure of manual trip by 

human operators (L-1)

• In case of the pressurizer having low pressure, an automatic trip by the 

reactor protection system(RPS) is expected to occur.

• If the RPS fails, human operators should generate the manual trip signal.

• The manual trip decision is made by the shift supervisor (SS) who then 

instructs the board operator (BO) to execute the manual trip.

FBs to the human operators (SS and BO)

(1) WR PZR PR

(2) NR PZR PR

(3) PZR Low PR ALM

(4) PZR LV

(5) PZR Low LV ALM

(6) Log PWR

(7) Linear PWR

(8) RPS trip STAT

(9) CH trip STAT

1) Define purpose of the analysis 2) Model the control structure
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1) Define purpose of the analysis 2) Model the control structure 3) Identify unsafe control actions 4) Identify loss scenario3) Identify unsafe control actions

➔ UCA: SS does not instruct the manual trip when RPS fails.

➔ How does a failure of any component (cause) that causes the RPS to fail 
affect the soundness of FBs referenced in the manual trip decision?

4) Identify loss scenario

#
FBs and their transmission paths Components that cause RPS failure & Soundness of FB transmission 

FBs HSI1 Transmission paths P-102(WR PZR PR sensor) APC-S RPS

1 WR PZR PR (Ch. A)

IFPD

WR PZR PR(Ch. A)P-102→APC-S(P)→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

2 WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

3 NR PZR PR (Ch. A,B,C,D) NR PZR PR(Ch. A,B,C,D)P-101→APC-S(P)→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

4 NR PZR PR (Ch. X,Y) NR PZR PR(Ch. X,Y)P-199→DPS→DCN→IPS→DCN→IFPD

5 Linear power (Ch. A,B,C,D) Linear power(Ch. A,B,C,D)ENFMS→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

6 Log power (Ch. A,B,C,D) Log power(Ch. A,B,C,D)ENFMS→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

7 CH trip status CH trip status→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

8 RPS trip status RPS trip status→RPS→SDN→MTP→DCN→IPS→DCN→IFPD

9 MG set open status MG set open status→MG set→DPS→DCN→IPS→DCN→IFPD

10 RTSS open status RTSS open status→RTSS→ITP→SDN→MTP→DCN→IPS→DCN→IFPD

11 WR PZR PR 

LDP

WR PZR PR→P-102→APC-S(P)→RPS→SDN→MTP→DCN→IPS→DCN→LDP

12 WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102→RPS→SDN→MTP→DCN→IPS→DCN→LDP

13 Linear power (Ch. A,B,C,D) Linear power(Ch. A,B,C,D)ENFMS→RPS→SDN→MTP→DCN→IPS→DCN→LDP

14 Log power (Ch. A,B,C,D) Log power(Ch. A,B,C,D)ENFMS→RPS→SDN→MTP→DCN→IPS→DCN→LDP

15 RPS trip status RPS trip status→RPS→SDN→MTP→DCN→IPS→DCN→LDP

16 MG set open status MG set open status→MG set→DPS→DCN→IPS→DCN→LDP

17 RTSS open status RTSS open status→RTSS→ITP→SDN→MTP→DCN→IPS→DCN→LDP

18 WR PZR PR (Ch. A)

QIAS-N FPD, Mini-LDP

WR PZR PR(Ch. A)P-102→APC-S(P)→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

19 WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

20 NR PZR PR (Ch. A,B,C,D) NR PZR PR(Ch. A,B,C,D)P-101→APC-S(P)→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

21 Linear power (Ch. A,B,C,D) Linear power(Ch. A,B,C,D)ENFMS→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

22 Log power (Ch. A,B,C,D) Log power(Ch. A,B,C,D)ENFMS→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

23 CH trip status CH trip status→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

24 RPS trip status RPS trip status→RPS→SDN→ITP→QIAS-N→QIAS-N FPD, Mini-LDP

25 MG set open status MG set open status→MG set→DPS→DCN→QIAS-N→QIAS-N FPD, Mini-LDP

26 CEA floor indicator CEA floor indicator→CEA Limit SWTC→PCS→DCN→QIAS-N→QIAS-N FPD, Mini-LDP

27 WR PZR PR (Ch. A)

RPS-OM

WR PZR PR(Ch. A)P-102→APC-S(P)→RPS→SDN→RPS-OM

28 WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102→RPS→SDN→RPS-OM

29 CH trip status CH trip status→RPS→SDN→RPS-OM

30 RPS trip status RPS trip status→RPS→SDN→RPS-OM

31 WR PZR PR (Ch. A)

QIAS-P FPD

WR PZR PR(Ch. A)P-102→APC-S(P)→RPS→SDN→QIAS-P→SDN→QIAS-P FPD

32 WR PZR PR (Ch. B) WR PZR PR(Ch. B)P-102→RPS→SDN→QIAS-P→SDN→QIAS-P FPD

33 Log power (Ch. A,B) Log power(Ch. A,B)ENFMS→RPS→SDN→QIAS-P→SDN→QIAS-P FPD

34 WR PZR PR (Ch. A) DIS FPD WR PZR PR(Ch. A)P-102→APC-S(P)→DIS→DIS FPD

35 Log power (Ch. A,B,C,D) Log power(Ch. A,B,C,D)ENFMS→APC-S(NF)→DIS→DIS FPD

1 HIS: Human System Interface
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STAMP/STPA is well suited to consider hazards resulting from 
the interaction of nuclear I&C system with human operators, 
as it provides a basis for representing any type of controller, 
mechanical or human, in a single control structure and for 
examining shared feedbacks or transition paths.

Human errors are symptom of system error; It is possible to 
derive the realistic failure conditions of the DI&C system to be 
confirmed whether it can be handled well by human operators.

STPA-based hazard and importance 
analysis on NPP safety I&C systems 
focusing on human–system interactions, 
SM Shin, SH Lee, SK Shin, I Jang, J Park, 
Reliability Engineering & System Safety 
213, 107698, 2021
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Unit-2
MCR

• EOF: Emergency Operations Facility
• TSC: Technical Support Center
• OSC: Operational Support Center
• SC: Safety Center
• MCR: Main Control Room

TSC-1

OSC-1

SC

EOF

TSC-2

Unit-3
MCR

Unit-4
MCR

OSC-2

TSC-3

Unit-5
MCR

Unit-6
MCR

OSC-3

MACST (Multi-barrier Accident Strategies) Equipment

General process of an HRA1

1. (Accident) scenario analysis

4. Quantification of human error probabilities(HEP)

2. Identification and definition of HRA elements

3. Feasibility analysis of HRA elements

5. Integration of HEPs to the PSA 

Unit-1
MCR

1 Xing, J., et., al. 2017. An integrated human event analysis system (IDHEAS) for nuclear power plant internal events at-power application, Volume 1, NUREG-2199. 

➔ The question is… “How are we able to identify HRA elements (e.g., HFEs, potential subtasks, human 
error modes and the associated PSFs) in multi-unit accidents”



Potential tasks, 𝑇𝑎𝑠𝑘i

• Operation of 1MWe/3.2MWe portable generators

• Operation of Low/High pressure portable pumps

• Operation of support equipment  (e.g. for 

transportation/installation of cables/fuel, securing 

transportation paths, etc.)

𝑺𝒙 = 𝒇 𝑻𝒂𝒔𝒌𝒊, 𝑶𝒓𝒈𝒋
▪ 𝑆𝑥 = A specific STAMP 𝑥
▪ 𝑇𝑎𝑠𝑘𝑖 = Required task 𝑖
▪ 𝑂𝑟𝑔j = Configuration of responsive organizations 𝑗

Configuration of responsive organizations, 𝑂𝑟𝑔j

• MCR: Main Control Room

• TSC: Technical Support Center

• EOF: Emergency Operations Facility

• SC: Safety Center

• EL: Early Launch

𝑶𝒓𝒈𝒋 = 𝒇 𝑹𝒂𝒅𝒊𝒂𝒕𝒊𝒐𝒏 𝑬𝒎𝒆𝒓𝒈.𝑫𝒆𝒄𝒍. , 𝑻𝒊𝒎𝒆

TSC-1

Unit-1
MCR

Unit-2
MCR

OSC-1

SC

EOF

TSC-2

Unit-3
MCR

Unit-4
MCR

OSC-2

TSC-3

Unit-5
MCR

Unit-6
MCR

OSC-3

IE T=0 T<=15min T<=75min

TSC EL

SC EL

SC EL

TSC EL

White

Blue/Red

T<=135min
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Launch 
complete

Operation 
start

MCR

MCR

MCR/SC

TSC/MCR

SC EL

TSC EL

MCR/SC

TSC/MCR/SCTSC EL

MCR

EOF EL

TSC/MCR

TSC/MCR/SCSC EL

EOF EL

TSC/MCR/SC

EOF/TSC/MCR/SC

(Same sequence)

OSC is considered to belong to SC.
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MCR/SC

Potential tasks, 𝑇𝑎𝑠𝑘i

• Operation of 1MWe/3.2MWe portable generators

• Operation of Low/High pressure portable pumps

• Operation of support equipment  (e.g. for 

transportation/installation of cables/fuel, securing 

transportation paths, etc.)
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1) Define purpose of the analysis 2) Model the control structure 3) Identify unsafe control actions 4) Identify loss scenario1) Define purpose of the analysis

LOSS HAZARD

L-1: (Unit 1) Failure of power supply using the 1MWe generator

L-2: (Site) Negative impact on site resources

H-1: (Unit 1) Failure of connection/operation of the 1MWe generator

H-2: (Unit 1) Too late for connection/operation of the 1MWe generator

H-3: (SC) Delayed response or improper execution

Responsive organizations (system components)

Unit 1 MCR (including field operator) SC Other MCRs

Environments

1MWe generator request guidance (EOP, Etc.)

EDG, AAC-DG TSC Driving path

personnel resources

Other inhibitory factors

*dependency

- Unit 1 MCR requests to SC the  transportation/connection of the 1MWe generator.
- The SC transports and connects the 1MWe generator.
- Unit 1 FO operates the 1MWe generator.

SYSTEM BOUNDARY
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1) Define purpose of the analysis 2) Model the control structure 3) Identify unsafe control actions 4) Identify loss scenario2) Model the control structure

controller

Algorithm/Process model

Environment

Control action

Feedback
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1) Define purpose of the analysis 2) Model the control structure 3) Identify unsafe control actions 4) Identify loss scenario3) Identify unsafe control actions

Control 
action

Not providing causes hazard
Providing causes 

hazard
Too early, too late, out of order

Stopped too 
soon, applied 

too long

Order to 
install the 
1MWe 
generator

(UCA-1) Unit 1 MCR does not order SC to connect 
the 1MWe generator when EDGs/AAC-DG failed [H-
1]

(UCA-2) Unit 1 MCR orders SC to install the 
1MWe generator too late when EDGs/AAC-
DG failed [H-2]

Mobile 
generator 
installation

(UCA-3) SC does not perform cable installation when 
Unit 1 MCR ordered to installation it [H-1]

(UCA-4) SC does not perform 1MWe generator 
transportation when Unit 1 MCR ordered to 
installation it [H-1]

(UCA-5) SC does not perform a fuel-hose connection 
when Unit 1 MCR ordered to installation it [H-1]

(UCA-6) SC installs 
the 1MWe 
generator when 
there was no order 
from Unit 1 MCR 
(misunderstanding 
the order from 
another unit) [H-3]

(UCA-7) SC performs cable installation too 
late when Unit 1 MCR ordered to installation 
it [H-2]

(UCA-8) SC performs 1MWe generator 
transportation too late when Unit 1 MCR 
ordered to installation it [H-2]

(UCA-9) SC performs a fuel-hose connection 
too late when Unit 1 MCR ordered to 
installation it [H-2]

Order to 
operate the 
1MWe 
generator

(UCA-10) Unit 1 MCR does not order Unit 1 FO to 
operate the 1MWe generator in Unit 1 when SC 
completed installing and reporting it [H-1]

(UCA-11) Unit 1 MCR orders Unit 1 FO to 
operate the 1MWe generator too late when 
SC completed installing and reporting it [H-2]

Operation of 
the 1MWe 
generator

(UCA-12) Unit 1 FO does not operate the 1MWe 
generator when Unit 1 MCR ordered to operate it 
[H-1]

(UCA-13) Unit 1 FO does not prepare pre-conditions 
to operate the 1MWe generator when Unit 1 MCR 
ordered to operate it [H-1]

(UCA-14) Unit 1 FO operates too late the 
1MWe generator when Unit 1 MCR ordered 
to operate it [H-2]

H-1: (Unit 1) Failure of connection/operation of the 1MWe generator H-2: (Unit 1) Too late for connection/operation of the 1MWe generator H-3: (SC) Delayed response or improper execution

4) Identify loss scenario

PSF1

(Performance 
Shaping Factor)

• Operator experience

• Available time 

• Task complexity 

• Number of secondary tasks 

• Workload

• Situation awareness

• And so on.

1 Park, J., et., al., Inter-relationships between performance shaping factors for human reliability analysis of nuclear power plants , Volume 52, Nuclear Engineering and Technology, 2020
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Application of the STAMP/STPA 
framework to the identification of a 
multi-unit HRA elements, Jong Woo 
Park, Sung-Min Shin, Yong Suk Lee and 
Jinkyun Park, 2023

*Under review now*

It enables systematic thought experiments on countermeasures 
when dealing with a complex web of interests

The existing MACST equipment operating system is a written document. 
Whereas, STPA provides a base for specifically simulating the decision-
making process for MACST equipment under multi-unit accidents.

The derived UCAs are suitable for identifying and specifying potential sub-
tasks for operation of MACST equipment.

In addition, factors that are not task failures but may cause disruption to 
site resources (SC, TSC, EOF, etc.) or delay response can be specifically 
identified.
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…

Statistical processing
of failure history

Not 
enough 

data
(Large 

uncertainty)

Analytical/Testing 
approach to system

No commonly 
agreed 

methods yet 

Application of industry-average

No exist

Quantitative failure 
information is required  
for PSA of DI&C system, 

BUT

Why don't we do 
a quantitative analysis 

without failure information?
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Controlled  process

Controller

Control 
Actions

Feedback

2-1

Mitigation mean 1 Mitigation mean 2 Mitigation mean n…

Control 
loop A has a relationship with  

Control 
loop B

Sequential, diverse, or redundant

Assigning 
quantitative 

relative 
weight
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• Assign relative weights on some components 
according to the impact for 
CA generation/decision/execution 
instead of failure information

• Modeling the sequential/diverse/redundant  
correlation between control loops

• Based on the weights 
assigned, the importance of 
each component is 
calculated by evaluating the 
extent to which a particular 
component impairs the 
soundness of each step of 
control loop when that 
component is unavailable.

• The importance calculated 
in one control loop is then 
integrated through a 
product with the weight 
assigned within that 
mitigation mean.

Basic principle of
importance quantification

• Assign relative weights on each control 
loop based on  operation strategies 

Instrumentation(INS)
FBs referred to for CA 
determination are 
generated by 
sensor(s) and 
transmitted to the 
controller 

Decision(DEC)
A controller 
determines the CA 
generation based on 
the FB(s) received

Control(CTL)
The generated CA is 
transmitted to the 
actuator(s)

2-1

• Re-construction of each control loop in 
STAMP in one direction

Controlled  process

Controller

Control Actions Feedback

A5

A6

A3
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Importance of a component (IM) in an SF       extent to which a particular component impairs the soundness of each 
step when that component is unavailable

∝

A SF degraded/failure

Instrumentation
(FB generation/transmission) 

degraded/failed

Decision 
(CA generation)
degraded/failed

Control
CA (transmission/execution)

degraded/failed

𝐈𝐌𝐒𝐧|𝐒𝐅 𝐢,𝐣
𝐈𝐍𝐒 = WFBkSF i,j (n = k)

𝐈𝐌𝐈𝐧|𝐒𝐅 𝐢,𝐣
𝐈𝐍𝐒 = ෍

k=1

α

(WFBkSF i,j

σg∈GIn|FBkSF i,j
Wg|FBkSF i,j

σg∈GIn|FBkSF i,j
Wg|FBkSF i,j + σf∈FIn|FBkSF i,j

Wf|FBkSF i,j

)

where GIn|FBkSF i,j : A group of front-end interfaces transmitting FB k via the interface n in SF i, j

where FIn|FBkSF i,j : A group of front-end interfaces transmitting FB k other than the interface n in SF i, j

𝐈𝐌𝐂𝐧|𝐒𝐅 𝐢,𝐣
𝐃𝐄𝐂 = 1 (n = j) 𝐈𝐌𝐈𝐧|𝐒𝐅 𝐢,𝐣

𝐂𝐓𝐋 = max IMln|SF i,j z ∶ z = 1. . γ

where γ is the number of MCS of actuators in SF i,j

IMln|SF i,j z =
σg∈GIn|MCSzSF i,j

WgSF i,j

σg∈GIn|MCSzSF i,j
WgSF i,j

+σf∈FIn|MCSzSF i,j
WfSF i,j

where GIn|MCSzSF i,j : A group of actuators receiving CA i via the interface

n in the MCSz in SF i, j

where FIn|MCSzSF i,j : A group of actuators receiving CA i other than the

interface n in the MCSz in SF i, j

𝐈𝐌𝐀𝐧|𝐒𝐅 𝐢,𝐣
𝐂𝐓𝐋 = WAySF i,j (n = y)
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Importance of a component in a control loop being integrated with weights on the logical correlation model 
IMSn|Mx = σy=1

a σi=1
b σj=1

c WPCy WCAi(WSFi,j
∙ IMSn|SF i,j

INS )

IMCn|Mx = σy=1
a σi=1

b σj=1
c WPCy WCAi(WSFi,j

∙ IMCn|SF i,j
DEC )

IMAn|Mx = σy=1
a σi=1

b σj=1
c WPCy WCAi(WSFi,j

∙ IMAn|SF i,j
CTL )

IMIn|Mx = σy=1
a σi=1

b σj=1
c WPCy WCAi WSFi,j

(IMIn|SF i,j
INS + IMIn|SF i,j

CTL )

IMSn = σX=1
T IMSn|Mx

IMCn = σX=1
T IMCn|Mx

IMAn = σX=1
T IMAn|Mx

IMIn = σX=1
T IMIn|Mx

Importance of a component in a mitigation step → integrated over “all mitigation procedure”
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A1

A2

A3

S1 S2 I1 I2 I3 I4 I5 I6 C2 A1 A2 A3

Steps
INS 0.7 0.3 0.7 0.3 0.56 0.44
DEC 1
CTL 1 0.67 0.5 0.5 0.5 1

IM of each 
component in SF1,2

0.7 0.3 0.7 0.3 1.56 0.44 0.67 0.5 1 0.5 0.5 1

0.7
0.8

0.8 + 0.2
+ 0.3

0

0 + 1
= 0.56

0.7
0.2

0.2 + 0.8
+ 0.3

1

1 + 0
= 0.44

𝑓𝑜𝑟 𝐴1, 𝐴2 ,
(0.5 + 0.5)

0.5 + 0.5 + 0.5
= 0.67

𝑓𝑜𝑟 𝐴3 ,
1

1 + 1
= 0.5

𝑓𝑜𝑟 𝐴1, 𝐴2 ,
0.5

0.5 + (0.5 + 0.5)
= 0.33

𝑓𝑜𝑟 𝐴3 ,
1

1 + 1
= 0.5
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Sensor_A SSP_A RPS_BP_A RPS_CC_A RPS_ IC_A (CAR)

Sensor_B SSP_B RPS_BP_B RPS_CC_B
RPS_IC_B (CAR)

Sensor_C RPS_BP_C RPS_CC_C

RPS_IC_C (CAR)

RPS_AC (CAR)

Sensor_X APS_BP_X

Sensor_Y APS_BP_Y

APS_IC_X (CAR)

APS_IC_Y (CAR)

APS_AC (CAR)

PAMS_A

PAMS_B

MTP_A

MTP_B

MTP_C

MTP_X

MTP_Y IPS

Operator

MTS_A

MTS_B

MTS_C

MTS_X

MTS_Y

OWS/LDP

2/3 Voting

2/3 Voting

2/3 Voting

2/3 Voting

2/2 Voting

RPS_IC_A (SSR)

RPS_IC_B (SSR)

RPS_IC_C (SSR)

APS_IC_X (SSR)

APS_IC_Y (SSR)

RPS_AC (SSR)

2/3 Voting

APS_AC (SSR)

2/2 Voting

Simplified block diagram of the I&C systems 

for the reactor trip function in the research reactor. Logical correlation of control loops

Re-construction of each control loop

Result of importance quantification

The method was applied to a real-world 5 MW open-pool type research reactor, and the importance analysis was carried out for 
the protections systems and monitoring systems including human operators required for the reactor trip function. 
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Result of importance quantification

Logical correlation of control loops

Sensor_A SSP_A RPS_BP_A RPS_CC_A RPS_ IC_A (CAR)

Sensor_B SSP_B RPS_BP_B RPS_CC_B
RPS_IC_B (CAR)

Sensor_C RPS_BP_C RPS_CC_C

RPS_IC_C (CAR)

RPS_AC (CAR)

Sensor_X APS_BP_X

Sensor_Y APS_BP_Y

APS_IC_X (CAR)

APS_IC_Y (CAR)

APS_AC (CAR)

PAMS_A

PAMS_B

MTP_A

MTP_B

MTP_C

MTP_X

MTP_Y IPS

Operator

MTS_A

MTS_B

MTS_C

MTS_X

MTS_Y

OWS/LDP

2/3 Voting

2/3 Voting

2/3 Voting

2/3 Voting

2/2 Voting

RPS_IC_A (SSR)

RPS_IC_B (SSR)

RPS_IC_C (SSR)

APS_IC_X (SSR)

APS_IC_Y (SSR)

RPS_AC (SSR)

2/3 Voting

APS_AC (SSR)

2/2 Voting

Simplified block diagram of the 

I&C systems  for the reactor trip 

function in the research reactor.

Re-construction of each control loop
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Meaning and utilization of analysis results
In addition to mechanical factors, by including human factors as a controller, it is 
possible to present quantitative analysis results without fault information. It has 
the potential to be helpful in the analysis of complex and new systems.

The derived importance means whether the component is used for an 
important functions and how many times the component is used in various
mitigation process. 

The value of importance itself does not mean the safety of the system. System 
safety can be implemented in conjunction with the reliability of that component; 
Let's say there is a component which has a very high importance value. If that 
component frequently fails, the system safety goes low. On the other hand, if 
that component rarely fails, the safety of the system goes high. 

Therefore, increased safety of a control system might be achieved by modifying 
the system design to not concentrate importance on a small number of 
components or by driving the implementation of high reliability for certain 
components which have high importance.

A novel approach for quantitative 
importance analysis of safety DI&C 
systems in the nuclear field, SM Shin, SH 
Lee, SK Shin, Reliability Engineering & 
System Safety 228, 108765, 2022
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NuScale

RRV

RVV

Required probability of RVV/RRV fail to open1: ~1.24E-5 / ~2.25E-5

1 NuScale FSAR
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