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A hazard situation(oss scenario)

in modern complex safety control systems can be caused by

 interactions between system components or

between system components and the environment

« not only combinations of the failures of system components
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Part 1: Pilot studies applying STPA

1-1 Reducing HANARO'"'s unplanned shutdown * Research background
) o + Overview of the target system
1-2 Soundness of feedback to MCR operators on manual trip decisions . Perform STPA
* Insights

1-3 Human/Organizational decision-making model for MACST? equipment

Part 2: A study applying the philosophy of STAMP/STPA

2-1 Quantification of component-importance in a control system

1 HANARO: high-performing multipurpose research reactor designed and built independently by kaeri with a thermal power capacity of 30 mw
2 MACST: Multiple Barrier Accident Coping Strategy
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Pilot studies applying STPA




Researches applying STPA | Reducing HANARO*'s unplanned shutdown:

Research background

Year RRS auto trip Manual trip RPS auto trip Main cause
2005 0 0 1 Instantaneous outages(1)
2006 0 0 1 Instantaneous outages(1)
2007 2 0 1 Error in trip setpoint setup(1), Control rod(1), Instantaneous outages(1)
2008 1 0 0 Control rod(1), Delayed neutron(1)
2009 6 0 0 CNS(3), FTL(3)
2010 9 0 0 CNS Bubbling (4), 1&C(1), Control rod(2), Pump oil(1), Reflector
2011 0 0 1 Bath high radiation(1)
2012 1 0 1 Bath high radiation(1), Human error in CNS(1)
2013 1 0 0 CNS hydrogen pressure(1)
2014 0 1 0 Bio-D power terminal burnout(1)
2015
— Seismic retrofitting (2016.05 - 2017.04)
2016
2017 0 1 0 Bath high temperature(1)
2018 1 1 0 Control rod(1), CNS hydrogen pressure(1)
2019 1 0 0 CNS hydrogen pressure(1), Human error(1)

HANARO unplanned-trip by year

= In 2020, as part of a comprehensive plan to increase the utilisation of the research reactor HANARG,
STPA was piloted on the CNS(Cold Neutron Source) system to identify hidden problems between
operations in addition to equipment aging or failure.
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Researches applying STPA | Reducing HANARO*'s unplanned shutdown .

Overview of the target system

Hydrogen Gas |
Intake Pipe

Vacuum Tank

Vacuum Box

Cold Box .=

Liquid Hydrogen

Y

Overview of CNS system ' .Ki";/
‘ : Discharged Gas/ 4 §
3 } J’

Collection Tank "~/

E ¥ H2 Buffer Tank
Helium refrigeration system
Key Features Removes heat from the hydrogen system Expanded _and Compressed
cooled helium Helium

Key components | Cold box, Helium compressor

(in-pool Cold box
Compressor

assembly) Heat-exchanged Heat-exchanged
(heated) helium (heated) helium

Hydrogen system, Chilled water system,

Linked systems Compressed air supply system,
Electricity supply system, Control systems
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Researches applying STPA | Reducing HANARO*'s unplanned shutdown

Perform STPA (1/2)

T PO B Rl FE 5 B2

1) Define purpose of the 2) Model the control 3) Identify unsafe

. . Ml 4) Identify loss scenario
analysis structure control actions ) fy

Loss B R e |
. . . | |
L-1 RRS generates spurious trip signal due to | | | i DER | |
- . I A LA [ A
CNS hyd rOgen hlgh preSSl.lre (> 200 kpa) : Set Stream Manual, Set Vacuum Com Manual, : DISaDleManualTripIvaassl : Ss::emorpower (Cutback), : :
. . . s nable Manual Trip Bypass leactor Power (Uprate),
L-2 RRS generates spurious trip signal due to l::::::g:i\:;;z:;gwi__Eﬁi’i@*_*ﬁ;:::j';:;w;;”;;;ma,:::—i—i—z:—lp“—_:: Ei’“:C"L_'"""_m‘M—lp"“i":1‘:::—_l
— CNS hydrogen IOW pressure (< 120 kPa) : :,»’,Va(uumDlsposal‘l’ankPressure(773-9T004), CNS Trip Reset Alarm, 7 roiRI i :
sus = ﬁx;;i. : — | Hydrogen Pressure (773-PT002) | - Manual Trip Bypass Alarm o :)d b |
e wma - - | | | |
. | Hazard | P o---F weo |  soomren ) B wocs ) |
= R HRS does not maintain hydrogen | l T Tp T 1w, T meccwors ||
- o _mewe fee feas H-1 . | Increase Valve Opening (771-CV3124), IPA inlet He Temp. (771-T13295), | : | | Openvalve (773-xcv002), L _ _ Eectoontrolfod : I
e - Ju ) thermOS|phon (L-]_, |_-2) | Increase Comp. Speed (771-C2110),  ET-1 Coolant Temp. (771-TI3131 : | : : STt Traia A Mein High Vaciam Pump (773-M-2001), : \ :
B e | 0 g 0 Stop ET-1 (771-X3130), ET-1 Rotation Speed (771-5T313]), rol Rod Position
SR ol = H.o | VS does not maintain vacuum in vacuum | | | - o SN | [Lows: ¥ 1 overeperermermrererermper I N I e
e B A (N ————— 3 e e s et om A== FFF - ae e —F ———— T ey e R IR
o bOX Of IPA (L-l) : : : Vacuum DlspouI::::Pv::i:e(ns-PToo#), =) vs l—l :: l:, Reaclor l—l :
CWS does not provide enough cooling L i '
) Increase Cooling Fan Speed (710-F001), | ! | | |
~ -~ H-3 |water to heat exchanger tube in HRS Start rimary Cooling Water Main Pump (710-M-P003) | | s e e e e e e N l
‘ 7% a4ns Bnn A e 2van +aARS Su r 2 Start Secondary Cooling Water Main Pump (710-M-P001), ! ————————————— 1 Nitrogen Pressure (774-PT001), I |
T (L-l’ |_-2) o ——— : Nitrogen Pressure (774-AT003), :l_:_HYa'_w?" o .ﬁ.l
. GBS does not provide enough air to air e e || e | eI, O g e 700
System operation procedure H-4 operated valves in VS (L-1) ‘ = | | %
Confi . q . Operator or 1&C system provide
nfiguration an ration
ontiguration and operations H-5 |abnormal power uprate/cutback I — R
of Helium refrlgeratlon System Operation (L'l L_2) Legends L,M(_:}_{,_:: 1&C | D : Controller T ] : Controlled Process
H-6 CAS does not provide enough air to air CNS ::l_}g_aéér: l — : Control Action = = = : Feedback
operated valves in HRS (L-1, L-2)

Control structure
HRS: Helium Refrigeration System VS: Vacuum System  CWS: Cooling Water System (5 controllers, 7 controlled processes, 103 CAs and 122 FBs)

GBS: Bas Blanket system CAS: Compressed Air System  HS: Hydrogen System KAERI | Risk Assessment Research Division



Researches applying STPA | Reducing HANARO*'s unplanned shutdown

Perform STPA (2/2)

1) Define purpose of the 2) Model the control 3) Identify unsafe

: . Ml 4) Identify loss scenario
analysis structure control actions ) )

127 UCAs

UC A Typ es CNS =2NE HANTAP-05-OD-ROP-OP-102. %X 3, 58
(Sl el WAWIeIi () Provided, but not needed .(b) Prc_)vu_ied, LU (c) Provided, but executed | (d) Provided, but the duration | (e) Provided, but the starting (f) Not provided, when needed to man o TR O A B £
intensity is too much or . . . . . . 525 REFELH 162 : 3 KA@M SEHE, SZUJJIH AIEE HHzen
and unsafe little in incorrect order is too long or short time is too soon or late maintain safety . 22 0 3 BSIE Sadad HEEEN # A
N/A N/A N/A N/A (UCA-60) Valve 773-XCV001 is | (UCA-61) Valve 773-XCVO001 is s e i ) 5
Open Valve opened too late when vacuum not opened when vacuum box 527 Sn= =3 seo o s oms P2 smmeso ©ES WA N0 O
(773-XCV001) box pressure PT-001 is high pressure PT-001 is high during T T P R
during OP-103 5.1.7. [H-2] OP-103 5.1.7. [H-2]
N/A N/A (UCA-57) Operator N/A (UCA-58) Operator manipulated | N/A e
manipulated ‘Manual trip bypass buttons, before = e T
Disable Manual HANARO Trip Bypass’ checking the stability of process S st BT R
Trip Bypass button, before ‘CNS Trip parameter during OP-102 5.2.7 smgen mgs || PAEREEEE Ly
Reset’ button during OP- [H-5] meemazesuma | | eamar |l
102 5.2.7 [H-5] ‘ e ezmme | To [t
N/A N/A N/A N/A N/A (UCA-112) N
Operator does not press ‘Manual 528 FHH+I SESIET 48 AP ST 40 = IFE HSIONEY
E:—izleBx)aa-r;:al HANARO Trlp Bypass’ bUtton :zl zf}zgj;a‘(w MAVOIA 2ELSHEN S3HEs B2 2ENLM A IS
before reactor power cutback SRE SZUITIE ANES ¥ GEE (ST, Z0AN 46 sEmD us
during OP-015.2.1.1 S
N/A (UCA-8) Operator sets N/A N/A (UCA-9) Operator sets reactor N/A 522 samA A EEN B0 ENE SANATEN MIZAHNNS SAS
Set Reactor reactor power level too power too soon via OWS before R R TR e
Power low via OWS in target power level is reached
(Cutback) shutdown phase during during OP-01 5.2 [H-5]
OP-015.2 [H-5]
(UCA-62) N/A N/A (UCA-63) (UCA-64) (UCA-65)
Start Train B | Low vacuum pump M-P004 Low vacuum pump M-P004 Low vacuum pump M-P004 Low vacuum pump M-P004 does
Low Vacuum | runs when VDT pressure PT- stopped too soon while started too late when VDT not start running when VDT Expert review on
Pump 004 is high resulting in pump running when VDT pressure | pressure PT-004 is high during pressure PT-004 is high during
(773-M-P004) | rupture during OP-103 5.1.5 PT-004 is high during OP-103 | OP-103 5.1.5 [H-2] OP-103 5.1.5 [H-2] UCAs of
[H-2] 5.1.5 [H-2] HANARO
N/A N/A N/A N/A N/A (UCA-107)
Start Train A Operator does not start low CNS system
Low Vacuum vacuum pump M-P003 via OWS
Pump when VS is in manual mode
(773-M-P003) during OP-103 5.2.2 [H-2]
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Researches applying STPA | Reducing HANARO*'s unplanned shutdown

Insights
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@ Itis crucial to change the way(expand our thinking) about
safety-related question.

Operational Vulnerability Identification
Procedure for Nuclear Facilities
Using STAMP/STPA

iMC HUN LEE , SUNG-MIN SHIN, ’ENONG SIK HWANG, AND JINKYUN PARK
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ABSTRACT The nuclear facilities are operated to give safety the utmost priority and all possible scenarios
that may lead t0 hazardous states must be evaluated. To date, the probabilistic safety assessment has been used
as one of the standard tools for the safety evaluation; however, concerns have been raised about its capability
10 treat the complex interaction between human operators, digital systems, and diverse plant processes.
‘This paper proposes an operational vulnerability identification procedure based on STAMP/STPA (System
Theoretic Accident Model and Proces/Systems-Theoretic Process Analysis) which allows us 1o derive
unsafe control action (UCA) leading to the unwanted consequence of a system, such as a spurious reactor
trip. T proposed procedure with the case study of a cold neutron source
systeminstalled in High-Flux Advanced Neutron Application Reactor (HANARO). In result, 127 UCAs were
derived for 51 control actions regarding spurious trip scenario. The UCAS were reviewed by the HANARO
operators and found new scenarios that requires further investigation for reducing the possibility of a

trip. The proposed pe P aholistic viewpoint for operational vulnerability
identification and further used 10 suggest for the safety of nuclear facilities.

(UCA-57) Operator manipulated ‘Manual
HANARO Trip Bypass’ button, before ‘CNS Trip
Reset’ button during OP-102 5.2.7 [H-5]

HAlZ E8(Trip) 21Al

20124 022 292 164

dqx

o

1. M= : CNS bypass il =#R Z=Hol 2l 2AIEA

HANTAP-05-OD-ROP-OP-102, J¥3 3, 58

:INDEX TERMS Rescarch reactor, operational vulnerability identification, spurious reactor trip.
STAMP/STPA, complex interaction, unsafe control action.
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eogrgial At abilistic safety assessment (PSA) has been used as a stan- 10 treat the coupling that may arise due o the dynamic inter-
- o ’ S _ = = dard tool for the safety evaluation of nuclear facilities. PSA  action between: 1) the control system and controlled plant
e et CHIOWS G412.125) g;gg 12?? @;‘3‘%&%}%}; zi%lq ool =7 cml»x.-smw\mm::.» ahod n‘-l n’:mlcllmgfpl:m"»w\mhu ;n:w"\un,;lmwmumm_mi1>u|.l~:::nm:ncnm»:;u[:u:nl
- =F T EH QY - events and provides valuable insights on  system (Type I interactions) [6], [7]. If such coupling is
5.2.7 After the reactor reaches the NA C /28 16:25 CNS SHUTDOWN PANEL 4/l =12 B e i i L S N Bl
t t d wh th t ~ 5423 16:56 5 ki @2 gun (0 replace the aging and obsolete ana- To overcome the limitations with such cause-effect mod-
EIHEL [P Elne) WtEn UnE [PRIEETETE - 2/28 18:05 30 MW(327.2 mm) 213 Sl 180 s o Attt Al S, HE (A pasatios bt Gt ek s b
be|0W are Stable press the "CNS Trip bilities and fault tolerance capabilities compared 1o analog  proposed [8]-[10]. Systemic safety approaches are known
’ . to operate as a more holistic approach for safety assess-
Reset" button on the CNS control panel Automatic shutdown of the reactor control system T st o syt B oo e o Gt
< 0 H " H
and then press the "Manual HANARO ) Overatce NA NA occurs by pressing the "HANARO Manual Trip (AT eSS it o R o S MY, S T
ot ower . .
Trip Bypass” button to release the b tow v OW: Bypass" button while the "CNS Trip Reset" and "CNS
a2 ave T ]
i R rip" alarms are not released. . ey O, i
Manual HANARO Trip Bypass alarm. [ Operational vulnerability identification
(T71-CY3130) _— (PL2521) e L e .
T T e A 5 JlEriy procedure for nuclear facilities using
= — Low vecuum pumg .
528 FHHeI BENCT G5 AT SPTG 40 5 INS HHCOREY PUDS shapped t - STAMP/STPA’ SH Lee' SM Shlnl JS
W g e | - ons B
. oressure PTO04 8| | - 22io Hwang, J Park, IEEE access 8, 166034-
5
531 g OP .1 151
’ | NA NA USSHEALA 2AYS 166046, 2020
B4R A DNHYR
=0l
532 N LXE T E0| (TT2-AT-003)2 a0 EHIE olsd
FIS =T HUBCHOWS G4115)
- - ——r —

Operation procedure

Reactor trip report
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Researches applying STPA | Soundness of feedback to MCR operators on manual trip decisions

Research background

Human Operator @
Manual CA .
i Current state & Alarm

] _ A A
Generation of automatic CA I I
Transmission of manual CA Current state Current state \ | | .
I I ii Q Failure of Manual CA failure
: : automatic CA generation
[ Actuator } [ Sensors ] OR
¢ + execution of manual CA
1
{ Controlled process ]

Function 2?

Function-1) ‘
Obtaining the current state of the controlled process through sensors, generating
an automatic control action (CA) based on it, and transmitting it to the actuator.

A

ssa20.d ,YyH
9jesedas e ysnoayy
paynuenb si ;d3H

Function-2)

Obtaining the current states of the controlled process and actuator and transmitting them with 183
relevant alarms to the human operator.

Functions

Function-3)
Receiving the manual CA from the human operator and transmitting it to the actuator.

1 HEP: Human error probability

2 HRA: Human reliability assessment KAERI | Risk Assessment Research Division



Researches applying STPA | Soundness of feedback to MCR operators on manual trip decisions

Overview of the target system
oas] . ts] TR = g:fn?egdﬁ forSatety I Assu mptions

10

Diverse platform for DAS

Assuming a situation causing pressurizer low pressure

Dedicated equipment for the System

I
| |
!i | '
| ' i
i | “ | 1 . 0
I - : ' A @ 1 s Display or Soft contral device (Only the following FBs are assumed to be available):
| i QIAS-P QIAS-N QIAS-N | | i 2 Safety System Data Network
I
!' System Level Switches LD | IFPD | | System. IFPD [DS;J.:EAHDO}; ication I
|| ey Setpoint Operating Component- ! l i | o "slat int Operat. l ESZE'Nl_lEJ Link (SDL{HSL})
pol — ial Data Lin . .
ii 'E'j‘ L@“‘ ! e — — Ethernet _ For automatic trip by PPS
i L LA LA Bd A L EscM | | ESCM HCEI T ESCM { [zower>-_Hrdwired connection .
il R R Bl wsco) | ABCD) | e fordre || 1aBER) | —{Tsc] [ ——— - WR PZR PR (wide range PZR. Pressure)
| om CPM | y oo | | || compone i
|| @ (AB.C.O) (AB.C.D} | | | (AB.CO} U IFPD | | apanent || ESCM | .
i T i ! v iy | L reo | o (] |lwesa]i | For manual trip by human operator
|_______i_____________________________'__'H'__________________________________ _______ N P (R !____PELCE____ o ___| |____|__| .
A M ESELCSGC o) = - WR PZR PR (wide range PZR. Pressure)
r——' Dcn | em==—=c -~ ;
! I ! T T i P - NR PZR PR (narrow range PZR. Pressure)
| .
| | jray cCe L Q,%N - PZR Low PR ALM (PZR low pressure alarm)
1| DIS > IPS ' : {AB.C.D) LY (ABLD) Lc
¢ [ son N (O ; £ <] & - PZR LV (PZR level)
I_ —_ I 1
1 |l| x : H i PCs "*‘3‘3 IPS FIDAS | | TiGCS - PZR Low LV ALM (PZR (low level alarm)
G i [T
DPS s s ESF-CCS EsFccs T o X - - - Log PWR (Log power)
N1N2, — F-— 6C [—— - s i . .
] maco weco naco) maco = serer | - Linear PWR (Linear power)
A T T A1 EWES T Im - RPS trip STAT (RPS trip status)
] ' - o - CH trip STAT (Channel trip status)
o > Y v -t 14
e APC-S ENFMS EOF, NERC & NDL
'R%s aeen = — [ Nonsafery Componens — o * It should be noted that the pilot study has been conducted
waeon Safoty Components Fsson (Sensors, Txs, Pumps, Valves, etc.) Detector] | Components under conservative assumptions as some diversity &
(Sensors, Txs, Pumps, Valves, etc.) | "Non-Safety] redundancy features are excluded
= Hote : Signal paths important to safety are shown only.
APC-5: Auxiliary Process Cabinet - Safety DPS: Diverse Protection System 1 : Isolator MSIS: Main Steam Isolation System QIAS-P/N: Qualified Indication & Alarm System — P / Non-safety
CCG: Control Channel Gateway EDS: External Data Communication System IFPD: Information Flat Panel Display NDL: Nuclear Data Link RCC: Remote Control Center
CIM: Component Interface Module ENFMS: Ex-core Neutron Flux Menitoring System IPS: Information Processing System MERC: Nuclear Emergency Response Center RSR: Remote Shutdown Room
CPCS: Core Protecfion Calculator System EOF: Emergency Operation Facility ITP: Interface and Test Processor NPCS: NSSS Process Control System RTSS: Reactor Trip Switchgear System
CPM: Control Panel Multiplexer ESCM: ESF-CCS Soft Control Module LC: Loop Controller OM: Operator Module Rx: Reactor
DAS: Diverse Actuation System ESF-CCS: Engineered Safety Features - Component Control System LDP: Large Display Panel P-CCS: Process-Component Contrel 5C: Safety Console
DIS: Diverse Indicaton System FIDAS: Fixed In-core Detector Amplifier System MCR: Main Control Room System SODP: Shutdown Overview Display Panel
DCNA: Data C ication Network: ion G: Gateway MI: Minimum Inventory PCS: Power Control System TIGCS: Turbine/Generator Control System Rev.2
DMA: Diverse Manual ESF GC: Group Controller MTFP: Mail and Test Panel  PPS: Plant Protection System TSC: Technical Support Center, Txs: Ti

Advanced Power Reactor(APR) 1400 I&C system overview architecture’

1 KEPCO and KHNP "ARP1400 design control document tier2: chapter 7 instrumentation and controls”, APR1400-K-FS-1400-NP Rev 3. Aug. 2018.  AERI | Risk Assessment Research Division



Perform STPA (1/2)

1) Define purpose of the analysis

#Instruction: manual trip through RX trip SWTC/S5/B0/
#Instruction: manual trip through IFPD-DPS/SS/B0/
#Instruction: manual trip through IFPD-MG set/SS/BO/
#nstruction: manual trip through FO-RTSS C SWTC/SS/BO/

#Instruction: manual trip signal through
FO-RTSS C SWTC/BO/Phone/FO/

L-1 |Reactor fuel is damaged

zard

1 Failure of automatic trip
through RPS (L-1)

#Infarmation gathering:
RISS C SWTC trip STAT/FO/Phane/BO/

\

|

|

|

| #Execution: manual trip signal
| through RX trip SWTC/
|

I

|

|

BO/RX trip SWTC/RTSS/ !
#Information gathering:

2) Model the control structure

WR PZR P

Researches applying STPA | Soundness of feedback to MCR operators on manual trip decisions

3) Identify unsafe control actions

4) ldentify loss scenario

11

#Information gathering, repcrh'hg‘ response planning/BO/S.
#Information gathering, reporting, response planning/55/B0)]
'

#Information gathering:

-

If the JRPS fails,

PSaDCM

. The manual trip
instructs the board operator

Y P,
Antommation-aath

decision is made by

(BO) 1o execute _themanuar trrp

‘operators shomener%qmﬂgggj“tnp sqqg

SDN

Control action

|
#1nfurrna||un gathermg WR PZR PIVP 102A/APC-9/RPS/SDN/MTP/DCN/IPS/DCN/LDP/BO/
1 #Execution: manual trip signal through IFPD-DPS/BO/IFPD/DPS/MG set/ !
#Execution manual trip signal through IFPD-MG set/BO/IFPD/EC/MG set/
#Information gathering:
-102A/APC-5/RPS/SDN/MTP/DCN/IPS/DCN/IFPD/BOY et at.
L L

e ———

at

I L R

. . v WR PR PR/P-102A/APC-5/RPS/SDN/MTP/BO et at
Failure of manual trip by : | alas-p Feo/ | [ ois Fro/
H-2 | Phoney | [RXwipSWIC/| | ( IFPD ( LDP/ | | aws-NFeo mini-op/ | Res-omy | l l l !
- ! = 1 WR PZR PR/P-102A/APC5/
human operators (L-1 i | ‘ | el
| WR PZR PR/P-102A/APC-5/RPS/SON/MTP/DCN/IPS/DCN/FPD/ et at. \UR PZR BR/P-102A/APC-S/RPS/SDN/ITP/CQUAS-N/CUAS-N FPD, MIni-LDP/ et af RPS/SDN/QIAS-P/SDN/ | Dis FAD/ etat
I ! | WR PZR PR/P-1024/APC-§/RPS/SDN/MTP/DCN/IPS/DCN/LDP/ et at. | . X Qas-pFeD/etat | !
[ N S it ittty ittt I
i
| | oz ptamy DS e . set open STAT/MG set/DPS/DCN/QIAS-N/ |
: #Exacution: manual trip signal : L T it i QIAS-N/ : QIAS-P/ DIS/
lhmugh_RX trip SWTC/ I [ #Execution: manual trip signal through |
: BO/RX trip SWTC/RTSS/ ! ) ! FPDMG Se/BO/FPDVELIMG sotf | TTE i
I
#nstruction; mamljal trip I | sExecution: manual wip :’.\gnai through WR PZR PR/P-102A/APC-S/RPS/SDN/ITP/QIASCEA BTM IND/CEA Limit SWTC/PCSIIDCNfQ\AS-N;‘ : : | : '
ignal through i X : | cea BTM IND/CEA Limit ewTepeenpes | d—————— [
(Sl rrough. | WA PZR PR/P-102A/APC-S/RPS/SDN/MTP/DCN/IPS/ €8 2 - FPD-DPS/BC)IFPDIDPS/MG self LRSS open STARISS/TPSONVT®/ | CEA BTM IND/CEA Uit SWIC/PCS/IPS/ ! 28 LA HORARC SRS sk | .
BO/Phone/FO/ 1 L ! ‘ - L ‘ I T e < lwmezm PR/P 1028/
RTSS € sWTd trip STAT/FO/Phone] I PZR LV/L-110A B/APC-S/QIAS- ws'nwnpmc S/DIS/ et at
| MTP/ DPS/ EC/ ITP/ PCS/ |
I | i | [
[ i i i i ' - l
| WR PZR PR/P-102A/APC-S/ ! ! MG set open STAT/ | ! Lo . 1"120:%%‘;3’ sﬁlﬁt}f:y
: RPS/SDN/MTP/ ot at. non | MG set/DPS/ ey ! I WR PZR PRIP 102A/APC S/ PZR LV/L-110AB/ DCN,.‘Q_IAS N et at
! : WNITEY NR PZR GR i . > APC-S/QIASP/ :
In case of the pressurizer ravmg low pressure an automatlc trlp by the | i
I . 1 ] I
reactor protection system(RPS) is expected to ocpur LR PP AGAAPC S eta LA
I

#Execution: manual trip
through FO-RTSS C SWTC/
FO/RTSS C SWTC/RTSS/

Automatic trip/RPS/RTSS/
RTSS apen STAT/RTSS/ITP
|

FBs to the human operators (SS and BO)
(1) WR PZR PR (4) PZR LV (7) Linear PWR

#Execution: manual trip through
FO-RTSS C SWTC/FO/RTSS C SWTC/RTSS/

Drop Control Rod

(2) NR PZR PR (5) PZRLow LV ALM  (8) RPS trip STAT

(3) PZR Low PRALM  (6) Log PWR (9) CH trip STAT

|
ESF-CCS/

PZR LV/L-103A/ESF-CCS/

___________________________________________ |

NR PZR PR/P-100X,Y/

NPCS/DCN/IPS/ et at.
[

#Exe(utlun: ma

through IFPD-DPS/
, BO/IFPD/DPS/MG selll

#Execution: m;
nual trip signal

Drop Control Rod

through IFPD-MG sety/
BO/IFPD/EC/MG set/

nual trip signal | |

CEA BTM IND/
CEA Limit SWTC/PCS/ ! !
I

(cea Lim‘it swic/] |

L
NPCS/

PZR LV/L-110A B/APC-S/NI Dﬁ/

1
APC-S/
| [y A A
| NR PZR PR/P-101A B C.D/APC-S/ |
IWR PZR PF‘JP 1024/ | PZR LV/L-110A,B/APC-5/

] [ P-102/ | ( P07/ ] [y )
A [} [}

1
1
1
1

M

[
MR PZR PR/P-100X Y/NPCS/

ENFMS/

- =

RALCKRI | RISK AS5E55Ment Researcn uivision
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Perform STPA (2/2)

12

2) Model the control structure

1) Define purpose of the analysis

3) Identify unsafe control actions 4) Identify loss scenario

=> UCA: SS does not instruct the manual trip when RPS falils.

=>» How does a failure of any component (cause) that causes the RPS to fail
affect the soundness of FBs referenced in the manual trip decision?

FBs and their transmission paths Components that cause RPS failure & Soundness of FB transmission
i FBs HSI* Transmission paths P-102(WR PZR PR sensor) APC-S RPS
1 WR PZR PR (Ch. A) WR PZR PR(Ch. A)P-102—APC-S(P)—+RPS—SDN—+MTP—DCN—I|PS—DCN—IFPD X X X
2 |WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102—+RPS—=SDN—=MTP—DCN—|PS—DCN—IFPD X X
3 NR PZR PR (Ch. AB,C,D) NR PZR PR(Ch. A,B,C,D)P-101—APC-S(P)—»RPS—SDN—MTP—DCN—IPS—DCN—IFPD X X
4 INR PZR PR (Ch. X,Y) NR PZR PR(Ch. X,Y)P-199—DPS—DCN—IPS—DCN—IFPD
5 Linear power (Ch. AB,C,D) IFPD Linear power(Ch. A,B,C,D)ENFMS—RPS—SDN—MTP—DCN—IPS—DCN—IFPD X
6 Log power (Ch. AB,C,D) Log power(Ch. A,B,C,D)ENFMS—RPS—SDN—MTP—-DCN—IPS—DCN—IFPD X
7 |CH trip status CH trip status—RPS—SDN—MTP—DCN—|PS—DCN—IFPD X
8 RPS trip status RPS trip status=RPS—=SDN—-+MTP—DCN—IPS—DCN—IFPD X
9  [MG set open status MG set open status—=MG set—=DPS—DCN—|PS—DCN—IFPD
10 |RTSS open status RTSS open status—RTSS—ITP—SDN—MTP—DCN—IPS—DCN—IFPD
11 |WR PZR PR WR PZR PR—P-102—APC-S(P)—RPS—SDN—MTP—DCN—I|PS—DCN—LDP X X X
12 |WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102—+RPS—SDN—MTP—DCN—|PS—DCN—LDP X X
13 |Linear power (Ch. AB,C,D) Linear power(Ch. AB,C,D)ENFMS—RPS—SDN—MTP—DCN—IPS—DCN—LDP X
14 |Log power (Ch. A,B,C,D) LDP Log power(Ch. A,B,C,D)ENFMS—RPS—SDN—MTP—DCN—IPS—=DCN—LDP X
15 |RPS trip status RPS trip status—~RPS—SDN—MTP—DCN—IPS—DCN—LDP X
16 |MG set open status MG set open status—MG set—+DPS—DCN—IPS—DCN—LDP
17 _|RTSS open status RTSS open status—RTSS—ITP—SDN—+MTP—DCN—|PS—DCN—LDP
18 |WR PZR PR (Ch. A) WR PZR PR(Ch. A)P-102—APC-S(P)—RPS—SDN—ITP—QIAS-N—QIAS-N FPD, Mini-LDP X X X
19 |WR PZR PR (Ch. B,C,D) WR PZR PR(Ch. B,C,D)P-102—RPS—SDN—ITP—QIAS-N—=QIAS-N FPD, Mini-LDP X X
20 [NR PZR PR (Ch. AB,C,D) NR PZR PR(Ch. A,B,C,D)P-101—APC-S(P)—~RPS—SDN—ITP—QIAS-N—QIAS-N FPD, Mini-LDP X X
21 |Linear power (Ch. AB,C,D) Linear power(Ch. AB,C,D)ENFMS—RPS—SDN—ITP—QIAS-N—QIAS-N FPD, Mini-LDP X
22 |Log power (Ch. AB,C,D) QIAS-N FPD, Mini-LDP |Log power(Ch. A B,C,D)ENFMS—RPS—SDN—ITP—QIAS-N—QIAS-N FPD, Mini-LDP X
23 |CH trip status CH trip status—RPS—SDN—ITP—QIAS-N—QIAS-N FPD, Mini-LDP X
24 |RPS trip status RPS trip status—RPS—SDN—I|TP—QIAS-N—QIAS-N FPD, Mini-LDP X
25 |MG set open status MG set open status—=MG set—DPS—DCN—QIAS-N—QIAS-N FPD, Mini-LDP
26 |CEA floor indicator CEA floor indicator—CEA Limit SWTC—PCS—DCN—QIAS-N—QIAS-N FPD, Mini-LDP
27 |WR PZR PR (Ch. A) WR PZR PR(Ch. A)P-102—APC-S(P)—RPS—SDN—RPS-OM X X X
28 |WR PZR PR (Ch. B,C,D) RPS-OM WR PZR PR(Ch. B,C,D)P-102—RPS—SDN—RPS-OM X X
29 [CH trip status CH trip status—RPS—SDN—RPS-OM X
30 |RPS trip status RPS trip status—~RPS—SDN—RPS-OM X
31 [WR PZR PR (Ch. A) WR PZR PR(Ch. A)P-102—APC-S(P)—RPS—SDN—QIAS-P—SDN—QIAS-P FPD X X X
32 |WR PZR PR (Ch. B) QIAS-P FPD WR PZR PR(Ch. B)P-102—+RPS—SDN—QIAS-P—SDN—QIAS-P FPD X X
33 |[Log power (Ch. AB) Log power(Ch. A,B)ENFMS—RPS—SDN—QIAS-P—SDN—QIAS-P FPD X
34 |WR PZR PR (Ch. A) DIS FPD WR PZR PR(Ch. A)P-102—APC-S(P)—DIS—DIS FPD X X
35 |[Log power (Ch. AB,C,D) Log power(Ch. A,B,C,D)ENFMS—APC-S(NF)—DIS—DIS FPD X

1 HIS: Human System Interface

KAERI | Risk Assessment Research Division
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Insights
STAMP/STPA is well suited to consider hazards resulting from B st s
the interaction of nuclear I&C system with human operators, a0
as it provides a basis for representing any type of controller, e e e

mechanical or human, in a single control structure and for
examining shared feedbacks or transition paths.

Tiheli-

Human errors are symptom of system error; It is possible to T e T ———
derive the realistic failure conditions of the DI&C system to be : '
confirmed whether it can be handled well by human operators.

Function-1) Obtaining the current seste of the conerolled process,
? ‘bazed omit, and i =

STPA-based hazard and importance
analysis on NPP safety I&C systems
focusing on human-system interactions,
SM Shin, SH Lee, SK Shin, | Jang, J Park,
Reliability Engineering & System Safety
213, 107698, 2021

KAERI | Risk Assessment Research Division
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Research background

1. (Accident) scenario analysis

2. Identification and definition of HRA elements

3. Feasibility analysis of HRA elements

4. Quantification of human error probabilities(HEP)

» EOF: Emergency Operations Facility
» TSC: Technical Support Center

; * OSC: Operational Support Center MACST (Multi-barrier Accident Strategies) Equipment
5. Integration of HEPs to the PSA . SC: Safety Center

+ MCR: Main Control Room

= The question is... “How are we able to identify HRA elements (e.g., HFEs, potential subtasks, human
error modes and the associated PSFs) in multi-unit accidents”

1 Xing, J,, et al. 2017. An integrated human event analysis system (IDHEAS) for nuclear power plant internal events at-power application, Volume 1, NUREG-2199. iment Research Division
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Overview of the target system
S, = f(Task;, Org;)
= S, = AspecificSTAMP x
» Task; = Required task i
* Org; = Configuration of responsive organizations j
Potential tasks, Task; Configuration of responsive organizations, Org;
« Operation of TMWe/3.2MWe portable generators Org; = f(Radiation Emerg.Decl.,Time)
» Operation of Low/High pressure portable pumps c'aarﬁgfe}}e Op?{aa:tion
) ' IE ¢ T=0 v T<=15min y1<=75min | T<=135min
* Operation ?f sepport etqument (e.g. for | N . i
transportation/installation of cables/fuel, securing T e MCR

transportation paths, etc.)

*  MCR: Main Control Room

* SC: Safety Center

* EL: Early Launch

* TSC: Technical Support Center
* EOF: Emergency Operations Facility

MCR/SC

R

TSC EL
TSCEL —|—>

SCEL

TSC/MCR

Blue/Red—>

(Same sequence)

—> MCR

MCR/SC

I—TSC EL —|:> TSC/MCR/SC

EOF EL—>
—TSC EL—|—>
SCEL

SCEL

(ITHIERE < AduasSiaw] uonelpey

TSC/MCR

g TSC/MCR/sC_______|
L

EOF EL—»

0OSC is considered to belong to SC.

KAERI | Risk Assessment Research Division
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Perform STPA(1/3)

SYSTEM BOUNDARY

16

Responsive organizations (system components) Environments

Unit 1 MCR (including field operator) SC Other MCRs 1MWe generator request guidance (EOP, Etc.) personnel resources

- Unit 1 MCR requests to SC the transportation/connection of the 1MWe generator. . L
- The SC transports and connects the 1MWe generator. EDG, AAC-DG TSC Driving path Other inhibitory factors

- Unit 1 FO operates the 1MWe generator.

LOSS HAZARD

L-1: (Unit 1) Failure of power supply using the 1MWe generator H-1: (Unit 1) Failure of connection/operation of the 1MWe generator

L-2: (Site) Negative impact on site resources H-2: (Unit 1) Too late for connection/operation of the 1MWe generator

*dependency

H-3: (SC) Delayed response or improper execution

KAERI | Risk Assessment Research Division
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Perform STPA(2/3)

17

1) Define purpose of the analysis 2) Model the control structure 3) Identify unsafe control actions 4) ldentify loss scenario

[CA1. Order to connect the 1MWe generator] CA3. Order fo operate the 1MWe generator
FB1. Power conditions FB10. 1MWe gensrator connection completed 4—FE2. Meet the conditions of the quidance_
FB2. Meet the conditions of the guidance
FB3. TSC launch
M————FB3 TSC launch
CA1. Order to connect the 1MWe generator
FBO. Availability of the 1MW generator and time required FE3.TSC launch Other MCRs
CA3. Order to operate the 1MWe generator FE10. 1MVWe generator connection completed
FB11. Reguest for connecting
the 1MWe ginerator (other MCRs)
SC
[CA2. 1MWe generator installation] [FBY. Availahility of the 1MWe generator and time required] [FE10. 1MWe generator connection completed]
FB4. Condition of the 1MWe generator FB4. Condition of the 1MWe generator FEB. Situation on cable installation, generator connection, and debri check/remaoval
FB5. Respondents FBS. Respondents
FB7. Debri situation on the driving path FB6. Weather conditions, Etc.
FB7. Debri situation on the driving path
FB11. Request for connecting controller
T 4
CA2. 1NIWe generator installation FB7. Debri situation an the driving path [ Algorithm/Process model ]

FE6. Weather conditions, Etc.

e = Respondents _
[CA4. Operation of the 1MWe generator] —
CA3. Order to operate the 1MWe

generater .
Control action —»

FE4. Condition of thle 1MWe generator
FES. Situation en cable installation, generator connection, and debri checkiremoval

CA4. Operation of the 1MVWe generator

Feedback —

KAERI | Risk Assessment Research Division
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Perform STPA(3/3)

3) Identify unsafe control actions

18

4) Identify loss scenario

PSF1
(Performance
Shaping Factor)

P H Stopped too
Con.t e Not providing causes hazard AT TR Too early, too late, out of order soo:,papplied
action hazard too long

Order to (UCA-1) Unit 1 MCR does not order SC to connect (UCA-2) Unit 1 MCR orders SC to install the
install the the 1IMWe generator when EDGs/AAC-DG failed [H- 1MWe generator too late when EDGs/AAC-
1MWe 1] DG failed [H-2]
generator

(UCA-3) SC does not perform cable installation when | (UCA-6) SC installs (UCA-7) SC performs cable installation too

Unit 1 MCR ordered to installation it [H-1] the 1IMWe late when Unit 1 MCR ordered to installation

(UCA-4) SC does not perform 1MWe generator generator when it Jle]
Mobile transportation when Unit 1 MCR ordered to there was no order | (UCA-8) SC performs 1MWe generator
generator installation it [H-1] fro'm Unit 1 MCB transportation too late when Unit 1 MCR
installation (misunderstanding | ordered to installation it [H-2]

(UCA-5) SC does not perform a fuel-hose connection | the order from .

when Unit 1 MCR ordered to installation it [H-1] another unit) [H-3] (UCA-9) SC performs a fuel-hose connection

too late when Unit 1 MCR ordered to
installation it [H-2]

Order to (UCA-10) Unit 1 MCR does not order Unit 1 FO to (UCA-11) Unit 1 MCR orders Unit 1 FO to
operate the | operate the 1IMWe generator in Unit 1 when SC operate the 1IMWe generator too late when
1MWe completed installing and reporting it [H-1] SC completed installing and reporting it [H-2]
generator

Operation of
the IMWe
generator

(UCA-12) Unit 1 FO does not operate the IMWe
generator when Unit 1 MCR ordered to operate it
[H-1]

(UCA-13) Unit 1 FO does not prepare pre-conditions
to operate the 1MWe generator when Unit 1 MCR
ordered to operate it [H-1]

(UCA-14) Unit 1 FO operates too late the
1MWe generator when Unit 1 MCR ordered
to operate it [H-2]

H-1: (Unit 1) Failure of connection/operation of the 1MWe generator

H-2: (Unit 1) Too late for connection/operation of the 1MWe generator

H-3: (SC) Delayed response or improper execution

Operator experience
Available time

Task complexity

Number of secondary tasks
Workload

Situation awareness

And so on.

1 Park, J,, et., al., Inter-relationships between performance shaping factors for human reliability analysis of nuclear power plants , Volume 52, Nuclear Engineering and Technology, 2020



Insights

& It enables systematic thought experiments on countermeasures
when dealing with a complex web of interests

J The existing MACST equipment operating system is a written document.
Whereas, STPA provides a base for specifically simulating the decision-
making process for MACST equipment under multi-unit accidents.

J The derived UCAs are suitable for identifying and specifying potential sub-
tasks for operation of MACST equipment.

J In addition, factors that are not task failures but may cause disruption to
site resources (SC, TSC, EOF, etc.) or delay response can be specifically
identified.

Researches applying STPA | Human/Organizational decision-making model for MACST equipment

19

Application of the STAMP/STPA framework to the
identification of a multi-unit HRA elements

Jong Woo Park?, Sung-Min Shin’, Yong Suk Lee? and Jinkyun Park!"
*Korea Atomic Energy Research Institute
*Future and Challenge, Co. Ltd

8 Abstract

o The safety of nuclear power plants (NPPs) is the upmost goal to justify their
0 sustainability. One of the traditional approaches to plish this goal is to identify

the catalog of accident scenarios that could catise the occurrence of undesired results

12 (e.g, core damage). Indeed, this is the virtue of the probabilistic safety assessment
13 (PSA) or probabilistic risk assessment (PRA) technique, Fukushima Daiichi accident
14 raised many technical issues challenging the traditional PSA mainly focusing on a
13 single-unit. One of the technical issues is the necessity of the multi-unit PSA (MU-
16 PSA). This implies that, in terms of the traditional human reliability analysis (HRA)
17 supporting for the traditional PSA, various kinds of technical issues should be also
18 resolved for supporting the multi-unit HRA (MU-HRA). One of the technical issues is

the identification of HRA elements for conducting the MU-HRA. For this reason, a

20 framework that can be used to distinguish HRA elements for supporting the MU-HRA

21 is proposed based on the concepts of the STAMP/STPA (System Theoretic Accident
22 Model and Processes/Systems Theoretic Process Analysis). As a result of the case

23 study, it is expected that the proposed framework can be used as an effective tool for
22 identifying HRA elements for supporting the MU-HRA.

26 Keywords: Human reliability analysis, Human reliability analysis element, System
27 Theoretic Accident Model and Process, Systems Theoretic Process Analysis, Multi-

28 units, Nuclear power plants

author:

Application of the STAMP/STPA
framework to the identification of a
multi-unit HRA elements, Jong Woo
Park, Sung-Min Shin, Yong Suk Lee and
Jinkyun Park, 2023

*Under review now*
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Research background

21

Why don't we do
a quantitative analysis
without failure information?

®© ®© © o o3

) 3 gi i
H 2 §3
.
| 3 .
32 e CRN o}

Not Statistical processing
enough of failure history
data
(Large
uncertainty)
No exist :
Quantitative failure Application of industry-average
information is required
for PSA of DI&C system, No commonly
BUT agreed -
methods yet
Analytical/Testing
approach to system

KAERI | Risk Assessment Research Division
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Approaches

LARGE LOCA SIT INJECTION (4/4) ~ SAFETY INJECTION HOTLEG WJECTION ~ CONTAINMENT HEAT .. .
@/4) REMOVAL BY SPRAY (| g0 | goeo Mit t 1 cee
ea ITiIgation mean
1 oK
Selbell has a relationship with [k
Gess12 |OOp A p |00p B
2 |
GSIHL
3 o}
equental, diverse, or reaunaan
IE-LLOCA Gsi14 R -
Assigning
5 |
SIT INJECTION FORM re | a t I Ve
SIT (474)
weight
I T T 1
FAILURE OF SAFETY | [ FAILURE OF SAFETY | [ FAILURE OF saFeTy | [ FAILURE OF sareTy
INJEC. TANK TKO1A INJEC. TANK TKO1B INJEC. TANK TK01C INJEC. TANK TKO1D
PATH TO DELIV. FLOW| IPATH TO DELIV. FLOW| IPATH TO DELIV. FLOW| PATH TO DELIV. FLOW|
GSISITIA GSISITiB GSISITIC GSISITID A1 Order to cofhect the THWe generator
FB9. Availability of the 1MWe generator and time required FB3.TSC launch Other MCRs
]
GA3. Order to operate the 1MWe generator FE10. 1MWe generator connection completed
I T T 1
FB11. Reguest for connecting
SIT 1 TKO1 A DISC. DVI NOZZLE 1A SIT 1 ISOLATION
CIVV245 FAILSTO | | INJECTION C/V V247 | | LINE MOV 644 FALS | | 2T TKOIAFALE the 1hiWe generator (other MCRs)
FAILS TO OPERATE TO REMAIN OPEN
GSI-CV245 GSI-CV247 SIMVT1A-644 SITKB1A-SITO1A
.924e-4 .601e-6
4.45e-8 6.67e-8'
wwannrs an
1
SIT TKO1 A SIT 1 TKO1 A DISC.
DISCHARGE C/V V245 C/V V245 CCF TO
FAILS TO OPEN OPERATE
SICVO1AV245 GSI-CV245-CCF
1.3e-5
—_— T 1
SIT 1 TKO1 A DISC. SIT 1 TKO1 A DISC. SILINE C/ CA2. IMWe generator installation FB7. Debri situatign on the driving path
C/V V245 CCF TO C/V V245 CCF TO 215,225,235,245 CCF
‘OPERATE (2/4) OPERATE (3/4) TO OPEN ’ ™ FB6. Weather conditions, Etc.
GSI-CV245-CCF2Q GSI-CV245-CCF3Q Unit 1 FO FB5. R§spondents
1.107e- o
"1';3:;:‘@ [CA4. Operation of the 1MWe generator] | Controller |
[ T 1 [ T 1 CA3. Order to operate the 1MWe generator
2/4 CCF OF DVI LINE 2/4 CCF OF DVI LINE 2/4 CCF OF DVI LINE 3/4 CCF OF DVI LINE 3/4 CCF OF DVI LINE 3/4 CCF OF DVI LINE I
C/V 215,245 C/V 225,245 C/V 235,245 C/V 215,225,245 C/V 215,235,245 C/V 225,235,245 \ FB4. Condition of th 1MWe generator CO ntro F d b k
SICVW2Q-V215/245| |SICVW2Q-V225/245|  [SICVW2Q-v235/245| [sic stov sicv cad Ope‘ration P —— FBS. Situation on cble installatien, generator connection, and debri checkiremoval Actions eeabac
.941e-8 .941e-8 1.041e- .041e-8, 041e-t
1.3e-5' 1.3e-5' 1.3e-! 1.3e-5 1.3e-5 |
ntnass ntnass nonis nonie nonie C
ontrolled process
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Approaches

23

* Modeling the sequential/diverse/redundant
correlation between control loops Basic principle of

importance quantification

I*e  Assign relative weights on each control

S [ esvssreemnns kT loop based on operation strategies ’ Bas_ed on the Yvelghts
——————————————————————————————————————————————————————————————————————————————————————————————————————— assigned, the importance of
tE=rr A5 each component is
Control(CTL) N | S 5 lculated b luating th
The generated CA is A3 |- Congroller calculate Yeva ua |r.1g €
transmitted to the AG extent to which a particular
actuator(s) Control Actions,.i $Feedback component impairs the

soundness of each step of
control loop when that
component is unavailable.

Decision(DEC) Controlled process

A controller
determines the CA
generation based on
the FB(s) received

Re-construction of each control loop in

STAMP in one direction .
 The importance calculated

in one control loop is then
integrated through a
product with the weight
assigned within that
mitigation mean.

Instrumentation(INS)
FBs referred to for CA
determination are
generated by
sensor(s) and
transmitted to the
controller

Assign relative weights on some components
according to the impact for

CA generation/decision/execution

instead of failure information

KAERI | Risk Assessment Research Division
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Approaches | importance of a component in an SF

Importance of a component (IM) in an SF OC extent to which a particular component impairs the soundness of each

step when that component is unavailable

se12 A SF degraded/failure
* 1 51 entation and control steps.

sca>

Instrumentation

degraded/failed

(FB generation/transmission) (CA generation)

Decision

degraded/failed

Control
CA (transmission/execution)
degraded/failed

IMCnigrij = 1 (n =)

INS  _ _
IMgpjsij = WrBkgg;; (0 = K)

ZgEGIn|FBkSFi,j Wg|FBkSFi,j

o
INS  _ E
IMjyjsFij = (WFBkspi,jZ Wa FBker:: + 2 WrirBKk
&= gE€Gn|FBkspj ' 8IFBKsE | f€Fn|FBkgpj * {IFBKsF i

where G, |FBksg; - A group of front-end interfaces transmitting FB k via the interface n in SF i, j

where Fy, |[FBkgg; - A group of front-end interfaces transmitting FB k other than the interface n in SF i, j

IM[;§g i; = max{IMpyspi(2) 1z = 1.y}

where v is the number of MCS of actuators in SF i,j

ZgEGIn|MCSZSFi,j WgSFi,j

IMipsrij(2) = 5

where Gy, |[MCSzgg ;5 : A group of actuators receiving CA i via the interface

nin the MCSz in SF i, j

where Fy,|[MCSzggj; : A group of actuators receiving CA i other than the
interface n in the MCSz in SF i,

8€GIn|MCSzg i j Wesrij +ZfEFIn|MCSZSF ij Wiski,

CTL  _ _
IMgnfseij = Waygr;; (0 =)

KAERI | Risk Assessment Research Division
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Approaches | importance of a component for entire mitigation procedure

& Importance of a component in a control loop being integrated with weights on the logical correlation model

Mgnimx = Xy=1 T, Yi=1 Wpcy {WCAi (Wsp;; - IMg;IﬂSSFi,j)}
Mcnmx = 29=1 T, Yi=1 Wecy {WCAi(WSFi,j . I1V[cDr115|CSF i,j)}
IMgnmx = =1 21 2fes Wecy {WCAi (Wsg;; * IM{ sk i,j)}
IMpnmx = 29=1 e, Yi=1 Wpey [WCAi {WSFi,]- (IM%E@F ij T IMIcn’I|‘ISJF i,j)}]

Importance of a component in a mitigation step = integrated over “all mitigation procedure”

Mg, = ¥%-1 IM
=1 Sn|Mx

3

IM¢y = ¥%=1IM |
Cn X=1""Cn|Mx wam PC1(1/2)| Wpe,: 0.8 | Physical control 1 (Control rod drop) for reactivity control PC3(1/1){ Wpcs: 1| Physical-Control 3 for M2
IMAn = Z;l;=1 IMAn|MX —— CAI(1/2) Wc¢,y: 0.7 | Control action 1 (RPS trip signal) for control rod drop \— CA{([/]) Weag: 1
IMy.. = ZT Moo SF1,1  Instrumentation Decision Control L SF4,5  Instrumentation Decision Control
In X=1 In|Mx Wsri1: 0.8 Sensors & Interfaces Controller | (RPS) Interfaces and Actuators Waras: | Sensors & Interfaces Controller S Interfaces and Actuators
""" SF1,2 Instrumentation Decision Control §

Wsr12: 0.2 Sensors & Interfaces Controller 2 (human) Interfaces and Actuators \
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ensors & Interfaces Controller 2 (human) Interfjces and Actuators * 13 is used forsqlh instrumeNtation and control steps. ,7

26
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Feasibility study

The method was applied to a real-world 5 MW open-pool type research reactor, and the importance analysis was carried out for
the protections systems and monitoring systems including human operators required for the reactor trip function.
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Simplified block diagram of the 1&C systems . -
for the reactor trip function in the research reactor. Logical correlation of control loops Result of importance quantification
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Feasibility study

Logical correlation of control loops
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. Result of importance quantification
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Discussions

Meaning and utilization of analysis results i}

< In addition to mechanical factors, by including human factors as a controller, it is R
possible to present quantitative anaIYS|§ results without fault information. It has
the potential to be helpful in the analysis of complex and new systems. A ——

Reliability Engineering and System Safety

joumal homepage: waw.elsevier comylocste/ s

* Korea Aso: gy Resewh o, 1] Do D, 95beum 2 T, Do 34057, Ripuldl of Eeres
* Ko st of Suclar Safry, 62, Gl o, Veseong. g Dufeo, Republic f Kares

- The derived importance means whether the component is used for an g

mmmmmmmmmm

important functions and how many times the component is used in various
mitigation process.

1. Introduction function. For thia reacon, it ia difficuls for safety amalyats to sufficiently
grasp the safery characieristics of digital 1GC (DIKC) systems from
d It

J The value of importance itself does not mean the safe_tg_o_f the system. System e
safety can be implemented in conjunction with the reliability of that component; | EFEEEEE1E ==
Let's say there is a component which has a very high importance value. If that ShEemTeTE T

wesk, 20 they are not faithfully consistent with the safety analyzt's view  error probability (HEP) iz derived through buman relishiliny analssi

component frequently fails, the system safety goes low. On the other hand, if
that component rarely fails, the safety of the system goes high.

dJ Therefore, increased safety of a control system might be achieved by modifying
the system design to not concentrate importance on a small number of A novel andiaRE AU
components or by driving the implementation of high reliability for certain importance analysis of safety DI&C

components which have high importance. systems in the nuclear field, SM Shin, SH
Lee, SK Shin, Reliability Engineering &
System Safety 228, 108765, 2022
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Figure 19.1-2: Event Tree for Chemical and Volume Control System Charging Line Pipe Break Outside Containment
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Qutside| Figure 19.1-3: Event Tree for Chemical and Volume Control System Letdown Line Pipe Break Outside Containment
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- Figure 19.1-8: Event Tree for Secondary Line Break
IE-RCS-| ENsa=AID| P—
= Figure 19.1-9: Event Tree for Loss of Offsite Power
|E-ECC| ] T
s Figure 19.1-10: Event Tree for Loss of Direct Current Power
Los Figure 19.1-11: Event Tree for General Transient
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[E-EDSS L Figure 19.1-12: Event Tree for Loss of Support System
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Required probability of RVV/RRV fail to open?': ~1.24E-5 / ~2.25E-5

T NuScale FSAR
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