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The History of V6V -

PAST

oTesting oriented Y&V

oTraceability

oSafety & Security
Testing

KAERI

Present

oltem based(Embegided)

- SW

- SW + HW
- Embedded(FPGA)
- System

oStandardization

- USNRC-IEEE Stdl.

—

- IAEA-IEC Std.

Future

0 Risk based V&V

o Vulnerable of Al
Safety

- Need to know D
Background

SW
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Scope of VsV

» Safety-critical(Cat A) Software
— To develop of Safety-critical SW for delivery to a customer
— In-house
— Use of SW for Licensing (Used for regulatory body)
— COTS Software
* V&V Activities
— Review
— Audit
— Analysis, Testing & Evaluation
— Software Safety Analysis
— COTS SW Evaluation
« Exception
— Administration and Financial oriented SW such as MIS and
commercial application software(MS-Office, VISIO etc.)

KAERI 4



Before starting V&V

* Preparing of QA Manual / QA Procedure
— Work flow, Audit/Inspection Plan, Schedule and Date etc.
— Several Forms

« Establishing of Baseline on Code Cut-off Date
— Acceptable framework
— USNRC-based vs IAEA-based

« Terms and Abbreviations for dedicated projects

* Document Deliverable List
— MS-Excel or Project Management tool
— Dev. And V&V

KAERI

C /KAERI
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Flow of Acceptable Framework
Project Mgt. Procegs
Establishmgnt of
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&

SWLC Applied Code & STD
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Conceptof V&V .

QAM/QAP

SWVY(Sys Lvl-SW\Lvl)/ / Safety
Strictly SCM Analysis

COTS Dedicatipn
I depende -tl'ool ualification : Hosf/Target
VV&!\/ - FOTS DeYication : On-ling Execution

KAERI ,
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Relationship of Assurance Activitiés

SWLC Analysis Design Implementation Testing Maintenance
Tasks (SRS) (sDD) (Co) mestrian | ava) |D O R
etc)

Supported

e | T [ r SW

Supported

At a a a |SVWV

e A VA VA VA R VAR NYAY,

Evaluation V V V V V SVV

g o\ LV LV V| VSV

Support  of . .

EOTSt_SW Evaluation of a COTS Product is only done once SW FA : FCA. PA : PCA

valuation
SWLC nalysis esign mplementation estin aintenance
Tasks A(SRyS) IzSDgD) Ip(Codl)t (T:stlilaietc) M(Matnual) DOR
Review R R R SQ A
Functional
Fur FA | FA | FA [SCM
Physical
P PA | PA |SCM
In-Process
moes | AT 1A IATIA [ 1A |SQA
SW Safety
wem S | S| S| S | S [SSA
COTS SW SS A
Evaluation | Evaluation of a COTS Product is only done once
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Relationship of V8V and other assurance
NO| G Rok and Remporabl Ry

1 SQA Preparing SQAP
Performing of Review
Performing of In-process audit

2 SCM Preparing SCMP
Performing of Functional Configuration Audit and
Physical Configuration Audit

3 SVV Preparing SVVP
Analysis of traceability
Testing
Supporting of SQA review
Supporting of SSA on COTS dedication QA,Eng,

Dev.

4 SSA  Software Safety Analysis based on tracing information
on SVV
COTS Software Evaluation

KAERI 9
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Black-box Test

System Test Plan
System Test Procedure [
System Test Report [V

SMART Design | o
Spec (SRARDS) [

Test Phase(3)
System

Operation &
onara| |
Checkout Phase

(System TestOne Channe
S/W Integration Test Plan
S/W Integration Test -
Procedure K

S/W Integration Test Report

{Unit)

Black-box Test

Granule under Test

MT- IT(SW+SW) - IT(SW+HW) — ST | —
MT[MT-IT-ST]

IT(SW+SW) [MT-IT-ST]
IT(SW+HW) [MT-IT-ST] m d
ST(SW+HW+SYS] 5% Do socttn | g e

HW : Hardware

IR : Interface Requirement

IT : Integration Test

RTM : Requirement Trace Matrix
SR : System Requirement

SAR : Safety Analysis Report

S/W CT Plan

SW CT Procedure  f\——
S/W CT Test Report

(Component)

Test SWWR
est SAR)

SDS : Software Design Specification

SRS : Software Requirement Specification
SW : Software

S/W - Software

V&V : Verification and Validation

Component Test = (Module Test)
Integration Test = (Unit Test)
System Test = (One Channel Test)

Korea Atomic Energy

KAERI Research Institute
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Independence V&V Modet

2 In the comhbination of three
parameter(Technical, Managerial and
Financial) (IEEE Std-1012)

O Cross Reference Criteria

e Self-V&V - IEEE Std. 7-4.3.2

- ASME/NQA-1 2a part 2.7
» Embedded V&V [ |EC Ste-987 part 6.2

. - RTCA DO-178B

e Classical Independent V&V - UK MODOO-55 Clause 15

- IEEE Std-1012

» Modern interactive V&V
(No Interaction ((Mcmy iniera?rion)

Classical IV&V : d
Modified IV&V : Requirement -T>
Internal iIV&V  : Requirement
Embedded V&V :
<€

KAERI 12




Criteria for Traceability-

O NPP Sys. Level : SR, IR and DS
O Forward <-> Backward

- FPGA/SW : DS
Req. DS SRS Review
ID Comments

TOC/Sec  Description TOC/Sec SRS Req.

Design Phase : Anomaly Report(ANR)
Test Phase : Test Exception Report(TER)

KAERI 13



Licensing Requirement -

10CFR 50.55a(h) (Safety sys. criteria)

| 10 CFR 50 App. A (GDCs) | 10 CFR 50 App. B (QA) |

NUREG/CR-6101] | NUREG/CR-6430 ]

| NUREG/CR-6463 |

IEEE 603 (Safety sys.) ANSI/IEEE 7-4.3.2-2003
RG 1.153-7996 RG 1.152-20117 Codes
Y
| Standard Review Plan — NUREG-0800 (Ch. 7 & BTP-14) |
LCP 1 P/anningl Req. spec,| Designl(Coding) V&Y Installation Ftc
RG 1('3%2010 RG 1 '(éf\ip') 2013 RczRgf ip'ei? 3 RG 1.168-2013 (V&V, audit)
- - RG 1.170-2013 (Test docum.)
RG 1.173-2013 RG 1.171 -2013(Unit test) Regulatory |
(Development of Guide
LCP)
A4 v v \ 4 v
IEEE 730-2002 830-1998 1016-1998 1008-1987 1219-1998 982.18&2-1988 | *
1074-2006 (QA plan) (Regq. spec.) 1016-2009 (Unit test) (Maintenance) | | (SW Measures) .
(Life cycle il Bl [EME 3200] | | (Design Spec.) || [EME 3500]
Process) 1058-1998 I 1044-2009 |
[EME 3400] (Manag. plan) 329(;2003 (Anomalies class)
= (Test docum.)
1042-1987 l
e EME 3600 z —
(EME 33101 (EME 3800] 1012-2004 [ENB 4200] _
1067-7998 l (V&V)
(Quality 828-2005 [EME 3100]
metrics) (CM plan) | Lt bl
P 1028-2008 (Application  {—
1540-2001 [EME 3300] Review&Audit) quide) |
(Risk [EME 3700] Industrial
management) Code & Std.
¥
983-1986 1016.7-1993 1059-7993 352-1987
(QA plan guideline) (Design spec. gl) (V&V guideline) (Reliability anal.)
I [ENB 4100] Guidance

EPRI NP-5652
| NUREG/CR-6421 | (COTS Guideline)

EPRI TR-106439-1996
(Digital COTS evaluation) 14




VSV Requirement : Where am 17

System
Safety

-

Non- Computer
Computer System
Subsystem Safety
Safety
Hardware Software
Safety Safety
(BTP-14)

KAERI

@ ,
—m
Design Criteia :Srstemé @ % :
D 43 Porpectye 1] :
' P~
/ /  TSWRequirbments| || ' |
System HW|| Computer || Integration ~ |SW Design
£ )| W ~|SW Implementation
(Sestem) SWTest
' SW Installation
~SWO&M
. (Design Qutput)
. @@ SW Configuration Management
4B, SW Reviews/Auits :
(s P @ e

(Ref: UCRLD-12349)
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Compliance Code & STD

Implementing Rule
Notices
Code & STD

Guidline

IEC Std-62566 [+]

KAERI

IEEE Std 7-
4.3.2

IEEE 1012,
IEEE 1028

|IEEE 828
IEEE 829
IEEE 1008
IEEE 830
IEEE 1074

EPRI-TR-
106439

BTP-14

EPRI-TR-
107330

Digital
Computer
Safety

SW V&YV,
Review&Audit

SCM

SW Test Doc.
Unit Test
SRS

SWLC

Qualification for
COTS

SW Review
Gud

PLC Eval Gud

C / KAERI

16



Other Related Standards

Important to Safety System

KAERI

Safety System (Class1E)

IEC60987
Computer based Hardware

RG1.152/IEEE7-4.3.2
Safety grade Digital

Computer

[EC61500 Cat A Data
Communication

RG1.173/IEEE1074
SWLC Process

RG1.168/IEEE1012,1028
Software V&V, Review &
Audit

RG1.169/IEEE828
Software Configuration
Management

RG1.171/IEEE1008
Software Unit Test

RG1.170/IEEE Std-829
Software Test Documentation

RG1.172/IEEE Std-830
Software Requirement
Specification

IEC60880
Cat A Functional Software

[EC62138
Cat B/ Cat C Functional
Software

IEC62566

HDL Implementation Equipment Usage

[EC62645

Computer based System Security

[EC62671

Industrial Digital Equipment Usage

]
< /KAERI
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Revised NUREG-0800/BTP-14 [133), .

Software Life CycC g DC%Q)(/)Z)oups

-

N
i

)

k<

Planning Requirements Design Implementation L] Validation Installation ﬁg?ﬁ?&%f‘e
Activities Activities Activities Activities Activities Activities Activities e
R g q A A
SW Management | Requirements Design Code Listings System Build Operations
Plan Specification Specification Documents Manuals
SW Development HW & SW Installation
Plan Architecture Config. Tables
Software
QA Plan Plan(Concept) Phag p-Int](Test) Phase
Integration Installation -> | pn and Checkout ©
Plan §
[ ] 3
Installation c
Plan k=
[
- . O
Maintenance Maintenance
Plan Manuals
Training Plan Training
Manuals
7 Plans < L
Operations Plan
A 4
1%
Software Safety Requirements Design Safety Code Safety Integration Validation Installation Change Safety
Plan Safety Analysis Analysis Analysis Safety Analysis Safety Analysis Safety Analysis Analysis
Software V&V || V&V Analysis | |V&YV Design V&V Imp. A&T ||V&V Integration ||V&V Validation ||V&V Installation ||V&V Change £
Plan Report Analysis Report | |Report A&T Report A&T Report A&T Report A&T Report b £
B S
P S
Software CM CM Reqts CM Design CM Imp. CM Integration CM Validation ||CM Installation CM Change a
Plan Report Report Report Report Report Report Report
STP —f.Plang
(Ref: NUREG-0800)
SDOP Total 13 Plans = Dev(7 Plans) + V&V(6 Plans)

C / KAERI

BTP 7-14, Revision 5—
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SPM : 125 EHAHZ[BTP 7-14, Revision 5 - march
2007]

AT EQ0f 22| A =l(SMP)
2T ESof 7 A = (SDP)
S A= (SIntP)
A X| A =l (SInstP)

O 00O

o

2 A =l (soP)
S HAH = (STrngP)
o SXIE+ A= (SMaintP)

o

ZE9o EZEAE(SQAP)
ZEQof QtHA = (SSP)

ZE9of =2l 9 ASAH=I(SVVP)
ZEQo AAZ(STP)

2T EQ0] Y22 A E (SCMP)

e
e
o~
g

0O 00O0O00O

o HOHHO0|

Jok

HE jY W SHA A2 M(SDOEP)

~ = Korea Atomic Energy
KAERI Research Institute 19



A

HPD requirements
specification

(6)
Verification (9)
\

SWLC : V+V=W Model

v

HPD aspects of
system validation

(11)

HPD design

8)

HPD aspects of
system integration

Verification (9)

HPD implementation
(8.4)

KAERI

| Verification (9)

(10)
Verification (9)
\ L

1EC 83/12

V+V=W
O After 15tV and 2 V
Simple
Combined (Modified or Mixed)

)

< /KAERI

T > Cm > D

(Planning /Review)

vav

Integration

System/Req.

vav

vav

Design

Integration

20



NUREG 0800/BTP-14 : Software Qualificatfon

(Prior to use)

1. Plan Evaluation of SQA Level (10/18)
PDS(COTS+Inhouse)
Doc CDP
- SMP .
- - Direct CO[TS
~ SDP Development Team Organization Indirect COTS
— (V&YV Target) | COTS
WP becors
_ 3CM Design Output COTS Dedi) or (Tool QA Eval) A ro al
P SW Dev. Procedure SW Development Tool p p
(SRS, SDS, Code SW Management Plan  [Secure Environment]
Test plan, case, result, Under PHYSICAL/LOGIGAL (SSA)
2. SSP ManualS) CYBER SECURITY PROTFECTION
3’ CDP Evaluation of Cop#ormity
4. Cyber
Security
ool EVIEW J SSP
d Evaluation of PDS
Safety Analysis using
ANSQA SVV Tracing Info

5.T¢ \\Q
OR of AUDIT

Plan AUDIT

SQAP SVVP SCMP SDP
SPMP

(SR, SA, Testing, FCA/PCA
In-process Evaluation,
Audit Tracing) Secure

K SCM+Release Mg’t 2 1




Mapping of Acceptance Framework -

* Document Distribution Approval(DDA)

—Peer Review & Comments
—Prepared By-IR By-Reviewed By-Approved By

* Packing Policy : 13 Planning Doc.
—DOR(Dev) : SMP SDP, SIntP, SinstP, SmaintP, STrnP,
SOP
-DOR(V&V) : SQAP, SCMP, SSP, SVVP, STP, SDOEP

+ Additional Two Plans(STP & SDOEP) : BTP HICB-14, 2007, Rev. 5

KAERI 22



[1012] V8V Input-Tasks-V&V Outnirt

)

(V&V input) (V&Y input) (V&V input)
*Concept Doc L.SRS SDD
SRS . "1DD V&V input V&V input :
RS ﬁ?DSD FSRC -T(D/Test Case) .S(VVP ) -S(\>/V8E>V input)
(V&V input) [Yser Doc +IDD rCoding Std /TProc eConstraint .
*Sys TP . *User Doc s ~Constraint
; *Concept Doc *Design Std SDD ; Change Items
(V&V input *Acceptance TP *Concept Doc ||, (V&V input) Change Items
LContrac |[OF .SVV CM rconcept Doc | Loy resi ¢ DD Inst. Pack Inst. Package st package
op *User Req X boc TP &TD tPron oo |FSRCEEXE e acXB3®  toP Proc LANR
.REP eintegrity LVL a”(.‘rf:;\c;zcess 0¢ lkuser Doc .CTroc *User Doc .RZ‘E; oc User Doc L.User Doc
*RAR ‘RAR *Test Result Concept Doc
*User Req . *OP ‘RAR A -DP *Concept Doc
Previous SVVR . -DP RAR . RAR
l revious SVWR|| 5 .« s\vR| [OP .DP *Previous SVVR |5p ‘RAR
l 1 l sPrevious SVVR[\preyious svvr|ESUMMary SVWWRiGp proplem R gg Problem R
Plan *Previous SVVR .
Concept Re 1 *Previous SVVR
9 Design l
l 1 - L Installation
l‘ l g Maintenanc
(V&Y Task) [(vay Task) | [(Vay Task) i 1 ']
LSVVP Prep. || conoeot Eval| | Y- 1aSK) [y v Task) i e
Concept Eval| |.gTM Y&V _1doR) | | (V&V Task)
l/F Plan HW/SW/User eRTM et || (V&V Task)
V&V-Suppli "Req. Eval i RTM (V&V Task
( upplier| req Alloce . *Design Eval | |, *RTM (V&V Task)
*Contract Veri : (I/F Analysis L 0o vsis SRC . Accent Tp [PCA VoV 1ask) | | (V&V Task)
Analysis *STPAcceptance| ~1p, y Doc Eval .ITCE;’ES”CG Winstallation rLimited Eval | \peyised SvvP
1 *RTM P k *I/F Analysis ST ExEC Checkout *Change Eval | Lchange Eval
SA *SCM Eval Test Case ~Test Case " . TediBVV *OP Eval *ANR Eval
(V&V Output) l LSA IS TP .S'coz\cep ance Test .SA Portability
*SVVP CT EXEC l Eval
SWR - [1V&Y Outpud) s 1 Y  eremen
" .5VVR l l utput)[Ev
V&V Output

KAERI

(V&V Output)
SVVR

*ANR
TP
(Sys&Accept)

(V&V Output)
'SVVR

PANR
TP

(CT&IT)
*Test Design

1

(V&V Output)
*SVVR

(V&V Output)
}SVVR

tANR
tTest Case

TProc

tANR
tAcceptance TP

*SVVR

1ANR

1SA
-Tas{tration

*ANR
FFinal SVVR

(V&V Output)
erevised SVVP

*SVVR
*ANR

Updated SVVR

23




BTP-14 : Functional vs Process

Quality Attributes

Functional
Characteristics

KAERI

Functional Char.

Accuracy,
Functionality,
Reliability,
Robustness,
Safety,
Security,
Timing

Com

Process Char.

pleteness,

Consistency,
Correctness,
Style,
Traceability,
Unambiguity,
Verifiability

Process

Characteristics

Traceability

Ver|f|ab|I|ty

Unamblgmty

24



|EEE Std-1012

Traceability
Analysis

Correctness
Consistency
Completeness
Accuracy

KAERI

Software
Requirements
Evaluation

Correctness
Consistency
Completeness
Accuracy
Readability
Testability

Interface
Analysis

Correctness
Consistency
Completeness
Accuracy
Testability

25



Evaluation
Reault

Satisfy

Needed
Modify

Not Satisfy

Not
Applicable

KAERI

BTP-14 vs IEEE Std-1012

No. of
Acceptable
Quality
Attribute

14

BTP-14 Quality Attribute Criteria

Accuracy, Functionality, Reliability,
Robustness, Safety, Security,
Timing, Completeness,
Consistency, Correctness,

Style, Traceability, Unambiguity,
Verifiability

N/A

N/A

N/A

) No. of Quality . .
Evaluation ) IEEE Std. 1012 Quality Attribute
Atttribute L
Reault Criteria
Acceptable

TA"Y (Correctness,
Consistency, Readability,
Accuracy)

SRE? (Correctness, Consistency,

Satisfy 13 Completeness, Readability,
Testability)
IA3) (Correctness, Completeness,
Accuracy,
Testability)
Needed
0 N/A
Modify
Not
0 N/A
Satisfy
Not ; SRE? (Accuracy)
Applicable IA3) (Consistency)

TA": Traceability Analysis
SRE?: Software Requirement Evaluation
IA3): Interface Analysis

26



Framework

Organization

QA/SQA

COTS
SSA

SW

SCM

KAERI

IEC Std-62566 Criteria

Key Req.
V&V

QAM/QAP

Tool Qualification
Safety Analysis

[Design/Test]
HPD, Sys Integration,
Sys Validation

DOC/Code

Compliance

IEC 62566:2012 Criteria

9.1.1~9.14 Communication

Channel

5.4 HPD quality assurance plan From Issue to

Higher Level Std. : ASME/NQA-1(NUREG- Ending
0800/BTP-14)

9.3 Verification of the use of the Pre- Comparison,
developed ltems Dedication
[9.1.6,9.1.7,9.1.9, 9.1.10] All design

9.2 Verification Plan, 9.4 Verification of the output vs V&V

Design and Implementation, 9.5 Test-
benches

9.6 Test Coverage, 9.7 Test Execution, 9.8
Static Verification

{9.4,9.5(9.5.1,9.5.2), 9.6(9.6.1, 9.6.3, 9.6.4),
9.7(9.7.1,9.7.2. 9.7.3), 9.8}

10.2.2 System Integration Plan

10.4 Integrated System Verification
{10.4.2,10.4.4,10.4.7}

10.6 Integrated System Test Report

12.2 System Validation
{11.2.1,11.2.2,11.2.3, 11.3.1, 11.3.2}

5.5 Configuration management Thread PATH

e

/ KAERI

Comments

T MF

ANR/TER

OER

Defense
Design

Module-Unit-
System
Integration

Level of
Depth

27



Summary of IEEE Std-1012 VS IEC Std-62566-

Major/(Supporting)

SysQA(SQA)
SQA(SCM)
SVV(SSA)
SSA(SVV)
COTS(SSA)

SysQA/SQA

CO V&
S AV

SSA SCM

KAERI

SW Concept
V&V

SW Reaq.
Analysis V&V

SW Design V&V

Implementation
V&V

Test V&V(CT, IT,
ST)

Installation and
Checkout

HPD Concept

HPD Reaq.
Analysis

HPD Design

Implementation
—Functional
Simulation
—Logic
Simulation
=P&L Simulation

HPD System
Integration

HPD System
Validation

* HDL-Programmed Devices(HPD) >3



IEEE Std-1012 oriented V8V : Embedding
IEC-Std-62566

SWLC

Concept
SRS

SDS

Imp.
Test

Installation and
Check out

KAERI

IEEE Std-1012
1012

1012
1012

1012 + NUREG 7006
1012
1012

IEC Std-62566

<- (Added) Quality
attributes

<- (Added) Quality
attributes

<- (Added) Quality
attributes

<- |EC Std-62566
<- |EC Std-62566

29



Compiling of Planning phase Criteria

Management Implementation
Characteristics Characteristics
Purpose Measurement
Organization Procedures
Oversight Record keeping
Responsibilities Schedule

Risks

Security

KAERI

Implementation
Characteristics

Budget
Methods/tools
Personnel
Standards

30



SRS/SDS VGV Pass/Fail Criteria

1. SRS Evaluation
- Licensing Suitability : BTP-14 (Functional Characteristics, Process Characteristics)
. Functional Characteristics : Accuracy, Functionality, Reliability, Robustness, Safety, Security,
Timing
. Process Characteristics : Completeness, Consistency, Correctness, Style, Traceability,
Unambiguity, Verifiability
- Detailed Doc. Evaluation : IEEE Std-1012 based
. Traceability Analysis : Correctness, Consistency, Completeness, Accuracy

. SW Req. Evaluation : Correctness, Consistency, Completeness, Accuracy, Readability,
Testability

. I/F Analysis : Correctness, Consistency, Completeness, Accuracy, Testability
2. SRS Traceability : Key Requirement
- Internal : Section by Section
- External : Upper — Lower

3. Issuing Anomaly report

Evaluation Result Regulatory Basis and Standards Action
Satisfy Fully reflected! Acceptable
Needed Modify Properly reflected? Modification

. Not reflected® Revision

Not Satisfy To be determined/Later® Revision
Not Applicable Not Applicable® Acceptable

KAERI

31
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Compiling of Requirement phase Criteriga"

Check List for Requirement Phase
Software V&V Checklist for BTP—-14

Appendix A. Requirement Phase Software V&V Checklist for BTP-14)
il

Detail

CheTE ) Characteristice|

m-

Evaluation Item+

Evaluation result and Comment (FPM-01)¢

ANR No¢

VRO1-014

Accuracy requirements
should be provided foreach
input and each output
variable.#

Accuracy?

VRO1-024

Accuracy requirements
should be stated
numerically, and
appropriate physical units
and emor bounds should be
supplied.©

VRO1034

Accuracy requirements
should inchude a description
ofdatatype and datasize
for eachmput and output
variable.?

Functional
charactenstic }

(B33.11)

VR02014

Functionality requires that
the operationsthat must be
performed for eachmode of
operation be completely
specified#

Functionality<

VR02-024

Functions should be
specified in temms of mputs
to the fimction,
transformationsto be
camed out by the finction,
and outputs generated by
the fimetion @

Reliability+

VR03-014

Reliability requires thatall
requirements for fault
tolerance and failure modes
be fully specified for each
operating mode.+

VR03-024

Software requirements for
handling both hardware and

Appendix B. Requirement Phase
Software V&V Checklist for IEEE
Std-1012

Appendix B. Requirement Phase Software V&V Checklist for [EEE 8td 1012

physical laws, andbusiness nules™|

i
I P—— Detail , .
Classificationy Characteisic] - Evaluation Ttem? Evaluation result and Comment (FPM01) ANR No?
Are the relationships between |
Conectnesse | VR13-01 eachsoftware requirement andits 4
systemm tequirement comect¥
A therdationshps betveenthe (¢
Comsitence? | VRIGAIA soﬂu.‘m andsystemrequiements P
‘ specifiedto a consistentlevel of | ¢
detall?e
Bevey softwarerequement |
Traceablity traceableto asystem requirement
Anlysist VRIT-014 with suffictent detailto show . 4
(Table 1e9.2) conformanceto the system
Completeness? S
requiement’¥
A allsytemeequirements (¢
VRITH reted tosoftwareraceableto | ¢
soffware requements?
A the systemperformanceand (¢
operatmg characteristics
Acemcy? | VRIS agcmale‘?yspeciﬁedhytheuaced ¢ ¢
software requements?
Do thesoftware requvernemts (¢
satify the systemrequirements
‘ i aﬂucatec‘lmsnﬁi\'are.mﬁun the .
Software assumptions, constraints,and | ¢
Reqw:emems —— operating environment forthe
Evatuation} syem’d
(Table 1c9.2) Do thesoftware tequuements (¢
i cnmplymﬁstandard; N ;
references, regulations, policies, |

Needed insert column : Status(Open/Close, N/A etc.) after Rev. 0
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Compiling of Design phase Criteria "

Check List for SAD & SDS Phase
Software V&V Checklist for BTP—-14

" A1, Design Phase Evaluation for Software Architecture Description (SAD) in Design Activities:

o
Classificationd Cha?::t:]risﬁt A m- Evaluation Item# Evaluation result and Comment (FPM-01)- ANR Nov
Reliabihty requires thatthe combmedhardware ¢ [
VDO!- | andsoftware architecture be such thatindividual B i
01¢ | software element faihwe wall not compromise e
safety
o VDO1- | The software architecture should identify actions | ¢ I
Relsbiltye 024 | to be takenin the event of emor detection.” é ‘J ¢
The hardware and software architecture should be | ¢ [
Fumctionald | | | e e e e e )
Characterisic | VDOL- | reviewed to ve.nf_v thatthe propagation of emors 0 I
(B33214)0 03¢ |is c_om.m]led via a well-structured modular e
design.¥
VDO2- | Safety requires thatthe software architecture R - I
01¢ | mtroduce no new hazardsmto the safety system.¢' | ¢ ¢
Safetye The safety fimctions should be separated from "
: VD02- | normal aperating and overhead fimetions, with 0
02¢ | well-defined andstrictly controlled nterfaces
between them
il
A2, Design Phase Evaluation for Software Design Specification (3DS) in Design Activities-
¢
Classification] Lt - Evaluation Item? Evaluation result and Comment (FPM-01)7 ANR Nov
Characteristie:)
Accuracy requires that all calculationsbe R I
; specified in such a way thatthe aceuracy [
VDI1 rfqu.i:emems forthe caleulations will be @ ¢
Functional + satisfied
Characteristic ~ Accuracy Floating point arithmetic should be avoided;sf (¢~ I
(B3331p VD10-024) thatis not possible, special care must be taken L
to maintainthe accuracy ofthe caleulations.#
VD10-03:| ¢ [armrmrmmmmmesmrmsms oo B

KAERI

Appendix B. Design Phase
Software V&V Checklist for IEEE
Std-1012

* Apendix B, Design Phase Sofware VA CheclistforFEE $ed 10120

i
Classil'icaﬁonol D i Evaluation Jtem? Evatuation reult and Conment (FEM01)? Note?
Characteisic
VDL | sthe relonship between each deam clement |4
Ut 0 zmdLhesoi’m‘ar&icijJemem[s)corr?clﬂJ g '
. Arethe el between the desm lowerts ¢
Traceabilty+| Consitency? 0 andthe softwarerequrements specified to o : ¢
Analyss} " consitentlvel of dtal??
(Table 1034 VD22 | Are ol desin elements raceable fomihe L ,
r— 03| softwarerequrements ¢
- | Al softverequuements raceatletothe (9 .
W | degm lements]¥ ¢
VI | Does thesoftware dosin satsfythe ot (9~~~ .
01| requements? ¢
ol L. Doesmesuﬂware‘deﬂgncpmplymstandard; e
ey " refexenc\euegﬂagons:pohcles: pyseallavs, | ¢
. Comertpess? apdhume;snﬂes.ﬂ
Tiklcb3p _ DldLhedes;gnsequencesufstalesandstale‘ [
VD23- | changesusmg logi anddeta flowscouple with ;
03¢ | domamexpertice, prototypiigresuls, ngnestng | ¢
prnciples, or otherbasis Y
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Compiling of Implementation phase Criterid

» Implementation Phase Software V&V Checklist for BTP-14
» Implementation Phase Software V&V Checklist for IEEE Std-1012
« NUREG/CR-7006 Code Review Checklist

* Appendix A. Implementation Phase Software V&V Checklist for BTP-14¢

A

o * Appendix C. Implementation Phase Traceability Matrix+
Chssifation | o, D% | 1D Evaluation Iteme Evaluation result and Comment (FPM.01)2 ANR Noo .
Accuracy requires that the actual sourcecode | @ I Traceability analysisfor SDS, Code List, ud Code,
VIPOL-014 | be written so that the accuracy requirsments o a 3 DS, Code List . Code, Note
; : ote.
and accuracy design specificaions e met ) Sestion. Sub Section. Fiename: | Lower Flemame | File Name. Module name Lover Fie name. :
Special care should be taken for floating pomt | €1 i CLFPAD1_APR_INTERFACE., lpml]_agp. it CLFPMO1_APP INTERFACE., dfpm0]_agp it » )
VIPO1-02¢ | arithmetic, round-off errors, and the retention . @ [ Tl e
Accuracy? of precision during mmerical operations. ¢ CLFFMO]_DATALINK EANDLRR, S CLFPMOL DATALDK HANDLER, | cliom01 dotaink bands |
Functional Characteristice Ifmathematical subsoutine libraries arewsed, | ¢ .. I CLFPMO1 CHECK, NORM P <Tpml]_diez oy
the accuracy characteristics of the subroutines d S 3 ' ' '
VIP0L-034 | should be known and documented, and shown | , 0 CLFFMO]_DISFLAY STATUS, climd]_dipley e CLFPMO1_DISPLAY STATUS, om0l digly ld |
tomeet fhe accuracy requirements and CLFPMO]_GEN_RESET_(LOCK. om0l gen pesel & CLFFMO1_GEN RESET_(LOCK. clipm0]_gen st clk L |
accuracy design specifications + LLrj; s e
Robustess raquires fhat the system be coded ¢ CLFFMO] 10 MODULE EANDLRR, i CLFRMOL_I0 MODULE BANDLRR, | &P 75 .
Robustmess | VIPOL01# Eiﬂg away that Cfgﬁ’jﬁd data will not cause | @ ? amnl  |[CROLNEMNNR, | oo (oot CLFPMOL_ITERNAL MEMORY .| clfpm0] e - )
esafetygystemtodaly | ... ControlL ! - 1 clfom0] fep. S
u CmiLoge %mm_}:\smi_m_um_m.x_s . cﬁ:ﬂl_mm_h_dﬂ L L VSRAM BLDR_IATA L :Lrpmﬂl_mm_b«_du_dsl )
CLFPAD1_NVERAM_HANDLER., clpml]_mvm bads CLFPA0L_NVERAM_HANDLER . dfpnll mmbads, | -
* Appendix B. Implementation Phase Software V&V Checklist for IEEE Std. 10124 GRS CSIODULE FT ﬁﬁ“‘_ﬂ‘m—i"‘“. EEW_W“ORK_WDULE_H“D ;immm_mm.ﬂ’ﬂs_hﬂ ;
. Detal ) ) l I CLPPAD]_THDICATION PATTERY, :L”‘““l-"‘”“‘-“-“ CLFPA01_INDICATION TX PATTERN | cfpm] patem t5 e |
Classification+ Characteristi D+ Evaluation Item+ Evaluation result and Comment (FPM-01)< ANR No# _
w0 CLFPAU1_GEY_(LR_EREST, clipm0]_pibt_clar CLFPM0L_GEN CLF_ERRST, cipm0] bt clar, .
Coeemesse | VIPILqpe | Afe the relaiouships beoween sowee code (¢ B ¢ (LEPM] _USER,SET_PARAMETER ;L”"““L“‘f‘*‘m CLFPMO]_USER_SET PARAMETER., | cliom01 s set erem |
and design elements comrectle | ¢ N TOTCATION WRTE IVERA | o
Are the relationships between the sowrcecode (£ . [ ; 7 M, - S
Consistency<’ | VIP13-01¢' | components and design elements specified toa | | e I
Traceability Analysis¢ conststent level of detail™ ) * Appendix D. NUREG/CR-7006 Code Review Checklist for CLFPMO1e
VIP14.01¢ L EVEry SOUfCE wdi components traceable from _'J_ _______________________________ a * Quality Characteristies . Detail . Fei— Significanee,|  Evahuation result and Conment (FPALOL) . Note.
Compl the design elements ™ + ¢
V14020 ”dm design Elfﬁm“ taceable to the souree | - i e
codecompoments’™ | . - b ocemors to2 FECA

KAERI
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Raliability |

Asynchronous

CRO1-
02,

I
LogicDesign

Atteibutes .
CRO1-
03,

.
filtering of the FPGA outputs.

" | clocked withinthe FPGA, and itis expeassadacan

undsterminad stats

the output of flip-flop.

The undetemnined state resolves sl aftar hesacovery
time, which is on the order of several nsto several tens ofns
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Compiling of Test phase Criteria

« Component Test : Statement, Branch/Condition
* Integration Test : Load Balance, Resource(Memory Leak...)
« System Test : Functional, Performance, Interface, Error Injection

Example of V&V task entry and exit criteria

. EX : Component Test
-> Entry Criteria
. Component Test Plan, Test Case Data,
Driver(or Stub etc.), Test Platform/Tools
-> Exit Criteria
. Successful of all test coverage
. Statement/Branch/Condition, Expression, Finite State
Machine, Line Coverage etc.
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compiling of Installation and Checkout phase CritefTa

o Installation &
- Installation configuration Table
. Integration Level —> Phase(Intermediate
Combination) -> Target
. Priority & Risk Level
o INPUT - Integration Test Proc. - OUTPUT

(Operation and Maintenance) : Start-up, Operation, and
Shutdown, {Updating Procedure}

- Factory Acceptance Test (FAT)

- Site Acceptance Test (SAT)
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FPGA Hazard List -

- THTE T FE 2V
- NPP Level

- System Level
- Software Level
- FPGA Level(1),(2),(3), etc...
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LIC Issues

ﬁ
_

o= T

=2 a)

- Major Six

- Other Issues

KAERI
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Conclusion -

* How to make a Acceptable Framework?

— USNRC based IEEE-Std
— |AEA based |IEC-Std
— Combied Framework(IEEE Std1012 + [EC Std 62577)

* The Policy of Packing and Flexibility
« Stepping Stone Evaluation on Licensing
Suitability

— Compiling from Acceptable Framework
— Baseline of Code Cut-off Date
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