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1. Introduction

As IT technology has been much developed,
measuring nuclear 1&C (Instrument & Control) systems
also is going to be evolving. At this point, the smart
transmitter has been developed and tried to be applied.
Recently, constructed nuclear power plants in Korea
have adopted the smart meters. In case of Shin-Kori unit
3, about 59 safety grade smart transmitters and about
180 non-safety grade smart transmitters are used for
measuring various signals [1]. Fig. 1 shows the
communication between the smart transmitter and the
receiver. In the field of measuring nuclear 1&C
(Instrument & Control) systems, the cyber security
problems can happen more. Thus, providing defense
methods against possible cyber attacks are essential. In
particular, the defense schemes for providing data
information integrity will be essential. In addition, it is
necessary to detect the analog signal distortion between
the host smart transmitters and the client cabinet. In this
paper, applicable one of directions and methods against
the above two problems are proposed. With proposed
schemes in this paper, the analog signal distortion could
be detected. Also the data integrity for information
security could be provided.
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Fig. 1 Communication of Nuclear 1&C System with Smart
Transmitter

2. Research Background
2.1 Smart Transmitter

The smart transmitter has been adopted in the nuclear
power plants system. The system has the microprocessor
in order to process digital information and various
useful functions. Since the microprocessor is utilized,
the effective, useful, various softwares can be developed
and additional. In this system infrastructure, the defense
methods against cyber attacks have to be considered.

The reason is that many kinds of cyber attacks have
been tried and studied for the nuclear | & C system in
the nuclear power plants system in the world-wide. And
in the future, the cyber security problems can be more
important.

2.2 Digital System Communication Security

The recent IT technology has been much developed.
As the digital system has been developed, the field of
information security has grown significantly in recent
years. For secure from malicious cyber attacks, the
information security requirements are necessary. Those
elements include confidentiality, integrity, availability,
authentication, non-repudiation [2]. It is essential to
ensure the information data from the measuring nuclear
I&C system. In this paper, applicable methods are
proposed for cyber security in terms of integrity.

2.3 Analog Communication Signal Distortion

An electrical signal can be distorted in many causes
of attacks and disturbances. The signal integrity is a
important point of the quality of an electrical signal. In
particular, the analog signal communication from the
smart transmitter has to be provided with confidential
integrity. In the present nuclear power 1&C system, the
analog signal integrity is considered. However, in the
recent and future, advanced attacks and new causes of
signal distortion can be tried. As the new system is
applied in the nuclear 1&C system, the more efficient
schemes against signal distortion could be studied.

3. A Proposed Scheme

As explained in 2. Research Background, through the
smart transmitter many useful softwares could be
designed. Especially the software which has the secure
function of verifying information integrity could be
utilized. Fig 2. shows the example which has the
commitment scheme for a integrity between smart
transmitter and the receiver. In general, the digest and
SHA algorithms are adopted for proving integrity in
digital communication system. Those algorithms are
able to be additional in the recent smart transmitter
system. Defense schemes for integrity should get ready
before converting the information into analog signal.
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Using these proposed schemes, the integrity for digital
information between the smart transmitter and the
receiver could be provided.

Smart

Receiver ]
Transmitter

/—Eleotrieal—
o Sigrab |

+

_+_

Checking
Information
or Integrity,

(ex) Digest or SHA
algorithm

Fig. 2 Example of providing integrity in Nuclear 1&C
System with Smart Transmitter

Since the analog signal can be distorted, the
modification of the signal must have the assurance with
authorization.

4, Conclusions

The assurance of the integrity in digital information
as well as analog signals is necessary. The above
proposed schemes can be utilized for detecting the
modification of the digital information or analog signal
distortion without any of authentication. These effects
have merits of the defenses for analog signals and cyber
security in terms of information integrity. There are
many kinds of measuring nuclear 1&C system. Thus, the
applicable algorithms may be different according to the
lightness or the level of the security in each measuring
system. In the future, finding and applying the efficient
algorithms in each measuring systems in the nuclear
power plant should be studied. As the 1&C system will
be gradually digitalized, the requirements for basic
security concepts should be considered and applied.
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