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1. Introduction

Fault tree analysis (FTA) is one of the most widely
used safety analysis technique in the development of
safety critical systems. However, over the years, several
drawbacks of the conventional FTA have become
apparent. One major drawback is that conventional
FTA uses only static gates and hence can not capture
dynamic behaviors of the complex system precisely.
Although several attempts such as dynamic fault tree
(DFT) [1], PANDORA [2], formal fault tree (FFT) [3]
and so on, have been made to overcome this problem,
they can not still do absolute or actual time modeling
because they adapt relative time concept and can
capture only sequential behaviors of the system. Second
drawback of conventional FTA is its lack of rigorous
semantics. Because it is informal in nature [4], safety
analysis results heavily depend on an analyst’s ability
and are error-prone. Finally reasoning process which is
to check whether basic events really cause top events is
done manually and hence very labor-intensive and time-
consuming for the complex systems [5].

In this paper, we propose a new safety analysis
method for complex safety critical system in qualitative
manner. As illustrated in Fig. 1, we introduce several
temporal gates based on timed computational tree logic
(TCTL) [6] which can represent quantitative notion of
time. Then, we translate the information of the fault
trees into UPPAAL query language and the reasoning
process is automatically done by UPPAAL [7] which is
the model checker for time critical system.
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Fig. 1. Overview of proposed approach.

2. Definition of Fault Tree Gates

In this section we introduce new temporal gates
based on TCTL to describe dynamic behaviors of
system which changes its states as time goes on, and
define the temporal gates, some dynamic gates and
static gates in terms of ‘Name’, ‘Symbol’, ‘semantic’
and ‘meaning’.

2.1 Definition of Temporal gates

We develop several temporal gates and make a
concrete semantic for each of them based on TCTL
syntax. The partial results are illustrated in Fig. 3.

Name: Promptness gate
Symbol: Pr.,,
¥ Pr_,

Graphical Notation:

¢ U
Semantic: AG[¢$ = AF_, U] (etis any rational numberfrom Q)
where d,bi=p || <] & V U] El6U] | AlpUB]
p = AP, atomic propositions,
z £ D, formula clocks,
o = W(CUD), constraints over formula clocks and automata
clocks

Meaning;: 1\ occurs within e time units after ¢ has occurred.
a) Promptness gate
Name: Continuity gate

Symbol: Ct., Ct

=t

Graphical Notation:

b b
Semantic: AG[$ 2 AG_, ] (ais any rational numberfrom Q )

where, biz=p |~ ¢ [ V b | E[GUD ] | Alp U]
p £ AP, atomic propesitions,

z € D, formula clocks,

o« = ¥(CLID), constraints overformula clocks and automata clocks

Meaning;: { continues forat least o time units after ¢ has occurred.
b) Continuity gate
Fig. 2. Definitions of some temporal gates.
2.2 Definition of Dynamic gates
In other to use existing dynamic and static gates in
the work, they should be represented in a form of

computation tree logic (CTL). We redefine them in
CTL and some of them are illustrated in Fig. 4.
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Name: Priority-AND (PAND)gate
Symbol: PAND
Graphical Notation:
¢ b
Semantic: AG[¢ 2 AF Y]
where g, b=p |- ¢ |d VU EX$ [E[PUG][AlpUL]

p E AP, atomic propositions,

Meaning: | occurs at some point in time after ¢ has occurred.

a) PAND gate

Name: Cold Spare (CSP) gate |

Symbol: CSP CSP

Graphical Notation: | |
¢ b
Semantic: ¢ || 1 (treated as ‘or gate in the proposed approach)

where g, bi=p [~ | & Vb EX [E[6UG] | AlpUY]

p E AP, atomic propositions,

Meaning: Qutput occurs if and only ifall spare events (inputs) occur.
b) CSP gate

Fig. 3. Definitions of some dynamic gates.

3. Translation from Fault Tree into UPPAAL Query
Language

All the information of a fault tree is translated into
UPPAAL query language for automatic verification.
First, fault tree gates are translated to corresponding
UPPAAL query language based on transition rules
between TCTL and UPPAAL query language. In Fig. 4,
corresponding expressions of fault tree gates are
illustrated.

: A imply A<= && z<
Pr.| : All{¢imply A<=(d ) I
.
Ct,) * All(¢ imply A[J(b &2 =) !
P [ & &&

—
@ : E[l(¢imply A<= () &&z = ) ! I

wsP [: & &&D
: A[l(bimply A<= ) -
ars [ o

Fig. 4. Fault tree gates and their corresponding expressions in
UPPAAL Query.

Digital feed-water control system (DFWCS) which is
Benchmark system in [8] is analyzed with fault tree
analysis and partial results of the analysis (partial fault
tree) and its translated result are illustrated in Fig. 5.

In Fault Tree

o $,==EG[, > AF.. ¢.]
!'J(_Fl'l:u..lf:'!s o $y== b, (logically same)
' tenaning | be ==, && &, == EG[d,

> AF.. b 8% ¢,

. ¢’s ==AG[ s g AG:!G (@!__]
== AG[(EG[¢, = AF_..
61 8& ) > AGq b

by Control Failure
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el bg==A[J((E[)(, imply
- m E Az>( &, && z=t,)) && $,)
oy b imply A[]($. && z, = t,))

Fig 5. Exampled fault tree and translated result.
4. Conclusions

We demonstrated that the proposed approach was
useful for providing formal, automated and qualitative
assistance in informal safety analysis. Although a tool
to automate our method is being under development,
we expect that the method become promising to even
large scale complex system with tool support.
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