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1. Introduction 

 
To enhance the reliability of the safety grade 

Programmable Logic Controller (PLC), a variety of 
fault tolerant method are utilized [1, 2]. In this paper, 
the Multiple Redundancy Controller (MRC) is 
introduced. This controller is configured for multiple 
modular redundancy (MMR) composed of dual modular 
redundancy (DMR) and triple modular redundancy 
(TMR). The architecture of MRC is briefly described, 
and the Markov model is developed. Based on the 
model, the reliability and Mean Time To Failure 
(MTTF) are analyzed. 

 
2. Architecture 

 
As four independent channels are typically 

configured in nuclear safety systems, component 
failures and consequential determination by the output 
logic are important requirements. Thus, as shown in 
Fig.1, the basic structure of SPLC for advanced nuclear 
safety systems is designed by applying TMR to a single 
rack, which satisfies the physical simplicity, high 
reliability, and availability, and also can cope with 
undetected failures. In this architecture, the input/output 
and processor modules are configured for TMR and the 
data communication, power, and bus modules are 
configured for DMR. The data communication module 
is designed to keep the control and status data being 
separated [3], and the bus is designed as a serial bus that 
has strengths in redundancy, high speed, and scalability. 
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Fig. 1 Architecture of MRC 

 
As shown in Fig.1, the process value that could be 

either a digital value or an analog value flows into TMR 
AI/DI. The output from each DI/AI flows into TMR 
PRO through DMR bus. Each PRO selects one out of 

two normal buses and performs a voting logic with the 
3 results from TMR DI/AI. The result of voting logic of 
TMR PRO goes to TMR AO/DO. As the TMR PRO 
does, each AO/DO selects one out of two normal buses 
and performs a voting logic with the 3 results from 
TMR PRO. Then, the analog/digital voter selects a final 
value by using its voting logic.  

 
3. Markov Model 
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• 26	:	Every	module	in	the	SPLC	is	in	a	normal	state	(initial	state)	
• Fail	:	Every	module	in	the	SPLC	is	in	a	failed	state:	Failure	rate	of		corresponding	module	

 
Fig. 2 Markov model of MRC 

 
Fig. 2 represents the Markov model of the MRC. 

Based on Fig.1, AI, DI, PRO, AO, and DO are 
configured for TMR, and PWR, SCC, SSC, IOBUS, 
and CBUS are configured for DMR. Failures in each 
group (DMR or TMR) module or the voter cause the 
SPLC to fail. Therefore, the failure rate of SPLC is 
expressed as the sum of the failure rates of each group 
module and the voter.  

Any failures of in the 10 group modules or the voter 
in Fig. 11 cause the SPLC to be in a failed state. By 
using Fig. 10, the reliability function is obtained as 
follows: 

   = ∫  = ∫∑    = 
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 = 3 + 3 − 6 + 3 − 2 
  −  +  

   
(1) 
where  Λ  = Λ + Λ + Λ + Λ + Λ + Λ + Λ +Λ + Λ + Λ +  , [Λ Λ Λ Λ Λ Λ Λ Λ Λ Λ ]=[Λ Λ Λ Λ Λ Λ Λ Λ Λ Λ ]
,[         ]=[         ] Λ =  	 	 = 1~5, Λ =  −  	 	 = 6~10  

 
MTTF is defined as follow [4]:  
 MTTF = ∫ R (t)dt 																			                     (2) 
 
where R (t) = The reliability function of the MRC 

 
3. Analysis 

 
Fig. 3 shows the reliability function of MRC with 

various failure rates. It is assumed here that failure rates 
of all modules in MRC are the same as λ, and Fault 
Coverage Factor (FCF) is 0.9. As shown in Fig. 3, the 
reliability decreases drastically as time increases in case 
that the failure rate λ is higher than 10/hour. Thus 
the failure rate of each module in the SPLC should be 
less than 10/hour. 
 

 
Fig. 3 MRC reliability vs. time with various failure rates 
  

 
Fig. 4 MRC MTTF vs. FCF 
 

Fig. 4 shows the MTTF of SPLC depending on FCF 
when the failure rate of each module is the failure rate 
in [5]. When FCF = 0 and 1, the MTTF becomes about 
19,000 hours and 50,000 hours, respectively. The 
MTTF increases by 4 months as FCF increases by 0.1. 
Thus, it is necessary that the diagnostic ability 
influencing Fault Coverage Factor (FCF) significantly 
has to be strengthened. 

 
4. Conclusions 

 
In this paper, the architecture of MRC for nuclear 

safety systems is described. The MRC is configured for 
multiple modular redundancy (MMR) composed of dual 
modular redundancy (DMR) and triple modular 
redundancy (TMR). Markov models for MRC 
architecture was developed, and then the reliability was 
analyzed by using the model. From the reliability 
analyses for the MRC, it is obtained that the failure rate 
of each module in the MRC should be less than 2 × 10/hour  and the MTTF average increase rate 
depending on FCF increment,	i. e. ∆MTTF/∆FCF, is 4 
months/0.1. 
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