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1. Introduction

Intuitively Field Programmable Gate Arrays(FPGA)
technology is replacing the high level of micro-
processor type equipped with various software and
hardware which causes acceleration of the aging and
obsolescence, and demands for system modernization in
I&C system in Nuclear Power Plants. FPGAs are
highlighted as an alternative means for obsolete control
systems. When the instrumentation and control system
of NPPs is designed with FPGAs, it is important to
meet the system development life cycles and conduct
the verification and validation activities regarding to
FPGA-based applications. Because the knowledge of
both the software and hardware is needed in a FPGA-
based application design, engineer should consider the
characteristics of FPGA such as faults mode, and
optimization technique. And also these characteristics
should be reflected in verification and validation
activities.

2. FPGA-based Applications
2.1 Development Life FPGA-based
Applications
FPGA-based applications have been developed in
consideration of the needs described above, and should
be developed according to Figure 1 in IEC 61513[1],
the system development life cycle complemented in
IEC 60880[2] and IEC 62138 for software development,
and IEC 60987[3] for the hardware development of a
computer based system. The core design requirement of
FPGA-based application is based on the IEC 62566[4]
standard, which addresses the HPD (Highly-reliable
Programmed Devices) in nuclear society. IEC 62566
illustrates in more detail the phases between the
specifications of the requirements and validation for the
system components.

Cycle for

System reugrinmenty. speication

[ selection of pre-siering |
cqupment/equipment famaty

System detaited design and implementation

Ppplication softeare
development/gencration

Development of mewr sydteas
software and hasdware features

Equipment (ystem softaare And

hardusare) procursment

System imtegration

| Systemm wakdtion I

Sy ierdallativm

Fanctional validition |

System medtization I

Figure 1 IEC 61513 System Development Life Cycle

2.2 Characteristics of FPGA-based Application Design
The FPGA delivers tremendous advantages of
flexibility, productivity, and performance to industry.
With these advantages, it can be applied to nuclear
power plants. To ensure its application, it is necessary
to investigate the characteristics of FPGA-based
applications design and inherent potential faults. The
FPGA inherently has a glitch problem owing to this
time-delay, which can be hazardous or cause potential
faults to the instrumentation and control system of
nuclear power plants. These features can cause a
metastability to occur Therefore, software engineers
should be able to identify the timing problems in a
design and modify or optimize the design. The design
process and verification process should proceed
iteratively, and together, until the logic and devices are
ensured, such that the required functions are guaranteed
and no potential faults are found. Nevertheless, with
these limitations, the system designers of nuclear power
plants try to use FPGA nowadays.

2.3 Fault mode of a FPGA

Engineers should consider the fault modes of a FPGA
in terms of hardware and software faults. The hardware
fault mode is usually related to short or open in the
circuits of FPGA. The software fault mode is a type of
design error caused by humans. Each clock used in
FPGA, no matter the rate of the clock, has a low skew.
Logic circuits use boolean gates to perform certain
functions as a result of certain inputs. An ideal gate has
an instantaneous change in state when its inputs change,
but in reality there is actually some delay. Engineers
need to investigate and collect faults that have occurred
during HDL programming. In FPGA, fault modes are
mostly timing problems. The setup and hold time
violations are mostly caused by asynchronous timing.
Engineers should consider the setup and hold time for
the design process. A setup and hold time violation may
cause metastability, glitch, and other timing problems.
And also a time variation such as a setup or hold time
violation may be caused by the device heating.
Software engineer or logic designer always thinks
synthesized hardware, because FPGA is controlled by
clock. In the implementation phase, potential faults,
mostly timing hazard, are below.

Table. 1 Classification of fault modes

Fault modes
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Clock slack «Loose state of clock timing, as in Figure 2

Clock skew Unintended state of the different arrival times in
different flip flops with the same clock, as in Figure
3

Glitch «Glitch in digital logic is a short-lived fault in the

logic system owing to a change at the input. Glitch is
the inherent characteristic of logic design caused by
asynchronous timing, as in Figure 4

Metastability | «Metastability is an undefined state, when the output

of the flip-flop is not 0 or 1, as in Figure 5, and is
mostly caused by setup/hold time violation.
Asynchronous logic can create a matastability state
that can seriously degrade the performance of the
design or destroy the functionality.
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2.4 Optimization to reduce the potential faults

Up to now, potential faults have been addressed in the
design and implementation phases. To reduce or
eliminate the potential faults, it is important to fix the
setup and hold time. The optimization techniques are to
fix the setup time and the hold time. An optimization
technique such as a karnaugh map is also applied to

reduce the number of gates and the delay time in a
circuit.
Setup time fixing techniques are as below.

1) Reduce the combinational logic delay by
minimizing the number of logic levels.

2) Split the complex combinational logics.

3) Use a double synchronizer using flip flops.

Hold time fixing techniques are as below.
1) Add delays on the input ports, if the delay time
is needed.
2) Adjust the clock speed.

3. Conclusion

When engineers design the instrumentation and
control system of NPPs with FPGA, they generally
decompose the function of system into subsystem or
blocks, and then implement the function of system into
a FPGA chip. At that time, top-down approach will
enhance the generic design process. hardware
description language provides both the top-down
approach and bottom-up approach, and various
advantages. It is important to meet the system
development life cycles and conduct the verification
and validation activities regarding to FPGA-based
applications for used in NPPs. This paper presented
faults mode in FPGA-based applications that are
important to design and implementation phases.
Engineers need to investigate and collect faults which
have occurred during a HDL programming. And also
engineer should consider optimization technique. In the
verification and validation processes, a review, test and
analysis activities should be properly conducted in the
consideration of the characteristics of FPGA, HDL
programming, and faults mode.
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