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1. Introduction

The use of digital technology is increasing in I&C 
nuclear I&C systems. The use of digital equipment may 
improve their reliability and reduce maintenance costs. 
But, the design characteristics of nuclear I&C systems 
are becoming more complex and the possibility of 
cyber-attacks using software vulnerabilities has been 
increased. This paper addresses secure coding 
technologies which can reduce the software 
vulnerabilities and provides secure coding application 
guidelines for nuclear safety I&C systems.  

      
2. Background

2.1  Software Error Lists 

Much vulnerabilities which have been used by the 
attackers were caused by software errors. So the IT 
industries have gathered the information such as 
software errors and security weaknesses which might 
cause the software vulnerabilities. 

CWE(Common Weakness Enumeration) provides a 
set of software weaknesses that is enabling effective 
selection and use of software security tools and services 
that can find these weaknesses in source code[1]. CWE  
provides over than 8 hundreds software programming 
defects, design defects and architecture defects which 
can introduce security vulnerabilities.

In 2011, MITRE published the top 25 most 
dangerous software errors[2]. The 2011 CWE/SANS 
Top 25 Most Dangerous Software Errors is a list of the 
most widespread and critical errors that can lead to 
serious vulnerabilities in software. They are dangerous 
because they will frequently allow attackers to 
completely take over the software, steal data, or prevent 
the software from working at all. The list is the result of 
collaboration between the SANS Institute, MITRE, and 
many top software security experts in the US and 
Europe.

The Common Cyber Security Vulnerabilities in ICS 
are the results of the ICS security program which was 
performed by DHS in U.S[3]. The U.S. Department of 
Homeland Security (DHS) National Cyber Security 
Division’s Control Systems Security Program (CSSP) 
performs cyber security vendor assessments and asset 

owner cyber security evaluations to reduce risk and 
improve the security of ICS. The examples of the 
common ICS software/product weaknesses are 
improper input validation, poor code quality, permission, 
privileges, and assess controls, improper authentication, 
etc.  

2.2 Secure Development Methodologies

Microsoft SDL(Security Development Lifecycle) is a 
software development process that helps developers 
build more secure software and address security 
compliance requirements[4]. The principals for 
developing secure software of the Microsoft are secure 
by design, secure by default, secure in deployment and 
communications. The Microsoft SDL is changed when 
the Microsoft’s security policy is changed. 

CLASP(Comprehensive, Lightweight Application 
Security Process) methodology was developed by 
Secure Software Inc[5]. CLASP is architectural, 
repeatable and predictable technique. CLASP provides 
detailed information such as best practices, the 
high-level security services, core security principles, 
role and activities for building secure software. 

The SevenTouchpoint methodology was suggested 
by McGrow[6]. He suggested that the security functions 
and activities for each lifecycle phase can help reducing 
the software vulnerabilities. That methodology required 
the seven touch points which must managed by 
software developers. These are core review, 
architectural risk analysis, penetration testing, 
risk-based security tests, abuse cases, security 
requirement and security operation.

   
2.3 Secure Coding Standards

Secure coding standards they provides the coding 
rules during implementation phase for reducing 
software errors. Recently, government has 
recommended that the software for public should be 
developed with secure coding standard. Table 1 shows 
the differences between several coding standards[7-10].

3. Secure Coding Guidelines for safety I&C Systems  

3.1 Applications for safety I&C Systems
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For applying secure coding for nuclear safety I&C 

system, developers shall select the security defects 
based on software error lists related to nuclear safety 
I&C systems. The countermeasures for removing these 
security defects should be defined and be applied to the 
target systems. Fig. 1 shows the applying methods for 
removing security defects.

Fig. 1. Applying methods for secure coding

The security defects can be removed not only by 
coding rules during implementation phase but also by 
operational and management controls during operation 
phase. The countermeasures for security defects can be 
developed by the following points.

 design and architecture: design architecture and 
detail contents for system

 implementation(coding): coding based on system 
design 

 operation: providing services after finishing system 
development

Table 2 shows the examples of the countermeasures 
for security defects.

Table 2. Examples of the Countermeasure 
for Security Defects

3.2 Guidelines for Secure Coding

The secure coding is a set of activities which can 
reduce the software errors which cause the software 
vulnerabilities. Guidelines for secure coding should be 
defined for reducing software errors. Followings are 
guidelines which must be included essentially.

 
 define the software errors which can reduce security 

vulnerabilities in project initial phase
 train the developers about the identified software 

errors and countermeasures
 implement software with consideration for software 

errors which can cause the security vulnerability
 manage each applying items with consideration for 

characteristics of the security vulnerabilities and the 
target system

4. Conclusions

Software defects, bugs and logic flaws have been 
consistently the primary causes of software 
vulnerabilities which can introduce security 
vulnerabilities. In this study, we described a applying 
methods for secure coding which can reduce the 
software vulnerabilities. Software defects lists, 
countermeasures for each defect and coding rules can 
be applied properly depending on target system’s 
condition.

Coding
 Standard

C 
Standard

Security 
Standard

Safety 
Standard

Internati
onal 

Standard

CWE None/all Yes No No

MISRA C2 C89 No Yes No

MISRA C3 C99 No Yes No

CERT C99 C99 Yes No No

CERT C11 C11 Yes No No

ISO/IEC TS 
17961

C11 Yes No Yes

MPAS C[8] N/A Yes No No

NUREG/
CR-6463

C90 No Yes Yes

Table 1. Differences between Coding Standards.

Software Defects
Execute coding using improper 
privilege

Description

Executing code with higher 
privilege than required least 
privilege can lead to software 
defects or affect other defects 
triggering.  

Phase

Design 
and 

Architect
ure 

- execute code using least 
privilege
- identify functions and assets 
which require special privilege 
and defer the privilege 
elevation point as late as 
possible.   

Implemen
tation

(Coding)

- validate inputs before 
executing user inputs with 
special privilege
- allocate special privilege 
specifically such as read, write 
and network socket, etc.

Operation
- operate with security 
configuration for service 
system
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We expect that the results of this study can help 
developing the secure coding guidelines and 
significantly reducing or eliminating vulnerabilities in 
nuclear safety I&C software. 
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