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1. Introduction 

 
As digital technologies have been applied to nuclear 

power plants (NPPs), cyber security has become one of 
important issues in nuclear industries. U. S. NRC 
published the regulatory guide 5.71 (RG 5.71) in 2010 
[1]. Korea Institute of Nuclear Nonproliferation and 
Control (KINAC) has prepared the regulatory standard 
RS-015 [2] based on RG 5.71. RS-015 defines the 
elements of a cyber security program to be established 
in nuclear facilities and describes the security control 
items and relevant requirements. Cyber security 
assessments are important initial activities in a cyber 
security program for NPPs. Cyber security assessments 
can be performed in the following key steps: 

1) Formation of a cyber security assessment team 
(CSAT); 

2) Identification of critical systems and critical digital 
assets (CDAs); 

3) Analysis of defense-in-depth protection strategies; 
and 

4) Plant compliance checks with the security control 
requirements in RS-015. 

 
Through the assessments, the current status of 

security controls applied to NPPs can be found out. The 
assessments provide baseline data for remedial activities. 
Additional analyses with the results from the 
assessments should be performed before the 
implementation of remedial security controls.  

The cyber security team at the Korea Atomic Energy 
Research Institute (KAERI) has studied how to perform 
cyber security assessments for NPPs based on the 
regulatory requirements [3,4]. Recently, KAERI’s cyber 
security team has performed pilot cyber security 
assessments of a Korean NPP [5]. Based on this 
assessment experience, considerations and checkpoints 
which would be helpful for full-scale cyber security 
assessments of Korean NPPs and the implementation of 
remedial security controls are discussed in this paper. 

 
2. Considerations and Checkpoints 

 
In this section, considerations and checkpoints are 

discussed for the above four assessment steps and the 
additional analysis stage for the implementation of 
remedial security controls.  

 
2.1 Formation of Cyber Security Assessment Team 

 

In general, information technology (IT) cyber security 
experts and plant engineers form CSATs. IT security 
experts do not have experience with plant systems and 
work environments, while plant engineers are in general 
unfamiliar with cyber security requirements. Without a 
basic understanding of both domains, the assessments 
may not be comprehensive and the results may not be 
satisfactory.  

For a better CSAT, IT security experts should have 
basic knowledge on plant systems and work 
environments, and plant engineers should understand 
the meaning of security controls as well as overall plant 
systems and the tasks performed by plant personnel. The 
quality of assessments depends on the knowledge of 
CSAT members on both cyber security requirements 
and plant environments. Hence education contents for 
individual CSAT members should be different based on 
their background knowledge.  

 
2.2 Identification of Critical Systems and CDAs 
 

In this step, a CSAT identifies critical systems first 
then identifies CDAs. According to the critical system 
and CDA identification criteria in RS-015, if a plant 
system is determined not to be a critical system, then 
any digital assets in the system will not be considered as 
CDAs. These digital assets will be placed out of scope. 
But any digital assets in NPPs should be managed with 
caution, since they can provide unexpected attack 
pathways to CDAs. For an example, if a digital asset, 
which is not a CDA, has I/O ports, then these ports can 
be used for attack pathways against CDAs in the plant. 
Hence, these ports should be managed in disabled status 
when they are not used. It is important in this step to 
identify all the digital assets in a NPP site. This 
identification process should cover the whole plant 
systems and equipment. For this purpose, there should 
be a comprehensive list of plant systems with which a 
CSAT can determine that any digital assets are not left 
as unidentified in this identification step. 

There can be an argument regarding the level of 
decomposition when identifying CDAs. Decision on the 
level of decomposition can be made to be a level of 
elements for which technical security controls can be 
addressed. 
 
2.3 Analysis of Defense-in-depth Protection Strategies 

 
Korean NPPs have been constructed for generations. 

Defense-in-depth protection strategies are related to the 
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safety classification of equipment. The classification of 
safety grade equipment may not be the same among 
NPPs. It will cause a problem if defense-in-depth rules 
for a new NPP would be applied consistently to old 
NPPs. For some network connections which do not 
satisfy defense-in-depth protection rules, it is 
recommended that additional analyses are performed 
carefully around these connections at the system level or 
for a group of CDAs, rather than just around the related 
CDAs. 

It is also recommended that the concept of physical 
protection areas and physical access controls is 
considered along with the defense-in-depth protection 
strategies for cyber security. 
 
2.4 Plant Compliance Checks with the Security Control 
Requirements 
 

RS-015 requires the assessments to address all the 
security controls. Difficulties in this step stem mostly 
from the assessment activities deciding which security 
requirements should be applied to CDAs and how to 
implement security controls into CDAs in order to 
comply with the requirements. More than one hundred 
security controls are mentioned in RS-015, and it is 
reported that there may be about a thousand CDAs in an 
NPP.  

Assessments in this step are time consuming and also 
require considerable efforts for checking plant 
compliance with the requirements. Assessments in this 
step are very important activities for ensuring cyber 
security in NPPs. Once the assessments make any wrong 
decisions on security features, then these features will 
exist as hard-to-detect security flaws for a long time. 
The quality of assessments heavily depends on the 
capability of CSAT when interviewing plant system 
engineers and reviewing various plant documents. If the 
compliance are checked without careful analyses of 
plant environment including potential threats and attack 
vectors around the system to be assessed. There should 
be adequate training for CSATs to perform these cyber 
security assessments with an acceptable level of 
assessment quality. 

From the experience of pilot assessments, it can be 
estimated that the compliance checks need at least 10 
working days for a plant system. This implies that 
several months to a year may be required for the 
compliance checks of a whole NPP.  

KAERI cyber security team has developed a software 
tool CSAMS based on the pilot assessment experience 
[6]. By using CSAMS, a CSAT can draw an overall 
structure of a system and obtain baseline cyber security 
information for CDAs in the system. CSAMS provides 
standardized questionnaires with the list of CDAs and 
detailed checkpoints relevant to each regulatory 
requirement. CSATs can perform the compliance checks 
with the regulatory requirements effectively in a 

consistent manner and in time lesser than the 
assessments without CSAMS.  

 
2.5 Analyses for the Implementation of Remedial 
Security Controls 
 

The security control requirements which are not 
satisfied in NPPs are identified through the compliance 
checks. Some security features may be not installed at 
all and others may need improvements. There can be 
many implementation options of a specific security 
control. Evaluations of the options, based on some 
criteria such as easiness and cost for the implementation 
and effectiveness for cyber security, should be 
conducted along with analyses of the impacts on 
existing plant systems by the implementation. It should 
also be considered that these evaluations and analyses 
must also take considerable time and may require a lot 
of communications with outside entities such as 
designers or vendors.  

There are no guidance documents available for such 
evaluations and analyses. Practical guidance documents 
for the evaluations of security control implementation 
options and the analyses of impacts should be 
developed to design and implement right security 
controls.  

Ref. [7] indicates protective measures in layers, from 
surface to core, ‘policies, procedures, awareness,’ 
‘physical security,’ ‘perimeter defense,’ ‘network 
segmentation,’ ‘asset hardening,’ ‘application 
hardening,’ ‘protocol and transport defense,’ and 
‘embedded device hardening.’ Rockwell Automation’s 
defense-in-depth security is a five-layer approach 
focusing on physical security, network security, 
computer hardening, application security, and device 
hardening [8].  

It can be said that technical security controls play at 
the deeper layers of protective measures than 
operational and management security controls. It will be 
better to implement technical security controls as much 
as possible. In general, operational and management 
security controls can be breached more easily than 
technical security controls. In operating NPPs, the 
implementation of technical security controls may have 
many limitations. Operational and management security 
controls may be selected as alternatives to the technical 
security controls that are not implemented. These 
alternative operational and management security 
controls will form a sole layer of protective measures. 
The alternative security controls should be developed 
elaborately and maintained carefully. Plant guides and 
procedures for the alternative security controls should 
describe cyber security activities at digital asset level, 
neither at the system level nor at the plant level, such 
that plant engineers and/or cyber security personnel can 
manage the activities with each digital asset without 
omission.  
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It can also be recommended to perform another 
process to estimate risks that can be caused without 
remedial technical security controls and to design 
alternative operational and management security 
controls that can eliminate or mitigate the risks. 
 
 

3. Conclusions 
 

Cyber security assessment is one of important and 
immediate activities for NPP cyber security. The quality 
of the first assessment will be a barometer for NPP 
cyber security. Hence cyber security assessments of 
Korean NPPs should be performed elaborately. 
Considerations and cautions described in this paper, 
based on KAERI cyber security team’s assessment 
experience, can contribute to better cyber security 
assessments of Korean NPPs. 
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