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Functional Verification of FBD

____________________________________________________________________________________________

* Functional verification of FBD (Function Block Diagram) is important ‘

« FBD is a design model for PLC (and FPGA in the NuDE framework) ‘

» Detection errors early (design phase) = Can reduce costs and increase quality ‘

« Software design errors are often only detected during final test or after delivery ‘
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How Adequately the Testing has been Performed?

“Test Done = Test Plan Executed and All Codes Executed”

Functional Coverage Code Coverage

+ = Requirements Coverage * = Structural Coverage

* How many lines are executed, how many times

« This coverage will be defined by the user °
expressions, branches executed, etc.

« User will define the coverage points for the functions to
be covered

« 100% of functional coverage is always required * Users use code coverage to reach those corner cases
‘I which are not hit by the test cases.

— Unfortunately, errors and bugs are often found in the
corner cases.
* To assure a high quality of functional verification, code

coverage is important as well as functional coverage 'I
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+ Code coverage is collected by the simulation/testing tools.
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Introduction
l/ -------------- e — \ \|
. » We applied two code coverages to FBDs ‘ :
E * (1) Toggle coverage , (2) MC/DC coverage E
1 Ml
i » Defined coverage criteria for FBD simulation i
L} A 1
| + If the coverages is not 100%, it means that E
: the verification may be insufficient or the FBD may have unintended errors or bugs. | !
1 ;|
« We developed a set of supporting CASE tools ‘
» Developed two CASE tools ‘FBDSim’ and ‘FBDCover’ E
H
« Can simulate FBDs and measure the code coverages of the FBD simulation |
_
+ Objective : measuring the coverages during simulation E
(a sequential/continuous operation environment, not a single execution) :
|

| };EBL&WH:&M _____________________________________________________________________________________ 4 -7
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Toggle Coverage & MC/DC Coverage

____________________________________________________________________________________________

« Toggle Coverage ‘

One of the oldest measurements of coverage in hardware design

Measures the bits of logic that have toggled during simulation E

« Can be measured in logic simulation
* Ex) 1-to-0 and 0-to-1 — 100% toggle coverage
P

« MC/DC Coverage ‘

« Control flow-based structural coverage of the most highest level, in practice
»  Widely applied to C/Java programs

Case # A B ouT A B
1 T T T o) o) 100% MC/DC
= (T,T), (FT), (T.F)
2 T F F (o)
3 F T F (o)
4 F F F

e e e e = e e o e o o o e e e e = =
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Toggle Coverage in FBDs

P e e e e e e e e e e e e e e T T e e e e e e e e e e T T T .

- Toggle Coverage in the FBD ‘

*  Two application targets : (1) Output toggle, (2) Block toggle

— (1) Output toggle : an output is toggle during the simulation

— (2) Block toggle : a function block’s output is toggle during the simulation
* Ex) If an output is not toggled, we may doubt that

— the output variable is not tested - simulation may be insufficient.

— the output variable is unreachable > the logic may have dead codes — a logic-fix requires

L

____________________________________________________________________________________________

e n— [TV 3, 54
- &
10000 = 15000 = 25000 AND BOOI & 1 -0

LT_INT_2
PY OUT: i I s

T e— S
20000 ORBOL 4 01 Toggled!

IMP . ) AND ROOL_; - 1 0-> 1

0
AT E] 0 - , - i TRIP
TRIP LOGI} - 0B INIT ST. -
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MC/DC Coverage in FBDs

« MC/DC Coverage in the FBD ‘

+ Based on the typical MC/DC principle
« Measure the MC/DC coverage of a function block

+ Ex) If any block does not cover 100% MC/DC coverage, we may doubt that
— the block is not tested - simulation may be insufficient

— the block is unreachable - the logic may have dead codes — a logic-fix requires

T e e e e = e e o e o o o o o =

____________________________________________________________________________________________

| Inputs MC/DC
AND BQOOI _ 0 OQL_: AND IN1, IN2 (0,1) (1,0) (1,1)
- k OR IN1, IN2 (0,0) (0,1) (1,0)
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Block Toggle Coverage (An Example of Insufficient Simulation)

1 (always)

EONKUK
UNIVERSITY

10

LT_INT 2

- i |

If((always) 10 ~ 20

000

AND BOOI

PV OUT{=—— |

RNG MAX]

LT_INT 3

" i |

20000

MDL E]

AT E]

TRIP LDGL]

OR_BOOL_£

OB INIT ST.

AND BOOI |

T ]

« |nsufficient simulation ?

 If the variable 'PV_OUT’ is always located between MIN and MAX,

— The block ‘LT_INT_2' is never toggled. — 0% toggle coverage

« User can add more test cases to toggle the function block

* Ex) PV_OUT = 0~9 and next PV_OUT > 10 (again)

' DEPENDABLE SOFTWARE
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Output Toggle Coverage (An Example of Unreachable Code)

MDL E]
AT E]

TRIP LDGL]

RNG MI LT_INT_2

- i |

AND BOOI

LT_INT 3

(e d—— |, & ]

OR_BOOL_£

3 OB INIT ST.

True (if fixed)

AND BOOI |

False {

L

T ]
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Unreachable ?

If the variable ‘OB_INT_ST' is always true?

— The output variable ‘TRIP’ is never toggled. — 0% toggle coverage

User can modify the logic
Ex) remove ‘AND BOOL’ block

Ex) change the ‘OB_INT_ST’ variable (i.e., constant) to an (simulation) input variable

always)
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MC/DC Coverage (An Example of Insufficient Simulation)

10
i I 100% MC/DC
- i T |(1. 1) (always)
If|(always) 10 ~ 20000 Arur)_mm;'/ 2> (1,1), (0,1), (1,0)

LT INT A
v ouTi=— | ‘<‘1_|—
i

RNG MAX]
20000 OR_BOOL ¢

MDL E} Q AND BOOI |

[ar_E] i i 1 TRIP
TRIP LOGI} ] OB INIT ST -

* Insufficient simulation ?
 If the variable 'PV_OUT’ is always located between MIN and MAX,
— The input of 'AND_BOOL' is always (1, 1) — 33% MC/DC coverage

« User can add more test cases to toggle the function block

* EX)PV.OUT =0~9 and PV_OUT = over 20000
0, 1) (1, 0)
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MC/DC Coverage (An Example of Unreachable Code)

2
7 [ric_rmi-—, _LT—<IN_T—% 100% MC/DC
| < / 2> (1,1), (0,1), (1,0)
LT INT 2 i 7
T+
RNG MAX i <|
OR BOOL_¢
MDL E i AND_ROOI
(AL E] - - (]
TRIP
TRIP LOGI} - -

Unreachable ?

If two inputs of the upper ‘LT_INT_2' are exchanged (due to a logic error)
— It means “PV_OUT < MIN and PV_OUT < MAX"
— The condition (1, 0) is never generated. — The max MC/DC is 66%

User may have a chance to identify the (hypothetical) error and fix the logic

D EEEEEEEEE SOFTWARE 1 1
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The Tool Development

« We develop two tools: (1) FBDSim (2) FBDCover

& FBDSIm

* FBDSIm *

Model input

=

= |

X|

o]

console

Simulation result & &
CiUsers\ELI-SUB\D e

Input File : |F3:1.Users1EUI-SUB\Desklop‘.nudelFIX_RISING.me Open
POU List

() FIX_RISING

Simulation

Model File : |C:\Users\EUI—SUB\Desktop\nude\.FIX_RlSING.me | Open
Senario File : |C:\Users\EUI—SUB\DesHop\nude\Scenario.brl | Open

Simulation

FBDSIim

EPENDABLE SOFTWARE
LABORATORY

B[]
* *
FBDCover
SEEET 5L Total Toggle Coverage
Scenario_1_33
Scenario_1_32 Rank
Scenario_1_35 Scenario_1_41 -~
Scenario_1_34 Scenario_1_40
Scenario_1_31 100.0% Scenario_1_1
Scenario_1_30 Scenario_1_26
Scenario_1_29 Scenario_1_23
Scenario_1_26 Scenario_1_46
Scenario_1_25 Sronarin 1 43 b’
Toggle Coverage MC/DC Coverage Total MC/DC Coverage
Rank
66.0% Scenario_1_41 -
20.0% Scenario_1_40
Scenario_1_1
Scenario_1_26
Scenario_1_43
Scenario_1_32 Scenario_1_32 Scenario_1_23
Srenarin 1 4R v
UnCoverd_Togale UnCoverd_Toggle (Total)
@[3 PTRIP_LOGIC B (33 LT_INT_2 (localld : 28) -
-2 TRIP - (33 LT_INT_2 (localld : 29)
& (21 TRIP_LOGIC B (21 AND_BOOL_2 {localld : 70)
- [ FteT B[ AND_BOOL_2 (localld : 71)
-] TtoF -2 AND_BOOL_2 (localld : 30) hd
UnCoverd_MC/DC UnCoverd_MC/DC (Total)
E-[1 AND_BOOL_2 (localld : 39) 521 LT_INT_2 (localld : 29) b
IRRERY -[Z1 AND_BOOL_2 (localld : 70)
IRCR) =00
D 1,0 D (0,1)
- [21 GE_INT_2 {localld : 7) [ (1,00 b
FBDCover
13
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« FBD Simulation Tool

* Input: (1) FBD program in PLCopen TC6 XML format , (2) Simulation scenario
« Output: (1) Simulation result, (2) Coverage information
« Embedded in FBD Editor

e

7
L T T T T L T T L T L L T e -
cETTIH e e
Far = 5
+. & FBDCover D=
. I * FBDCover *
s & FBDSIm 5] | ===
" Scenario_1_33 -
* - * Scenario_1_32 Rank
Scenario_1_35 Scenario_1_¢1 -
= =k - FBDSIm
= Model i t COnSolE Scenario_1_31 T Scenario_1_1
odel inpu Scenario_1_30 Scenario_1_25
( P e ———r B
Input File : |C\Users\EUI-SUB\Desktopinude\FIX_RISING xml Open ; == Scenaro_1.28 : @
. = Cilsers\EUI-SUBDe nao )
F B D Ed I to r Toggle Coverage MCIDC Coverage Total MC/DC Coverage
POU List Rank
390% Scenario_1_41 »
= Scenario_1_40
) FIX_RISING oo a1
- Scenario_1_26
* Scenario Generator - - Scenario_1.43
Woss! gt Simulation AT R
InputFile : [CAcrgwinome eI _RISING aml Opan| [Bodt ot FICRISHG i . - - —_— i
Model File . |C\Users\ELI-SUB\Desktopinude\FIX_RISING xml Open L wmmmm - -,Jaa” T ;” — -
e oGP 9 G2 LTNT_2 ocata- 29
] Senario File : |C:‘.Users‘.EUI-SUEI‘.DesIclop\nude\Scenario.m | Open 7 AS'i;ij‘c e amtid
Soenario name pe Inimal Value Rate [ ok v -3 AND_BOOL_2 (localld : 30) v
1 mour  mr Bosos oo ) - G oG [RGorera_HoDG (roan
1 RNG_E B00L 9 0 Simulation & £3 AND_BOOL_2 (localld  39) A|[ # 23 (_T_2 docana:29) -
1 MDL_E BOOL o < > Oan & ADuD,Buuuuoczuu:my
1 AE BODL ] Jo Dwen an
3 Oan Owon
i OBLINIT_STA BOOL 0 o J GE_INT_2 (localld : 7) ] O oo ]
FBDSim
num 0
= FBDCover

Scenario Generator
]&EPENDABLE SOFTWARE 14
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FBDCover

\

« Coverage Measurement Toy

* Input:
— Coverage information from
FBDSim
* Output:

— Graphical coverage result

« Embedded in FBD Editor

* Notifies ranks of scenarios

* Notifies uncovered elements

|}
L}
L}
1
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
[}
L}
L}
[}
L}
L}
I
[}
L}
L}
L}
L}
L}
L}
L}
1
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FBDCover
* FBDCover *
Scenario List

Scenario_1_33
Scenario_1_32
Scenario_1_35
Scenario_1_34
Scenario_1_31
Scenario_1_30
Scenario_1_29
Scenario_1_26
Scenario_1_25

Toggle/MCDC Coverage

Toggle Coverage

66.0%

Scenario_1_32

of-a-scenario
MC/DC Coverage

39.0%

Scenario_1_32

]EG::I;]'I{(}PJI(IJl(
UNIVERSITY

E=

= || == E:a

Total Toggle Coverage

Total Toggle Coverage

Rank

ScenarRau}k[ing ~
Scenario_1_40
Scenario_1_1
Scenario_1_26
Scenario_1_23
Scenario_1_46

Sronarin 1473

Total MCIDC Coverage
Total Toggle Coverage

Rank

Scenario_1_41 ~
Scenario_1_40
Scenario_1_1
Scenario_1_26
Scenario_1_43

Scenario_1_23
Sranarin 1 AR

80.0%

nCoverd_Toggle

nCoverd_Toggle (Total)

#-[21 PTRIP_LOGIC » B3 LT_INT_2 {localld : 28) ~
-1 TRIP 53 LT_INT_2 {localld : 29}
=-[23 TRIP_LOGIC Uncovered &3 AND_BOOL_2 (localld : 70)
[ FtoT Toggle @[3 AND_BOOL_2 (localld : 71)
[ TtoF Coverage v B-(E3 AND_BOOL_2 (localld : 30) v
nCoverd MCI/IDC nCoverd_MCI/DC (Total)
-1 AND_BOOL_2 (localld : 39) s -3 LT_INT_2 (localld : 29) e
----- 1011 =23 AND_BOOL_2 (localld : 70)
----- 0O 1) - ~Dan
----- O 10 \ -
-2 GE_INT_2 (locyld : 7) v “- 7 (1,00 v

Uncovered MC/DC condition

N\

15
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Ranks of FBDCover

« Highest rank scenario vs. Lowest rank scenario of toggle coverage

« Provide valuable information to improve simulation scenarios

%
* FBDCover *

Scenario List

FBDCover

Total Toggle Coverage

Scenario_1_33
Scenario_1_32
Scenario_1_35
Scenario_1_34
Scenario_1_31
Scenario_1_30
Scenario_1_29
Scenario_1_26
Scenario_1_25

. Rank
Scenario_1_41
Highest =
Scenario_1_40
100.0% Scenario_1_1
Scenario_1_26
Scenario_1_23
Scenario_1_46

Srenarin 1 47

Toggle Coverage MC/DC Coverage
97.0%
Scenario_1_41 Scenario_1_41

Total MC/DC Coverage

Rank
Scenario_1_41
20.0% Scenario_1_40
Scenario_1_1
Scenario_1_26
Scenario_1_43
Scenario_1_23

Srenarin 1 AR

5
* FBDCover *

Scenario List

Scenario_1_33
Scenario_1_32
Scenario_1_35
Scenario_1_34
Scenario_1_31
Scenario_1_30
Scenario_1_29
Scenario_1_26
Scenario_1_25

(Toggleooverage \ MCIDC Ci age

28.0%

Scenario_1_22 Scenario_1_22

UnCoverd_Toggle

UnCoverd_Toggle (Total)

=27 Toaggle Coverage
v (77 Output Toogle
(27 Block Togale

B3 LT_INT_2 (localld : 28)
-3 LT_INT_2 (localld : 29)
&[22 AND_BOOL_2 (localld : 70)
#-[23 AND_BOOL_2 (localld : 71)
-3 AND_BOOL_2 {localld : 30)

UnCoverd_MC/IDC

UnCoverd_MC/DC (Total)

#-[51 OR_BOOL_4 (localld : 61)
#-[21 SEL_INT_2 (localld : 62)

3 LT_INT_2 (localld : 29)
[£3 AND_BOOL_2 {localld : 70)

i

B3 SEL_INT_2 (localld : 63) =[] (1,1
#-[21 SEL_BOOL_2 (localld : 64) =7 0,1
B-[23 AND_BOOL_2 (localld : 43) -7 (1,0)

/

FBDCover

Total Toggle Coverage

Rank

SLENANU_1_249
Scenario_1_30
Scenario_1_31
Scenario_1_34
Scenario_1_11
Scenario_1_44

Scenario_1_28

Lov

Total MC/DC Coverage

Rank
Scenario_1_41
20.0% Scenario_1_40
Scenario_1_1
Scenario_1_26
Scenario_1_43
Scenario_1_23

Qrenarin 1 4R

UnCoverd_Toggle

UnCoverd_Toggle (Total)

= [Z7 Togagle Coverage
v (77 Output Toogle
- (23 Block Toggle

B33 LT_INT_2 (localld : 28)
-3 LT_INT_2 (localld : 29)
-3 AND_BOOL_2 (localld : 70)
-1 AND_BOOL_2 (localld : 71)
-3 AND_BOOL_2 {localld : 30)

UnCoverd_MC/DC

UnCoverd_MC/DC (Total)

-1 OR_BOOL_4 (localld : 61)
B [21 SEL_INT_2 (localld : 62)
B2 SEL_INT_2 (localld : 63)
#-[51 SEL_BOOL_2 (localld : 64)
-1 AND_BOOL_2 (localld : 43)

- (23 LT_INT_2 (localld : 29)

B £ AND_BOOL_2 {localld : 70)
D 1,1)

D (0,1)

D (1,0)



http://cse.konkuk.ac.kr/

KU

Uncovered Elements of FBDCover
* Notify elements which are not simulated

« After improving the scenarios, user can re-simulate them seamlessly
" *FBDCover *

Scenario List

=

Total Toggle Coverage

Scenario_1_33 ~
e Scenario_1_32 Rank
O apD Scenario_1_35 Scenario_1_41 ~
D suB Scenario_1_34 Scenario_1_40
{1 Bina |8 Scenario_1_31 Scenario_1_1
ry 5 LT INT 2 ! 100.0% _
{1 AND - - Scenario_1_30 Scenario_1_26
{0or - Scenario_1_29 Scenario_1_23
 — Scenario_1_26 Scenario_1_46
q LT_INT_4 - -
QComparlsu. @ % _ —<-—_ Scenario_1_25 - R[ranarin 147 b
Bor Ml
D | Togale Coverage MCI/DC Coverage Total MC/DC Coverage
N
! LT_INT_3
{1 Conversion « g | 7 Rank
Deootto.. & [RiG md—— . | <I Scenario_1_41 ~
QijME‘mUW @ 97.0% 20.0% Scenario_1_40
=1/O | Properties = | |E > 04 ¥~ O o SR Scenario_1_1
=) S . o )
Property Value RS 7 Scenario_1_26
Excution_order 0 3 Timer @ I@ H Scenario_1_43
localld 28 L ToF — Scenafio_1. 41 Scenario.1_41 Scenario_1_23
Location 320,2250 IToN Sranarin 1 4R b/
MName LT INT 2 N 2
L selection = | & UnCoverd_Toagale UnCoverd_Toggle (Total)
(23 LT_INT_2 (localld : 28) £s #-[C0 LT_INT_2 (localld : 28) o
B E3 LT_INT_2 (localld : 29)
| > #-F3 AND_BOOL_2 (localld : 70)
Localld 28 / _ -3 AND_BOOL_2 (localld : 71)
LT I NT 2 block B -[E1 AND_BOOL_2 (localld : 70) - -3 AND_BOOL_2 {localld : 30) b
- - UnCoverd_MCIDC UnCoverd_MC/DC (Total)
Loca"d 28 i~ 23 OR_BOOL_4 (localld : 61) £s (21 LT_INT_2 (localld : 29) £
_INT_2 {localld : 2 _2(localld :
(23 SEL_INT_2 (localld : 62) = [£3 AND_BOOL_2 (localld : 70)
(1 ) 0) toggle (3 SEL_INT_2 (localld : 63) I 0 ()
(32 SEL_BOOL_2 (localld : 64) - [ wom

-3 AND_BOOL_2 (localld : 43) v Lo 0 m.0 v
EPENDABLE SOFTWARE
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CASE STUDY
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Case Study

P e e I I e e e e e e e T T T e T T T T e e I T T e e s

« We performed a case study with an example replicating a KNICS APR-1400 R
BP

- ‘FBDSim’ automatically simulates a set of FBD scenarios and checks toggle and
MC/DC coverage

27 FBD Editor «om usies: 4 uee e

r

« We used our tool-set of

]

— FBD Editor = Il

— Scenario Generator

FBDSim g';5=enariu Generator * - -

- e = = = e e e e e e e e e e e e e e e e e e e e e e —
i

— FBDCover o

e e e e e e e e = e e = e e e e e e e e e e e e e e e = e e = ]

ks 0 LT B 5 ”
L C DT (T
ke L o ke & % H T, alti ; 1)
s HEFL —— - v WA _] G § "
EPENDABLE SOFTWARE 19
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Case Study

e EEE e E E e e E e e e e e E E E E E E E E E E E E E E E E E E E E E m E E m m m m m —m m —mmmm ===

( i
1 . . 1
++ We found covered elements and oved the scenarios and the e
| unda uncover men na improv nari n nre- ;
' imulated with th i '
1 simulated with the scenarios. I
1 1
I |
1 |
1 }
N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e T OO
& FBDCover =
* *
FBDCover
= FBDCover [J[=E
& J|=/Ed Total Toggle Coverage
* *
FBDCover
Rank
i FBOCover mEns SLendiu_1_o =
@ /1= d Total Toagle Coverage Scenario_1_34
g FBDCOVer & Scenario_1_33
Rank 100.0%
B Scenario_1_47
FBDCover =B Scenario_1_89 * T
& ok Total Toggle Coverage N ’1’19 Scenario_1_0
© FBDCOVGI’ w S:enanofﬂl} Scenario_1_68
Rank S:enano_1_27 = Scenario_1_22 ~
i ~ cenario,
Scenario List Total Taggle Coverage 64.0% Seenario_1.58 Sceﬂanu_1_74
Scenario_1_33 Scenarlo_1_64 - - Total MC/DC Coverage
Scenario_1_32 Rank Scenario_ Scenario_1_75 =
Scenario_1_35 Scenario_1_58 -~ Scenario_1_47 i Srenatia 4 Bd Rank
i Scenario_1_57 S 1_47 ~
Scenario_1_34 Sceﬂar!njjg o1 Total MCIDC Coverage cenario_1_:
Scenario_1_31 Scenario_1_f3 Scenario_1_81 Scenario_1_48
Scenaria_1_30 Scenario_1_64 v frenarin 1 89 M Rank 97.0% Scenario_1_53
Scenario_1_61 i Scenario_1_89 ~ Scenario_1_83
. Total MCIDC Caverage -
Scenario_1_26 Scenario_1_62 . Scenario_1_19 Scenario_1_81
Scenario_1_25 w Sranarin 1 A7 [ Rank 91.0% Scenario_1_7 Scenario_1_82
v
Scenario_1_56 ~ Scenario_1_27 Srenatn 1_RQ
Toggle Coverage MC/DC Coverage Total MC/DC Coverage 67.0% S 1
Scenario_ Scenario_1_74 lunCoverd_Toggle (Total)
Rank Scenario_1_58 Scenario_1_75 - (%3 Total Toggle Coverage
40.0% 1005 Scenario_1_58 ~ Scenario_1_64 Srenarin 1 39
. Scenario_1_59 Scenario_1_65 lunCoverd_Toggle (Total)
Scenario_1_63 Scenario_1_47 -2 Output Toogle -
Scenario_1_64 ) Srenarin 1_&7 2 3 PTRIP_LOGIC —
Scenario_1_61 lunCoverd_Toggle (Total) (3 TRIP lUnCoverd_MC/DC (Total)
Scenario_1_29 Scenario_1_29 Scenarlo_1_62 (2 OutputToogle [ 3 TRIP_LOGIC - (3 LT_INT_2 {localld : 29) e
Scecads A7 = -£3 PTRIP_LOGIC _ £ PTRIP v (23 AND_BOOL_2 (localld : 70)
[UnCaoverd_Toggle [UnCaverd_Toggle (Total) 3 TRIP [UnCaoverd_MC/DC (Total) Oan
-3 Toggle Coverage -3 Total Toggle Coverage -3 TRIP_LOGIC 4 || =~ £3 Total MCIDC Coverage A % ©,1)
v L -
[ Output Toogle [ Output Toogle - '3 PTRIP & (£ SEL_BOOL_2 (localld : 68) a0
(3 Block Toggle (3 Block Toggle lUnCoverd_MC/DC (Total) (Z3 SEL_INT_2 (localld : 69)
4 |[=-£3 Total MCIDC Coverage S -1 LT_INT_2 (localld : 27)
3 SEL_BOOL_2 (localld : 63) b (3 LT_INT_2 {localid : 28) b 1 00% 97%
lUnCoverd_MCIDC lUnCoverd_MCIDC (Total) (3 SEL_INT_2 (localld : 69) I
=3 MCIDC Coverage =27 Total MCIDC Coverage -2 LT_INT_2 (localld : 27) o o
3 SEL_BOOL_2 (localld : 68) 3 SEL_BOOL_2 (localld : 68) (39 LT_INT_2 (localld : 28) b4 97 /0 91 /0
(3 SEL_INT_2 {localld : 69) (3 SEL_INT_2 (localld : 69) !
(3 LT_INT_2 {localld : 27) (3 LT_INT_2 {localld : 27)
(3 LT_INT_2 {localld : 28) [ LT_INT_2 {localld : 28) 64% 67%
]
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Case Study (Example)

NT_.
[
]
OR_BOOL_:
DLE—— = AND_ROOL
DLE _I_ b PTRIP
A e ————
OB INIT SH
OR_BOOL_¢ AND BOO
—1 S | TRIP
1 1/0 | O Properties & =
HE)
Property Value
Excution_order 0
localld 70
Location 960,2460
Name AND_BOOL 2
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i == BIE|x
* *
FBDCover
EEETE 0L Total Toggle Coverage
Scenario_1_41 ~
Scenario_1_37 Rank
Scenario_1_36 Dtenano_1_a -
Scenario_1_39 gcenarfo_:ll_gj
Scenario_1_33 LR Sce”arfof(ﬁ
Scenario_1_91 Scenar?o_‘]_o
Scenario_1_90 Scenarlo_1_58
Scenario_1_93 Cenarfo_ -
Scenario_1_92 v SHTETL L ¥
Toggle Coverage MCI/DC Coverage Total MC/DC Coverage
Rank
49.0% Scenario_1_47 -~
Scenario_1_48
97.0% Scenario_1_53
Scenario_1_83
Scenario_1_81
Scenario_1_22 Scenario_1_22 Scenario_1_82 3
Srenarin_1 RO
UnCoverd_Toggle \ UnCoverd_Togagle (Total)
=[] Toggle Coverage @ [Z3 Total Toggle Coverage
7 Qutput Toogle
3 Block Togale
UnCoverd_MCIDC \ UnCoverd_MC/DC (Total)
(=21 MC/DC Coverage ~ -3 LT_INT_2 {localld : 29) £s
3 SEL_BOOL_2 (localld : 68) ~[Z1 AND_BOOL_2 {localld : 70)
3 SEL_INT_2 {localld : 69)
3 LT_INT_2 {localld : 27)
3 LT_INT_2 {localld : 28) B b
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Case Study (Example)
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& FBDCover ([ B9
« Of course, it is not sufficient to assure * FBDCover *
that the program is free from bug or error. | seerews | | Tt TogeCovrage
Scenari0:1:?g gsgﬁanu 1_42
. . . . Scenario_1_?8 Scenar\o:‘l:ﬁ =
« It is possible to fail with 100% code geenaro 172 - Scenaro_1 27
coverage. Scnate 175 | coonaro 125
Scenario:‘l:ﬁg 22::::2_:_43.3
. Scenario_1_80 w _1_ hd
« However, we always try to improve on the = ruecoemss — ToaINCIDC Cavrae
quality of verification with every possible Rank
means. sonaro s O
100.0% Scenario_1_§2
Scenario_1_48
» The tool is helpful because it notify e 1 e s 2t ceenaro 1 3¢
engineers about that there are uncovered —
UnCoverd_Toggle UnCoverd_Togagle (Total)
elements. —|‘=:| Toggle Coverage —|‘=_"| Qutput Toogle ~
. #- (7] Output Toogle . @~ PTRIP_LOGIC
— The uncovered elements imply that the # (1 Block Toggle £ TRIP
simulation is not sufficient or the FBD has e -
Unintended errors or bUgS_ UnCoverd_MCIDC UnCoverd_MC/DC (Total)
=23 MCIDC Coverage #|l| =3 Total MC/DC Coverage -~
+F:| SEL_BOOL_2 (localld : 68) +|C_"| SEL_BOOL_2 (localld : 68)
+ [Z3 SEL_INT_2 {localld : 6) + [Z3 SEL_INT_2 {localld : 69)
#-[2 LT_INT_2 (localld : 27) #-[23 LT_INT_2 (localld : 27)
#- 23 LT_INT_2 {localld : 28) v #- 23 LT_INT_2 {localld : 28) v
ha :?:DEPENDABLESOFTWARE 57

LAsomaToRY 100%, 100%


http://cse.konkuk.ac.kr/

Conclusions and Future Work

____________________________________________________________________________________________

- We applied toggle and MC/DC coverage to the FBD. ‘

+ If the coverages are not 100%, user should analyze whether it is reasonable.

« If it is not reasonable, it means that the simulation may be insufficient or the logic
may have unintended errors or bugs.

- e e e e e e e e e e

d
« We are trying to evaluate the efficiency/applicability of the coverages proposed.
+ All condition coverage is also applicable.
« We developed two CASE tools. ‘
E * We developed two CASE tools ‘FBDSim’ and ‘FBDCover’ g E
E *  We can simulate the FBD and measure the coverages of the simulation ) E
E + It produces a rank of scenarios and uncovered elements. E

____________________________________________________________________________________________
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Conclusions and Future Work

NuDE 2.0
IST-FPGA

Requirements 1
Analysis NuSRS

_ NuFTA

Safety Analysis

\

Fault Tree Analysis

« We are now planning to extend the coverage technique and tools to develo
a full coverage-based scenario generation tool.

Design
Specification

RTLDesign |

[ ‘ModelSim '

l Safety Analysis
J NuSCR NuSTPA
Quick Checker ~| STAR/STEA
NuSCRtoSMV
+ SMV* Verification
Model checking
NuSCRtoFBD
Design Safety Analysis
g FBD Editor 22 4
e FROCRIASSS Fault Tree Analysis
F8D ~— FBDtoverilog 1.0
FBD Checker + VIS® & SMV Verification
FBD Simulator -
Equivalence checking
Model checking
FBDtoC FBDtoVerilog 2.0/2.1
/FBDtoVHDL Verilog/VHDL

Libero Linker

PLC
| Implementation

—1 C Program

C Simulator COTS Compiler

FBD

E FBDtoVerilog 1.0

Verilog
/VHDL

COTS Synthesizer

|

FPGA
Implementation

Gate-level | _ |
Design

i e s

e e e e = = =

All Equivalent
—All designs work correctly.

Verification

Co-Simulation

Model checking

Code

PLC

In Commercial
| PLC Software Engineering Tools

Executable

FBD-C Comparator [ — Verification
HW-CBMC* CVEC
l (Equivalence Checking)
Verification Verification

Netlist
(EDIF) + ModelSim'

Layout E—

IST-FPGA
(Co-Simulation)

~
N
Scenario Generator
& Co-Simulator

In Commercial
FPGA Software Synthesis Tools

Layout F-- { Layout ]

In a commercial IDE

FPGA

Not Equivalent
—There is an incorrect design.

+ counterexamples

Jaeyeob Kim, Eui-Sub Kim, Junbeom Yoo, Young Jun Lee and Jong-Gyun Choi,
"An Integrated Software Testing Framework for FPGA-based Controllers in Nuclear Power Plants,"”
Nuclear Engineering and Technology, Vol.48, No.2, pp.470-481, 2016.
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