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1. Introduction 
 

Cyber security of nuclear power plants became an 
important issue because of the digitalization of NPPs. 
Penetration test is a method to evaluate the cyber 
security of NPPs; so, this approach was performed in 
some studies [1, 2, 3]. Because they focused on 
vulnerability finding or test bed construction, scenario 
based approach was not performed. However, to test the 
cyber security of NPPs, a proper test scenario should be 
needed. Ahn et al. [4] developed cyber-attack scenarios 
but those scenarios couldn’t be applied in penetration 
test because they developed the scenarios based on past 
incidents of NPPs induced by cyber-attack. That is, 
those scenarios only covered scenarios which were 
happened before; so, they couldn’t cover other various 
scenarios and couldn’t reflect them into a penetration 
test. 

In this study, a method to develop a cyber-attack 
penetration test scenario of NPPs especially focused on 
safety point of view is suggested.  

 
2. Procedure of the Cyber-Attack Penetration Test 

Scenario Development 
 

In this section a method to develop a cyber-attack 
penetration test scenario is described. The procedure 
can be summarized as in Fig. 1. 

 

 
 

Fig. 1. Summarized procedure of penetration test scenario 
development. 

 
2.1 IEs Selection 

 
To deal with the cyber security including plant safety, 

Level 1 PSA results can be utilized. In the plant safety 
point of view, nuclear fuel integrity must be maintained 
and radioactive material must not be released to the 
environment. However, in this study, we only 
considered nuclear fuel integrity. In the Level 1 PSA, if 
initiating event (IE) was happened and heat couldn’t be 
removed by mitigation systems, nuclear fuel integrity of 
NPPs is lost. Because some IEs can be caused by cyber-
attack [5,6], selecting possible IEs can be a starting 
point of the cyber-attack penetration test scenario 
development. 

 
2.2 Heading Selection 

 
After the IE selection, event tree (ET) should be 

analyzed because if the mitigation systems or actions 
were failed, nuclear fuel integrity can be deteriorated. In 
the ET, an accident sequence starts from the IE and 
splits into two state (success or fail) when it meets 
mitigation action (heading). If the heading fails because 
of the cyber-attack, accident sequence goes to the failed 
state. For example, headings like “failure of steam 
removal via MSSVs”, “unfavorable moderate 
temperature coefficient” can be excluded because their 
failure causes are not related to the cyber-attack. 
However, headings like “failure of delivering AFW”, 
“failure of HPSIS injection” should be analyzed more 
detail because they can be failed by cyber-attack. This 
detailed heading analysis is explained in sub section 2.4. 

 
2.3 Possible Sequences Elicitation 

 
If headings which can be affected by cyber-attack are 

selected, accident sequences can be summarized. In 
other words, only accident sequence which can be 
caused by cyber-attack is remained. Although the 
remained sequences are occurred by cyber-attack, some 
sequences hard to be occurred. For example, in case 
AFW was successfully injected but it isn’t injected 
continuously, this accident sequence should be 
reconsidered as a target scenario. Because if AFW was 
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successfully injected at the early stage, there might be 
more chance to cool the reactor. And this sequence may 
be happened by random failure but hard to implement 
by cyber-attack at the proper moment. So, in this stage, 
we should rethink accident sequences hard to be 
implemented by cyber-attack. 

 
2.4 Detailed Heading Analysis 

 
In this step, headings are analyzed more specifically 

to develop the accident sequences into a cyber-attack 
penetration test scenario. Each heading is modeled by 
fault tree (FT) and some basic events can be affected by 
cyber-attack. For example, in case of motor operated 
valve failure, this event can be occurred if a hacker 
attacks the related digital control system. However, in 
case of check valve failure, this event can’t be occurred 
by cyber-attack because it is a passive system. So, by 
analyzing  failure mechanism of basic events in the 
headings, all basic events which can’t be occurred by 
cyber-attack are removed. Also, digital control system 
of each basic event is identified in this step. 

 
2.5 Cyber-Attack Analysis 

 
Actual failure state such as “valve fail to open” is 

modeled in PSA model. However, to develop the cyber-
attack penetration test scenario, we should identify how 
the cyber-attack can make that failed state. Hacker’s 
attack goal can be defined by actual failure state as 
explained. Therefore, based on actual failure state, 
identification of attack modes including attack type can 
be performed. Also, there should be defects on that 
system to implement the cyber-attack on digital control 
system. From the digital control system of each basic 
event in sub section 2.5, its vulnerability is identified.  

 
3. Conclusions 

 
To evaluate the cyber security of NPPs, penetration 

test can be a possible way. In this study, a method to 
develop a penetration test scenario was explained. 
Especially, the goal of hacker was focused on nuclear 
fuel integrity deterioration. So, in the methodology, 
Level 1 PSA results were utilized to reflect plant safety 
into the security. From the PSA results, basic event was 
post processed and possible cyber-attacks were 
reviewed with vulnerabilities of digital control system.  

By following this methodology, it is expected that 
various penetration test scenarios can be developed 
which are reflecting safety point of view. 
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