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1. Introduction

In the last couple of decades, analog instrumentation
and control (I&C) systems have been replaced with
digital systems in nuclear power plants (NPPs). The
digital 1&C systems provide benefits of digital
technology such as high speed calculation and fault-
tolerance technique for safety. However, cyber-attacks
have been introduced as one of the new threats in NPPs.
“Stuxnet” cyber-attack on the Iran nuclear facility is a
typical feasible example [1]. While the importance of
cyber security has increased, the research in this field is
not mature yet.

The cyber-attack on an NPP has a different aspect
from that of other industries. In general, a vaccine is
programmed to detect already known types of virus.
When a new type of virus is observed, the vaccine is
updated based on the information of the new type of
virus. Thus, an unknown virus is hard to be detected. In
the same reason, defense strategies based on
information of cyber-attacks in the past have high
possibility to useless for a new type of cyber-attack
attempt. However, those defense strategies are not
allowable for the NPPs because NPPs are highly safety
critical system. Hence, a different aspect and defense
strategy are necessary for an NPP.

There have been researches to identify possible
paths of cyber-attacks and to identify vulnerabilities
against cyber-attacks. Since a cyber-attack is conducted
with intention of an attacker, any attack on any
component is possible if the target component is a
digital system or connected to digital systems. However,
it is not practical to analyze all the possible cyber-
attacks which could occur in an NPP. Therefore, it is
necessary to develop a systematic method to identify
important cyber-attack scenarios.

In this work, a risk evaluation method to identify
significant  cyber-attack scenarios and important
components which should be defensed was proposed
based on the probabilistic safety assessment (PSA)
method which is widely used for evaluating risk of
NPPs.

2. Methods

2.1 Basic Event Analysis

PSA is one of the useful methods to assess the risk of
an NPP. One of the most popular methods for level 1
PSA is event tree (ET) and fault tree (FT) analysis.

Possible cyber-attacks are categorized into four types
as follows:

- Type 1 (Initiating events): Attacks causing
initiating events such as Loss of coolant accident
(LOCA) and station black out (SBO).

- Type 2 (Direct attacks): Attacks on digital systems
to make that system unavailable or to cause
abnormal behavior (e.g., attacks on a digitalized
reactor protection system (RPS)) [2]

- Type 3 (Indirect attacks): Attacks on control logics
for components such as pump and valve (e.g.,
attacks on programmable logic controller (PLC)
which controls non digitalized components) [3]

- Type 4 (Operator failures): Attacks on information
systems to block the information or to switch it
with  wrong information (e.g., attacks on
monitoring systems)

To analyze the effect of a cyber-attack, minimal
cutsets (MCSs) were analyzed. The MCSs is the
minimal combination of initiating event and basic
events causing core damage. Table 1 shows the selected
MCSs which include the basic events related to cyber-
attacks.
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2.2 Cyber-attack Risk Assessment Model

To assess the risk of cyber-attacks, a PSA model was
developed. In the model, it is assumed that RPS,
engineered safety features actuation system (ESFAS),
and diverse protection system (DPS) are digitalized and
other components or systems are analog. Four types of
attacks were considered in the model as follows:

- Type 1: Corresponding initiating event is set to be
happened.
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- Type 2: For digital systems, additional failure basic
events were added by cyber-attacks as shown in
Figure 1. For example, reactor trip is failed by the
combination of RPS mechanical failure, operator
manual backup failure, and RPS failure by a cyber-
attack.

- Type 3: Not considered in this study. Control
logics are assumed analog.

- Type 4: Operator errors caused by a cyber-attacks
are divided into two types: error of omission
(EOO) and error of commission (EOC). Manual
safety injection actuation signal (SIAS) generation
failure by plant information block is an example of
EOO and inappropriate termination of operating
safety injection (SI) by an operator due to wrong
information is an example of EOC as shown in
Figure 2.
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Fig. 1. RPS FT model including cyber-attack
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Fig.2. Safety injection FT model including cyber-attack

2.3 Important Scenario ldentification

Since a cyber-attack is intended attack and any
components digitalized or connected to digital systems
could be the target of cyber-attacks, it is not possible to
predict all possible attack scenarios. Therefore, it is
required to select significant scenarios to be assessed. In
this work, important scenarios were identified with risk
achievement worth (RAW) importance measure. RAW
is one of the important measures to observe the change
of the total system failure probability when a certain
component is assumed to be failed [4].Through
adjusting cut-off value in the RAW analysis, screened
out basic events which have low frequency could be re-
considered.

2.4 Risk Metric

In case of cyber-attacks, the risk can be represented
by the product of a cyber-attack probability, the
conditional probability of an event caused by a cyber-
attack and consequence of the event [5]. In the proposed
method, as mentioned before, the probability of a cyber-
attack is assumed as one because it is an intended attack,
and the conditional probability is evaluated depending
on scenarios. Conditional core damage probability
(CCDP) and change of core damage frequency (CDF)
are used as risk metric, which are evaluated with
modified level 1 PSA model with consideration of the
characteristics of cyber-attacks. For the type 1 attack
causing an initiating event, the effect of the attack is
observed with CCDP. For the other types of attacks, the
effect of the latent malfunctions by the attacks is
analyzed with the change of CDF because they are not
activated until demanded.

3. Case Study

To show the feasibility of proposed method, case
study was performed. Feasible attacks on RPS were
analyzed as following:

- Scenario 1: RPS output module failures by a cyber-
attack

- Scenario 2: ESFAS failure due to failed RPS by a
cyber-attack

- Scenario 3: Small LOCA and RPS reactor trip
failure by a cyber-attack

- Scenario 4: Operator manual backup failure with
scenario 3 by a cyber-attack
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Table II: Evaluation results

Scenario 1 Scenario 2
CDF CDF increased CDF increased
changes 35 times 450 times
Scenario 3 Scenario 4
CCDP 4.044% 4.769%

Table Il shows the results of analyzed scenarios. In
scenario 1 and 2, CDF increased significantly by the
attacked digital systems. In the scenario 3, CCDP was
estimated as 4.04% by the reactor trip function of RPS
failure when small LOCA occurred. The CCDP
increased to 4.769% by operator manual reactor trip
failure in the scenario 4.

4, Conclusions

NPPs adopting digital systems have been facing the
risk of cyber-attacks. To develop efficient and
reasonable defense strategy, it is required to identify
significant  cyber-attack scenarios and important
components because there are huge number of critical
digital assets in an NPP. By evaluating the risk of cyber-
attack, the risk-informed defense strategies against
cyber-attack could be suggested. In this work, the
method to identify important cyber-attack scenarios and
to evaluate the quantitative risk caused by cyber-attacks
was proposed. For a future study, more feasible
scenarios will be analyzed and additional modifications
will be made in the model if necessary.
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