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1. Introduction 

 

Digital I&C systems have been developed and 

installed in nuclear power plants (NPPs). However, due 

to installation of digital I&C systems, cyber security 

concerns are increasing in the nuclear industry [1]. In 

order to provide useful information about cyber security 

issues, many regulatory documents, guides and standards 

were already published in the nuclear industry. The 

documents include cyber security plans, methods for 

cyber security assessments and comprehensive set of 

security controls. However, there are still difficulties 

when it comes to deciding which security controls are 

needed and to defining appropriate security control 

requirements [2]. It is because that practical examples for 

the application of security controls have not been 

available to system designers, and methods that can help 

assess how much security is improved if a specific 

control is applied are not included. In practice, evaluating 

security controls has been heavily based on human 

experts’ experiences in the nuclear industry. For a more 

scientific approach, this study developed a measure of 

‘cyber security improvement’ and suggests a way to 

quantitatively evaluate the effectiveness of security 

measures. 

 

2. Development of a measure of ‘cyber security 

improvement’ based on intrusion tolerant concept 

 

2.1 A measure of ‘cyber security improvement’ 

 

The extent of cyber security improvement caused by 

security enhancement is defined as reduction ratio of the 

failure probability to secure the system from cyber-attack. 

 

Cyber Security Improvement = 1 - 
𝑃𝐸𝑛h𝑎𝑛𝑐𝑒𝑑

𝑃𝐶𝑢𝑟𝑟𝑒𝑛𝑡
 

 

Based on the aim, to protect availability of essential 

functions, the intrusion tolerant concept is applied to the 

measure of ‘cyber security improvement’ for evaluating 

security controls establishing defense-in-depth 

protective strategies [3]. Based on intrusion tolerant 

strategies: resistance strategy, detection strategy, 

mitigation strategy and practical assumptions, an event 

tree was constructed. Using the event tree shown as Fig1, 

the failure probability to secure the system from cyber-

attack can be estimated as follows. 

 

                         𝑃𝑎(𝑃𝑑 + 𝑃𝑚 − 𝑃𝑑𝑃𝑚)  (1) 

 Where, Pa  is the probability that resistance strategy 

fails, Pd  is the probability that detection strategy fails, 

and Pm  is the probability that mitigation strategy fails. 

Based on definition of ‘cyber security improvement’: 

reduction ratio of the probability that a cyber attack 

damages a target system, it can be estimated as following 

Eq. 2.  

 

                          1 −
𝑃𝑎′(𝑃𝑑′+𝑃𝑚′−𝑃𝑑′𝑃𝑚′) 

𝑃𝑎(𝑃𝑑+𝑃𝑚−𝑃𝑑𝑃𝑚) 
  (2) 

 

Where, 𝑃𝑎
′ , 𝑃𝑑

′ , and 𝑃𝑚
′  are the probabilities with 

respect to enhanced system. 

 

 
Fig. 1. Event tree based intrusion tolerant concept 

 

2.2 Adoption of the concept of ‘mean time to compromise 

 

Estimating the failure probability of resistance 

strategy is more challenging than quantifying the failure 

probability of detection and mitigation strategies. 

Because exploitation of vulnerabilities has a strong 

dependence on not only vulnerable degree of a target 

system but also, attacker’s factors such as skill-level and 

accessibility to information of a target system. In spite of 

these limitations, there have been several attempts to 

estimate the difficulty of actions taken by an attacker. 

Several cyber security researchers observed that cyber 

security level can be increased as the effort expended by 

an attacker increases [4]. The concept of ‘mean time to 

compromise (MTTC)’ was investigated in this work as a 

measure of effort expended by an attacker [5]. The value 

of MTTC is the estimation of the time required to a valid 

attack assuming that the effort is expended uniformly. 

The focus of MTTC is not to obtain the amount of actual 

time, but to quantify the difficulty of actions.  

However the main limitation of the initial model lies 

in their lack of distinction of between different 

vulnerabilities and overly simplified attack model. For 

this problem, another model which links ‘mean time to 

compromise’ to the well-known ‘common vulnerability 

scoring system (CVSS) [6]’ was adopted in this work [7]. 
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The equations estimating values of MTTC are used in 

this work. 

 

2.3 Revision of the adopted model 

 

The adopted model uses a vulnerability-specific attack 

graph. The attack graph represents knowledge about 

vulnerabilities’ interdependence and potential sequences 

of attacks, so that attack paths with different MTTC 

values may encounter in series or parallel structure. For 

the parallel structure case, in the adopted model, there is 

an assumption that an attacker chooses exploitation 

based on relative difficult, and a probability that a path 

will be chosen is also based on relative difficulty of the 

attack path [7]. However, the assumption can lead to 

contradictory results when two versions (baseline and 

enhanced) of a same system are compared. 

Compensating for a relatively insecure attack path, 

having lower MTTC value, normally results in an 

increase in the MTTC value. On the other hand, 

complementing a relatively secure attack path, having 

higher MTTC value, leads to contradictory result that the 

MTTC value decreases. For example, in the case that 

three attack path A, B, C encounter in parallel structure 

like as Fig. 2, the MTTC value decreases.  

 

 
Fig. 2. Example of contradictory case 

 

To reflect the argument that the direction to reduce the 

attack path is to improve security, a literature that 

describes a vulnerability as one attack surface are 

referred [8]. The smaller the attack surface is, the more 

secure the system is. In the same vein as covering the 

degree of system security, the two concepts (MTTC and 

attack surface) are to an extent related, and it is assumed 

that they are inversely proportional to each other. Attack 

surface in an attack process can be obtained by the 

summation of attack surfaces created by each 

vulnerability. With this regards, MTTC values can be 

obtained by referring to the way of attack surface. This 

revised case is illustrated in Fig. 3. 

     

                                
1

1

𝑇𝐴
  +  

1

𝑇𝐵
  +   

1

𝑇𝐶

   (3) 

 

In this way, compensating for relatively insecure 

vulnerabilities and relatively secure vulnerabilities can 

result in increased MTTC values depending on the 

magnitude of each effect.  

 

 
Fig. 3. Example of acceptable case 

 

2.4 Replacement of the failure probability of resistance 

strategy with total MTTC 

 

The completed attack graph can be used to determine 

the value of total MTTC. From ’User’ to ‘Malicious 

Activity’ the value of total MTTC can be obtained 

following attack paths. When vulnerabilities are 

connected in series structure, the values of MTTC are 

summation of each MTTC of vulnerability, and when 

vulnerabilities are connected in parallel structure, the 

value of MTTC are calculated by referring to the way of 

attack surface concept. In this way, the value of total 

MTTC in the baseline system and the value of total 

MTTC in the enhanced system can be obtained. Because 

the probability of valid attack is inversely proportional to 

the value of MTTC, the ratio of probability of valid 

attack (
𝑷𝒂′

𝑷𝒂
)  in the measure of ‘cyber security 

improvement’ can be replaced with the ratio of MTTC 

value (
𝑻

𝑻′
). T is the value of total MTTC in the baseline 

system and T’ is the value of total MTTC in the enhanced 

system. Therefore the measure of ‘cyber security 

improvement’ can be replaced by Eq. 4. 

 

                     1 −
𝑇(𝑃𝑑′+𝑃𝑚′−𝑃𝑑′𝑃𝑚′) 

𝑇′(𝑃𝑑+𝑃𝑚−𝑃𝑑𝑃𝑚) 
  (4) 

 

3. A case study 

 

In this study, the target system is the digital plant 

protection system (DPPS) which is a safety-critical I&C 

system of NPP. In this work, only the case of malware 

implementation was considered among possible threats 

under insecure maintenance devices. According to a 

study that conducted a cyber risk assessment on the 

nuclear safety system, possible attack types in the CDA 

malware implementation situation are ‘DoS attack’, 

‘Improper Command’, ‘Data Modification’ [9]. Only 

these three kinds of possible attack types are considered 

in this work. To propose a more detailed description of 

the attack type, a simplified target system is created. In 

addition, the above-mentioned attack types are limited 

and exemplified in Fig. 4. 
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Fig. 4. Example of attack types 

 

For the case study, security controls: vulnerability 

management and application of intrusion detection 

system (IDS) are assumed. In order to obtain the MTTC 

value of the baseline system, existing vulnerabilities of 

the sample operating system and data network were 

searched at the national vulnerability database (NVD) 

[10]. In order to avoid exposing the actual plant 

information, different situation from the actual nuclear 

power plant is assumed. Based on the information of the 

analyzed vulnerabilities and the situation of the system, 

we created an attack graph for each attack type. Fig. 5 is 

the attack graphs for ‘Improper Command’, in the 

baseline system.   

 

 
Fig. 5. Attack graph for ‘Improper Command’ in baseline 

system 

 

The MTTC value was obtained based on the CVSS 

‘Base Score’ of each vulnerability. The value of total 

MTTC of each attack graph of the baseline system was 

obtained by the method presented in the previous chapter. 

Total MTTC value for ‘DoS Attack’ is 3.88 days, for 

‘Improper Command’ is 4.98 days, and for ‘Data 

Modification’ is 6.76 days.   

The effects of two kinds of vulnerability managements 

were compared. Management 1: It complements the 

vulnerabilities related with ‘buffer overflow’ error 

among the investigated vulnerability. Management 2: It 

changes the system configuration by transferring 

vulnerabilities into new additional hosts. The attack 

graphs in the enhanced system are created after applying 

the two kinds of vulnerability management to the 

baseline system. Fig. 6, Fig. 7 are the attack graphs for 

‘Improper Command’ when vulnerability management 1 

and 2 are applied to the baseline system. 

 

 
Fig. 6. Attack graph for ‘Improper Command’ when 

management 1 is applied 

 

 
Fig. 7. Attack graph for ‘Improper Command’ when 

management 2 is applied 

 

Total MTTC value for ‘DoS Attack’ is 4.24 days, for 

‘Improper Command’ is 13.5 days, and for ‘Data 

Modification’ is 8.92 days when vulnerability 

management 1 is applied. For the case of application of 

vulnerability management 2, total MTTC value for ‘DoS 

Attack’ is 8.35 days, for ‘Improper Command’ is 10.63 

days, and for ‘Data Modification’ is 12.69 days. They are 

summarized in Fig. 8. In Management 1, where only 

specific attack types were targeted, only one type showed 

a big improvement. In management 2, where changed the 

overall system structure, it showed proper effect in all 

types. In Management 1, where only specific attack types 

were targeted, only one type showed a big improvement. 

In management 2, where changed the overall system 

structure, it showed proper effect in all types. 

 

 
Fig. 8. Total MTTC values in baseline system and enhanced 

systems 

 

The ratios of probability of valid attack (
𝑃𝑎′

𝑃𝑎
) in the 

measure of ‘cyber security improvement’ were obtained 
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through the ratio of MTTC value (
𝑇

𝑇′
) for each attack type 

and for each applied vulnerability management. They are 

summarized in Table 1. 

 

Table 1: Ratios of 𝑷𝒂 and 𝑷𝒂′ (
𝑷𝒂′

𝑷𝒂
=

𝑻

𝑻′
) 

 Dos 

Attack 
Improper 

Command 
Data 

Modification 

Management 1 0.92 0.37 1 

Management 2 0.46 0.47 0.53 

 

Assumed failure probabilities of detection and 

mitigation strategies in baseline system are referred to 

the document modeling an intrusion tolerant system [3]. 

The probability that detection strategy fails (𝑃𝑑)  is 20%. 

The probability that mitigation strategy fails (𝑃m) is 40%.  

In the enhanced system probability of detection was 

increased due to IDS. Referring to the experiments using 

the IDS based on ‘Snort Rule’ algorithm [11], the 

probability of detection were obtained in case by attack 

types. Although same detection algorithm is used, the 

results can be changed depending on used hardware, 

software and system state [12]. Hence, further researches 

are needed for acceptable values, but they suffice as a 

proof of the concept. In this work, mitigation process was 

not improved. 

 

Table II: Detection probability and mitigation probability 

according to attack types in enhanced system 

Attack Type Probability of Detection  

𝑃𝑑′ 
Probability of Mitigation  

𝑃𝑚′ 
DoS Attack 100% 60% 

Improper 

Command 
89.8% 60% 

Data 

Modification 
93% 60% 

 

The ‘cyber security improvement’ for all kinds of 

attack types are summarized in Fig. 9 when one of 

assumed security controls is applied to the system and 

one of vulnerability managements and IDS are applied to 

system at the same time.  

 

Fig. 9. Results of case study 

 

With these results, different approaches are 

recommended depending on whether a particular attack 

type is prioritized or the overall rise is prioritized 

 

4. Conclusions 

 

In order for useful information about cyber security 

issues, many regulatory documents, guides and standards 

have been already published in the nuclear industry. 

However, there are still difficulties when it comes to 

deciding which security controls are needed and to 

defining appropriate security control requirements. It is 

because practical examples for the application of security 

controls have not been available to system designers and 

there is a lack of means for estimating the effectiveness 

of security controls. In this regard, this paper suggested 

a framework to quantitatively evaluate how much cyber 

security is improved when specific cyber security 

controls are applied in NPPs. 

The result values of the ‘cyber security improvement’ 

can help assess how much system security can be 

improved if specific cyber security controls are applied, 

and which types of additional cyber security controls 

should be taken. In addition, it is expected that the 

suggested method can be applied to select appropriate 

security controls among various options in advance. 

Furthermore, by evaluating cyber security controls 

quantitatively, it can be also applied to establish a 

specific target of efficacy level that system designers can 

achieve. However, there are some limitations in this 

work to estimate the efficacy of cyber security controls. 

It is because the methods for obtaining probabilities of 

detection strategy and mitigation strategy need to be 

elaborated. Also the verification and validation of the 

suggested method need to be improved. 
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