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1. Introduction 

 
The aim of this study is to propose initiating threats 

and their bounding groups in order to identify cyber 
threats in NPPs (Nuclear Power Plants). NPP has been 
generally thought to be secure from cyber-attacks, since 
the control/monitoring network and business network in 
NPP are separated from the external network. However, 
consecutive incidents in nuclear facilities, such as 
Hatch NPP incident in 2008, Natanz nuclear facility 
incident in 2010, Monju NPP incident in 2014, and 
Gudremmingen NPP incident in 2016, revealed the 
necessity of cyber security management for NPPs.  

 
2. Methods and Results 

To enhance cybersecurity of a system, CSF (Cyber 
Security Framework) ver.1.1 have been suggested by 
NIST (National Institute of standards and Technology) 
on 2018 NIST Cybersecurity Risk Management 
Conference. [1]  

 
Figure 1. CSF and its main functions 

CSF focuses 5 functions to enhance cyber security: 
1) Identify, 2 Protect, 3) Detect, 4) Respond, and 5) 
Recover. Nuclear industry is in its very first phase to 
implement CSF functions to the NPPs. Identify function 
which implies development of the organizational 
understanding to manage cyber security risk to system, 
assets, data, and capabilities, includes the development 
of a cyber risk assessment method. Several methods 
have been developed for assessing cyber risks on NPPs, 
[2,3,4,5] however, threats of risk assessment methods 
are often dealt without considering the sequences of 
violations regarding confidentiality, integrity, and 
availability. In order to consider the logical sequences 
of threats on NPPs, the term ‘initiating threats’ have 

been suggested. Initiating events in probabilistic safety 
assessment determine the points of departure of the 
accident sequences that leads potentially to core 
damage. [6] A missing initiating events in a PSA means 
that the core damage frequency would be 
underestimated, and a larger list of initiating events that 
necessary (for example, due to inappropriate grouping) 
would result in waste of resources because of the 
analyses of additional unnecessary accident sequences. 
Therefore, appropriate selection of initiating events and 
their bounding groups are required to assess risk. In the 
same vein, initiating threats also should have tidy list to 
appropriately assess risks on NPPs. 

IAEA-TECDOC-719 suggests several methods to 
identify the necessary initiating events: 1) Engineering 
evaluation or technical study, 2) Reference to previou 
PSAs, 3) EPRI list of initiating events, 4) Logical 
classification, 5) Plant energy balance fault tree, 6) 
Analysis of operation experience for actual plant, 7) 
Failure mode and effect analysis, or 8) other methods. 
Since there is no former lists or analysis results for 
assessing NPP initiating threats, to determine threats 
and their bounding groups for NPP, operational 
experience, engineering evaluation, and deductive 
analysis methods were chosen. Operational experience 
report (OER) and repository of industrial security 
incidents (RISI) database [7] were utilized to collect the 
actually occurred threat scenarios. Impractical threats 
were removed from the threat list through engineering 
evaluation, and then vulnerability reports published 
from several IT and operational technology (OT) 
vendors were reviewed for deductive supplemental 
analysis. [8,9,10] Every chosen events were 
documented with the descriptions based on the five 
characteristics for determining the bounding groups of 
threats: 1) by whom, 2) why, 3) how, 4) via what, and 
5) for knowing what. In here, incidents caused by 
SDOE (secured development and operational 
environment) were filtered, since we focused on the 
cyber threats. 

 

 
Figure 2. Working sheet for RISI database analysis 
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 As a result, initiating threats and their bounding 
groups were suggested.  

 
3. Conclusions 

 
Suggested initiating threats and their bounding groups 
for NPP have an accent on first attempt to consider the 
breaching sequences in determining threats, and they 
could be further applied to descript the scenarios and 
model of NPP cyber risk assessment as shown in figure 
3. 
 

 
Figure 3. Relationship between risk assessment 
model and scenario [10] 
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