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1. Introduction

In the case of digital equipment, various functions are
combined in the form of a combination of software and
hardware. Therefore, it is difficult to verify the
design/abnormal/failure of the digital equipment as a
simple function-based inspection method. The more
complex the system, the more difficult it is to test all the
requirements.

However, safety-critical requirements must be tested.
In this paper, we propose a method to derive test cases
satisfying all safety requirements by using STPA
(Systems Theoretic Process Analysis) risk analysis
result as test input.

The STPA 1is a risk analysis method suitable for
digital system. It is a model optimized for catching
accidents caused by software errors and lack of safety
constraints [1]. In addition, it is possible to derive the
safety constraints associated with the interaction
between systems in a software-driven system.

In this paper, we have developed a test case for the
performance verification of the component cooling
water (CCW) pump control facility among the digital
facilities of the power plant. And it is applied to actual
facilities to evaluate the possibility of utilization.

2. Generation of Test Case

The STPA is able to analyze how different
combinations of processor Process Model Value (PMV)
(system interactions) affect control behaviors. Therefore,
it is applicable to software intensive system and digital
system. In the STPA risk analysis process, the Process
Model (PM) of the controller can be analyzed and the
safety requirements can be derived.

However, since it is almost impossible to create a test
case for all possible scenarios, we have created a test
case that covers the safety critical scenario as much as
possible. In this paper, we analyze the cases where
CCW pump start command is provided and not
provided [2].

2.1 System analysis and Hazard definition

The CCW is a system for removing heat from safety
devices and some non-safety devices. The CCW
consists of two divisions and consists of two pumps per
division. The definition of Hazard for pump drive of
CCW is shown in Table 1.

Table I: Defined Hazard

Ha;ird Description
HI All pump stops during normal operation
H2 Pump operation less than 3(operation stop)
H3 All pump stops in abnormal operation
H4 All pump operation in abnormal operation
2.2 PMV and Context table

The control structure of the CCW pump is shown in
Fig. 1. In Figure 1, the PMV of the plant is shown in
Figure 2.
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Fig. 1. Control Structure of CCW Pump
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Fig. 2. Process Model Variables & Stat
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Context table can be generated as follows according
to the number of PMV status cases, and each context
table for each control action is generated as shown in
Fig. 3. The Fig.3 shows a part of the context table when
the CCW Pump Start command is provided.
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Fig. 3. Process Model Variables & Status
3. Test and Result
3.1 Application test
The system configuration for the test is shown in Fig.
4. In order to verify the performance of the digital

facility, the system developed by KHNP CRI was used
for testing [3].
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Fig. 4. Configuration of Test equipment

Once the test case is created, the PMV identified in
STAP must be mapped 1:1 into the performance
verification device input. First, the pump current status
condition was created and then the test was performed.
When testing the pump start command, the pump stop
condition was set to the previous status and the test was
performed.

3.2 Test result

The test results are presented in excel form as shown in
Fig. 5. The PMV values are sequentially input to the
PLC and Pass/Fail is evaluated by comparing the
expected output with the output of the current PLC.
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Fig. 5. Test result reporting
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As a result of the test, when the load shedding
condition occurs, it was found that the pump stopped
unconditionally. We were able to find a part of the risk
analysis that was wrongly analyzed through this test.

Due to the nature of STPA analysis, analysis is
performed at a higher level of the system.

Therefore, when the test is performed only with the
corresponding PMV conditions in the actual PLC, it is
analyzed that the output is differently derived from the
state values of the input conditions that are not defined
in the context table or the state values of the internal
latches.

4. Conclusions

Through the test case test derived from the STPA
technique, we were able to derive the missing safety
constraint. In addition, errors in the STPA risk analysis
process could be identified from the test results.

However, there was a difficulty in 1: 1 mapping of
PMV condition derived from STPA risk analysis to
actual PLC input. In the risk analysis process, the results
are different according to the state values of the input
conditions and the state values of the internal latches,
which are not considered, and the 100% verification has
not been performed.

Therefore, when deriving a test case using the STPA
technique, the input condition and the internal memory
status of the actual equipment should also be considered.
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