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1. Introduction 

 
Transition from conventional analog technology to 

advanced digital technology is a global trend and the 

use of digital technology is instrumentation and control 

(I&C) systems of nuclear power plants and research 

reactors has increased since last decade [1]. The I&C 

systems with various digital platforms have been studied. 

For safety systems, Programmable Logic Controller 

(PLC) and Field Programmable Gate Array (FPGA) 

have been considered. In case of PLC, the nuclear 

power plants in Korea have selected the platform for 

safety systems, but because of the vulnerability to cyber-

attack and other related issues of microprocessor-based 

software systems, the digital model with FPGA has been 

researched as an alternative in the future [2][3].  

No matter what kind of architectures are introduced, 

the digital model with single platform is still weak in 

common cause failure (CCF) seriously even though the 

digital system has several channels redundantly.  

To propose a potential solution for the significant 

problem of CCFs, the concept of digital hybrid model 

which means that two platforms with PLC and FPGA 

has been investigated in this study. The case example 

was applied to an educational research reactor, AGN-

201K at Kyung Hee University. Authors have two 

goals: The AGN-201K has the reactor protection system 

(RPS) with three safety channels composed of several 

analog equipment. It has also another digital console, 

but this is for only monitoring purpose. Along with the 

technical trend, AGN-201K may require the upgrade of 

obsolescent analog RPS in the future, so this study 

attempted to delineate the method to cope with the 

digital RPSs, which is the first goal. The other is it is 

easier to see how much design change can affect 

unavailability due to its simple structure. 

The new digital hybrid model of RPS of the AGN-

201K is designed to have four safety channels. In order 

to make a balance between platforms, the number of 

safety channels of RPS of AGN-201K was adjusted to 

even number. The combination of such four channels 

can be assigned upon the design requirements; for 

example, four channels of PLCs or FPGAs, or two 

channels of PLCs and FPGAs respectively.  

The aim of this research is to compare the digital 

hybrid model with the current system and single 

platform system on unavailability by fault trees analysis 

(FTA) developed using AIMS-PSA software.     

 

 

 

2. Methods and Results 

 

In this section, risk-informed safety improvement 

procedure and the results of the analysis performed on 

the safety improvement approaches are presented step-

by-step along with the conventional one, four channels 

of PLCs and FPGAs, and two channels of PLCs and 

FPGAs respectively.   

 

 

2.1 System Modeling of RPS  

  

From the configuration of RPS of AGN-201K (Fig. 

1), top-level of fault tree model was developed from the 

identification of the system failure criteria via analysis 

of scram logic [4].  
 

 
Fig. 1. Configuration of RPS of AGN-201K 

 

The three safety channels of current RPS consists of 

several analog components; neutron instruments, rate 

meters, log meters, relays, power supplies, rectifiers, 

and single rod accessories [3]. The four dominant 

contributors’ cutsets of analog model are shown in 

Table 1. In this model, the important basic event is 

failure of s-relay of all channels. 
 

Table 1: Cutset probabilities of 3 channels of analog RPS 

No 
Cutset 

Probability 
FV 

(Fussell-Vesely) 
Event Description 

1 7.805E-08 99.9979 S-RELAY#1,2,3 

2 7.522E-13 00.0010 
S-RELAY#2 AND S-

RELAY#1,3 

3 4.531E-13 00.0006 AVR#1 AND S-RELAY#2,3 

4 4.531E-13 00.0006 S-RELAY#1,3 AND AVR#1 
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The three safety channels of analog RPS are changed 

to four safety channels of digital platforms as described 

in Section 1. In other words, safety channel #2 was re-

designed to safety channel #2-1 and safety channel #2-2 

for redundancy as shown in Fig. 2.  In the four channels 

model, the channel trip signal is 1 out of 4 scheme so 

the number of channel trip signal is same to the current 

model of RPS. 

 

 
 

Fig. 2. Configuration of four channels model of digital 

 

 

2.2 Four Channels of PLCs   

 

This section explains how the four channels can be 

composed of PLCs and the unavailability is evaluated. 

The PLCs which are embedded-systems can accurately 

control relatively simple functions, while the 

configuration of their platform is complex.  

Fig. 3 shows the top-level fault tree model of four 

channels with PLCs, which is considered the failure rate 

of eight modules of PLC; base board, power supply 

module, processor module, communication module, 

digital input module, digital output module, analog 

input module, and analog output module [5]. 
 

  
 

Fig. 3. Top-level model of fault tree for four channels of PLCs 

 

In addition, the alpha factor was selected for the 

generic rate CCF of PLCs [6]. In this calculation, the 

four dominant contributors’ cutsets of this model are 

presented in Table 2. In this model, the critical basic 

events are the CCF of four channels or three channels. 
 

 

Table 2: Cutset probabilities of 4 channels of PLC 

No 
Cutset 

Probability 
FV Event Description 

1 4.190E-7 65.17 CCF (4/4)  

2 2.239E-7 34.82 CCF (3/4) of CH#1,2-1,2-2 

3 4.377E-12 0.0007 
Processor failure of CH#1 AND 

CCF (3/4) of CH#2-1,2-2,3 

4 4.377E-12 0.0007 
Processor failure of CH#2-1 AND 

CCF (3/4) of CH#1,2-2,3 

 

 

2.3 Four Channels of FPGAs  

 

The top-level model of fault tree for four channels of 

FPGAs is same to Fig. 3 except of the platform used. 

The FPGAs are the platform used for integrated 

systems, so they can perform complex functions faster. 

There are several distinct aspects from those of PLCs. 

 The failure rate of five modules of FPGA was 

considered; processor board, analog input board, analog 

output board, digital input board, digital output board 

[7]. Also, the same alpha factor of the digital model for 

PLCs is selected for the CCF modelling of FPGA [6]. 

The four dominant contributors’ cutsets of this model 

are presented in Table 3. The FPGA model is safer than 

the PLC model, however, the CCF of four channels or 

three channels are still highly risky.  
 

Table 3: Cutset probabilities of four channels of FPGA 

No 
Cutset 

Probability 
FV Event Description 

1 7.740E-08 65.17 CCF (4/4)  

2 4.136E-08 34.83 CCF (3/4) of CH#1,2-1,2-2 

3 2.550E-13 0.0002 
Digital input board of CH#1 AND 

CCF (3/4) of CH#2-1,2-2,3 

4 2.550E-13 0.0002 
Digital input board of CH#2-1 

AND CCF (3/4) of CH#1,2-2,3 

 

 

2.4 Digital Hybrid of FPGAs and PLCs 

 

We found the CCF of all or three channels of RPS 

would be the top-ranking contributor, which is also 

unavoidable in the single platform architecture. 

Therefore, the independent separation of the platform 

may be able to reduce this result. The digital hybrid 

architecture of PLCs and FPGAs was modeled and its 

unavailability was evaluated. 

The digital hybrid model consists of two channels of 

FPGAs (CH#1, CH#2-1) and two channels of PLCs 

(CH#2-2, CH#3) as shown in Fig. 5.  

The same methodology described in the Section 2.2 

and 2.3 is used to calculate the generic rate CCF for 

digital hybrid model [6]. 
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Fig. 4. Top-level model of fault tree for digital hybrid model 

 

The four dominant contributors’ cutsets of this model 

are presented in Table 4. The CCF of FPGA and PLC is 

important basic event in digital hybrid model but the 

availability is significant improved comparing with the 

PLC model and FPGA model. 
 

Table 4: Cutset probability of digital hybrid RPS 

No 
Cutset 

Probability 
FV Event Description 

1 1.008E-12 99.67 CCF of FPGA AND CCF of PLC 

2 1.649E-16 0.016 
Processor failure of PLC CH#3 

AND CH#2-2 AND CCF of FPGA 

3 1.300E-16 0.013 
Analog output failure of PLC CH#3 

AND Processor failure of PLC 

CH#2-2 AND CCF of FPGA 

4 1.300E-16 0.013 
Processor failure of PLC CH#3 

AND Analog output failure of PLC 

CH #2-2 AND CCF of FPGA 

 

Based on the results of this study, the analog model 

(Model No.1) is more available than two digital models 

which are four channels of PLC (Model No.2) and 

FPGA (Model No.3). In addition to this, the CCF is 

highly significant basic event for all models. However, 

by using two different platforms (PLCs and FPGAs) in 

one model (Model No. 4), the unavailability of the RPS 

could be improved dramatically as shown in Table 5. 
 

Table 5: Unavailability of each model 
 

No Model Unavailability 

1 
Baseline  

(Three channels of Analog) 
7.850E-08  

2 Four channels of PLCs 6.429E-07 

3 Four channels of FPGAs 1.188E-07 

4 

Digital hybrid 

(Two channels of PLCs + 

Two channels of FPGAs) 

1.012E-12 

 

 

 

 

 

 

3. Conclusions 

 

Since the digital model is much easier to maintain and 

control systems, the trend of power industries has been 

getting digitalized. It was obvious that two independent 

platforms can achieve higher availability due to the 

reduction of CCFs so this paper focused on how much 

the digital hybrid models are better than the single 

platform models.  

However, using two different platforms means that 

two independent software were required and the cost 

would be increased. In this reason, the cost benefit 

analysis of the digital hybrid model is needed to be 

conducted as a next step. 
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