
Transactions of the Korean Nuclear Society Virtual Spring Meeting
July 9-10, 2020

Development of Initiating Cyber Threat Scenarios and the Probabilities 

Based on Operating Experience Analysis 

Sang Min Hana, Poong Hyun Seong a 
a Department of Nuclear and Quantum Engineering, Korea Advanced Institute of Science and Technology, 

291 Daehak-ro, Yuseong-gu, Daejeon 34141, Republic of Korea 
*Corresponding author: gkstkdals@kaist.ac.kr

1. Introduction

1.1 Background 

As safety-critical infrastructures have become 

complex and increasingly adopted digital technologies 

and automation, cyber security became a natural issue. 

Nuclear power plants (NPPs), one of the safety-critical 

infrastructures, are generally thought to be secure from 

cyber-attacks, as the control/monitoring network and 

business network in a NPP are separate from the 

external network. However, consecutive incidents at 

nuclear facilities, such as the Hatch NPP incident in 

2008, the Natanz nuclear facility incident in 2010, the 

Monju NPP incident in 2014, and the Gundremmingen 

NPP incident in 2016 have revealed the necessity of 

cyber security management for NPPs. Nonetheless, 

compared to other safety-critical infrastructure elements, 

such as process plants and chemical plants, the 

development of a cyber-risk assessment method for 

NPPs is in its infancy.  

Several methods have been developed for assessing 

the levels of cyber-risk at NPPs [2][3][4][5]; however, 

risk assessment methods so far have been focused on 

engineering evaluation and expert judgement when 

developing cyber-attack scenarios. In addition, there 

was no statistical list of general cyber threats for NPP. 

In order to consider the applicability to conventional 

risk analysis method and subjectivity of the developed 

scenario, the ‘initiating threats’ has been suggested in 

the paper. The next section describes the concept and 

the necessity of the initiating threats. 

1.2 Initiating events and initiating threat 

Initiating events during a probabilistic safety 

assessment determine the points of departure of accident 

sequences that potentially lead to core damage. A 

missing initiating event in a PSA means that the core 

damage frequency will be underestimated, and a larger 

list of initiating events than necessary would result in a 

waste of resources due to the analyses of additional 

unnecessary accident sequences. Therefore, the 

appropriate selections of initiating events are required to 

assess risk. In the same vein, initiating threats also 

should have a tidy list for the appropriate assessment of 

the risks at NPPs. Therefore, in this paper, initiating 

threats and their estimated probabilities will be 

proposed as a start to the development of a cyber-risk 

assessment. 

2. Methods and Results

2.1 Operating Experience Analysis 

IAEA-TECDOC-719 suggests several methods to 

collect data pertaining to initiating events: 1) 

engineering evaluations or technical studies, 2) 

references to previous PSAs, 3) EPRI lists of initiating 

events, 4) logical classifications, 5) a plant energy 

balance fault tree, 6) an analysis of the operation 

experience of the actual plant, 7) a failure mode and 

effect analysis, or 8) other methods [8]. Given that there 

are no former lists or analysis results for assessing NPP 

initiating threats, operational experience was chosen as 

the means by which to collect data about initiating 

threats in this paper. Operational experience includes 

operational experience reports (henceforth simply OER) 

from NPPs, department of homeland security (DHS), 

department of energy (DOE), Industrial control system-

cyber emergency response team (ICS-CERT), nuclear 

threat initiative (NTI), and repository of industrial 

security incidents (RISI) database [9]-[31]. Total 253 

reported incidents occurred from 1988 to 2018 were 

investigated. Among the reported incidents, 123 

incidents caused by the secured development and 

operational environment (SDOE) were filtered out, as 

the nuclear industry is the only industry that interprets 

the incidents caused by SDOE and cyber security 

separately, among safety-critical industries.  

Other 130 incidents were related to the cyber security 

issues, and among them, 36 incidents were related to the 

power and utility industry and 16 incidents were directly 

related to the nuclear industry. 

Each of the chosen incidents was documented with 

descriptions based on the following four characteristics: 

1) type of attacker, 2) intentionality, 3) access method,

and 4) access type of the attack. Characteristics 1 

through 4 are for determining the initiating threat 

scenarios of attacks by the abovementioned ‘focusing on 

attackers’ strategy. Cyber-attack characteristics and 

properties are shown in table I.  

2.2 Scenario Selection 

All of the incidents were classified into the following 

initiating threat scenarios. Table II shows each scenario 

and the attack characteristics that constitute the scenario. 
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Table I: Attack Characteristics and their Properties 

Attack Characteristics Properties 

Type of Attacker 
Outsider 

Insider 

Intentionality 
Deliberately 

Unintentionally 

Access Point 

Physical 

Vulnerable Points 

Portable Media 

Phishing e-mail or  

File-sharing S/W, etc. 

Supply Chain 

Illegal S/W 

Access Type 
Direct Access 

Remote Access 

2.3 Quantification of Threat Probabilities 

The 130 security incidents occurred in last 30 years 

are counted. In cases where the circumstances were not 

clearly clarified in OER, the occurred number was 

divided to all possible scenarios. Prior distribution was 

chosen as beta, and two-stage Bayesian update was 

applied to prior distribution of an attack.  

For the prior distribution, beta distribution of the 

cyber threat probability of overall industry. In the first 

stage Bayesian update, the beta distributions were 

updated with the cyber threat probabilities of power and 

utility industry. At last in the second stage Bayesian 

update, the updated distributions were updated once 

more with the cyber threat probabilities of nuclear 

industry. Figure 2 through 9 shows the distributions. 

Yellow line is the prior distribution, orange line is the 

first-stage distribution, and blue line is the final two-

stage distribution.  

Fig. 1. Two-stage Bayesian Updated Prob. of Scenario 1 

Fig. 2. Two-stage Bayesian Updated Prob. of Scenario 2 

Fig. 3. Two-stage Bayesian Updated Prob. of Scenario 

3-1 

Table II: Threat Scenarios and their Attack Properties 

Threat Scenarios Type of Attacker Intentionality Access Point Access Type 

Scenario 1 Outsider2 Deliberately Physical Points Direct Access 

Scenario 2 Outsider Deliberately Vulnerable Points Remote Access 

Scenario 3 

3-1 
Outsider Deliberately Portable Media Remote Access 

Insider Unintentionally Physical Points Direct Access 

3-2 

Outsider Deliberately Phishing e-mail or 

File-sharing S/W 

Remote Access 

Insider Unintentionally Physical Points Direct Access 

3-3 
Outsider Deliberately Supply Chain Remote Access 

Insider Unintentionally Physical Points Direct Access 

3-4 
Outsider Deliberately Illegal S/W Remote Access 

Insider Unintentionally Physical Points Direct Access 

Scenario 4 
4-1 Insider Deliberately Vulnerable Points Remote Access 

4-2 Insider Deliberately Physical Points Direct Access 
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Fig. 4. Two-stage Bayesian Updated Prob. of Scenario 

3-2 

Fig. 5. Two-stage Bayesian Updated Prob. of Scenario 

3-3 

Fig. 6. Two-stage Bayesian Updated Prob. of Scenario 

3-4 

Fig. 7. Two-stage Bayesian Updated Prob. of Scenario 

4-1 

Fig. 8. Two-stage Bayesian Updated Prob. of Scenario 

4-2 

Maximum likelihood estimation value of each 

threat scenario is shown in Table III. The reason for the 

high probability value of threat scenario 2 is that attacks 

by multiple new worms (Conficker, W32/Korgo, SQL, 

etc.)  in 2003 to 2004 was conducted on plenty of 

industry platforms, which resulted in prior distribution. 

Table III: Estimated Probability of each Scenario 

Scenario Number Estimated Probability 

1 1.03 X 10-3/yrs 

2 1.11 X 10-2/yrs 

3-1 4.37 X 10-3/yrs 

3-2 2.33 X 10-3/yrs 

3-3 1.07 X 10-3/yrs 

3-4 9.33 X 10-4/yrs 

3-5 1.90 X 10-3/yrs 

3-6 2.33 X 10-3/yrs 

3. Conclusions

In this study, to overcome the limitation that the 

threat scenario classifications of existing cyber security 

assessment methods are generally focused on the 

engineering evaluation and expert judgement without 

statistical analysis, initiating cyber threats were 

suggested by historical incident analysis. OERs were 

utilized to conduct threat analyses from the perspective 

of an attacker for a start of developing a new 

quantitative cyber security assessment method. Eight 

initiating threats scenarios and their probabilities were 

identified.  

Incidents were categorized by the four descriptive 

characteristics: 1) type of attacker, 2) intentionality, 3) 

access point, and 4) access type, and all the possible 

eight initiating threats scenarios including subordinate 

scenarios were identified. Likelihood of initiating 

threats were estimated with two-stage Bayesian update 

of beta distribution from general industries. The study is 

powerful in that it presents all initiating threats 

scenarios and estimated probabilities were based on the 

historical data analysis. Although some values tend to 

be inappropriate than they actually are, the research 
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have significance that it is the first study to 

probabilistically compute cyber-attacks.  

This advance can also be further applied to 

probabilistic safety assessment (PSA), which is the most 

widely-using risk assessment method, to describe 

scenarios and models of NPP cyber-risk and also to 

quantify cyber-risks. 
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