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Nuclear Safety: The achievement of proper operating conditions, prevention of
accidents or mitigation of accident consequences, resulting in the protections of
workers, the public and the environment from undue radiation hazards

Nuclear Security: The Prevention and detection of, and response to theft,
sabotage, unauthorized access, illegal transfer or other malicious acts involving
nuclear material, other radioactive substances or their associated facilities.

Ref : IAEA Safety Glossary
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10 CFR 73.58 (Safety/Security Interface Requirements) :
1. The licensee shall access and manage the potential for advantage effects on safety
and security, including the site emergency plan, before implementing changes to

plant configurations, facility condition, or security.

2. The scope of changes to be assessed and managed must include planned and
emergent activities(such as, but not limited to, physical modifications, procedural
changes, changes to operator actions or_security assignments, maintenance activities,
system reconfiguration, access modification or_restrictions, and changes to the
security plan and_its implementation)

3. Where potential conflicts are identified, the licensee shall communicate them to
appropriate licensee personnel and take compensatory and/or mitigative actions to
maintain safety and security under applicable commission regulations, requirements,
and license conditions.

USNRC RG 5.74 (Managing the Safety/Security Interface) :

Licensees shall assess and manage their safety and security program activities in a
manner that ensures that there are no adverse impacts on the safety and security
activities.
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Software Software Safety Cyber Security
Development Management Management
Preliminary Software Concept Phase
Safety Analysis Cyber Security Evaluation
Requirement Software Safety - Requirement Phase
Phase - | Requirement Analysis Cyber Security Evaluation
Design — Software Safety _ Design Phase
Phase Design Analysis Cyber Security Evaluation
Implementation Software Safety Implementation Phase
Phase Code Analysis *| Cyber Security Evaluation
Test Software Safety - Test Phase
Phase Test Analysis Cyber Security Evaluation

. 4 L

Final Cyber Security
Evaluation

Final Safety Analysis
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