2021 ESElEEE) £87) E5EE=

HAE AO|HECQE HALS flet d55d A 27

Introduction of Performance Measure Cases for Nuclear Cyber Security Inspection

'21.5.13

SHObE i 2 ARO| b k1 O Al
H=3| dYgETR/PM
vivacita@kinac.re.kr

U= HAH S| =H

! KOREA INSTITUTE OF NUCLEAR NONPROLIFERATION AND CONTROL

>



01 NRC activities

02 Performance Measure Cases

03 &9




NRC Activities

« 9/11 0|=F, Updated DBT(10 CFR 73.1, 2007)& Sol AIO|HEQF 4|

Future Cyber Security Program

- -

Implementation

Full Implementation
Inspections at All Licensee

Sites
|
Future R
2010 2011 2012 2013 2014 2015 2016 2017 2018 2019  2020/2021 Inspection
Program

Cyber Security Program Assessment
(ADAMS Accession No. ML19175A211)

- Independent assessment team Power Reactor
- Licensees and other external stakeholders (including FERC) Cyber Security
—  Many actionable comments received Self-Assessment
Staff developed an action plan to address the challenges
3/9/2021 identified during the assessment 5
- Phased approach
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NRC Activities

« MS8(full implementation) ZAl A|A|

4708 (120day or earier)
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NRC Activities
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Finding 1)
The CS inspection program faces future

staffing challenges

Finding 2)
The CS inspection program has not

identified performance measures
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Why We Did This Review

Under the Cyber Security Rule at
10 Code of Federal Regulations
73.54, the Nuclear Regulatory
Commission (NRC) requires that
licensees operating a nuclear
power plant provide high
assurance that digital computer
and communication systems and
networks are adequately
protected against cyber attacks.
The Cyber Security Rule
required licensees to submit for
NRC review and approval a
Cyber Security Plan with a
proposed implementation
schedule.

NRC is conducting cyber security
inspections through 2020 to
verify that licensees have fully
developed cyber security
programs conforming to the
Cyber Security Rule and
licensing basis commitments
such as the approved Cyber
Security Plan.

The audit objective was to
determine whether the cyber
security inspection program
provides reasonable assurance
that nuclear nower nlant

Office of the Inspector General

Cyber Secunty'ln '
at Nuclear Power Plants

0IG-19-A-13

T.S. Nuclear Regulatory Commission
Defense Nuclear Facilities Safety Board

Results in Brief

June 4, 2019

0IG-19-A-13
June 4, 2019

Audit of NRC's Cyber Security Inspections at Nuclear

Power Plants

What We Found

NRC's cyber security inspections generally provide reasonable
assurance that nuclear power plant licensees adequately protect
digital computers, communication systems, and networks
associated with safety, important-to-safety, security, and
emergency preparedness.

However, although NRC trains current staff as cyber security
inspectors, the inspection program faces future staffing challenges
because demographic and resource constraints work against
optimal staffing. Challenges in maintaining cyber security
expertise among the inspectors could hinder NRC's ability to
manage cyber security risk.

Additionally, the current cyber security inspection program is risk-
informad but not yet fully performance based. The cyber security
inspection program has not identified performance measures
because of technical and regulatory challenges in program
implementation, and there are challenges in predicting the level of
affort required to conduct inspections. Identifying appropriate
performance measures will permit NRC's cyber security inspection
program to become more efficient and reliable without
diminishing the lavel of assurance.

What We Recommend



NRC Activities

Recommendation 1) Hinng flexibilities, Intemal rotations, Competency modeling, Availability of outside

training and continuous training, Appropriate numbers and roles of staff
Recommendation 2) Use the results of experience and discussions with industry to develop and

implement surtable cyber security performance measure(s) (e.g. testing, analysis

of logs, etc.) by which licensees can demonstrate sustained program effectiveness.

Difference Between Estimated and Actual Inspection
Resources, 2018

Number of Inspections

- o o

=30% over 20-29% 10-19% 1-2% within range 1-9% 10-19% 20-29%
estimated =estimated Festimated =estimated (118-128 <estmated <estimated <estimated
hrs)




CS Performance Measure Cases

% (draft) CS Inspection Procedure 71130.10 (‘21.3)

« The inspector(s) will consider the following inspection requirements when developing

the inspection plan and identifying the inspection sample.

- 03.01 Review Ongoing Monitoring and Assessment Activities

- 03.02 Verify Defense-in-Depth Protective Strategies

- 03.03 Review of Configuration Management and Change Control
- 03.04 Review of Cyber Security Program

- 03.05 Evaluation of Corrective Actions

Sections 03.01 to 03.05 constitute the areas that include the inspection requirements.

If a licensee develops performance testing or performance metrics, as described in

Section 03.06, and found satisfactory through review by the inspectors, identified

sections may be waived




CS Performance Measure Cases

% (draft) CS Inspection Procedure 71130.10 (‘21.3)

* 03.01 Review Ongoing Monitoring and Assessment Activities

a) Review Ongoing Monitoring Activities (Per. Testing)
- CDAY| HLE| security control£2| A[&M2 SIS ARIAIS| ZZ2M|A} WIEES HS

- AFERE7L 2EEEHESE “performance testing” AHESHCHH, waive® £ U

T AAI3-

b) Review Vulnerability Assessment Activities (Per. Testing)
- AMEIAAZEE] vulnerability & threat SA| 21, screen/evaluating/disposal ZE2M|AL} HY [EtES

i

c) Review Effectiveness Analyses
- 20718 EHRlo| subd HEZ periodic audits of CS program, procedures, SSI activities & testing/

maintenance/calibration program & =g}




CS Performance Measure Cases

% (draft) CS Inspection Procedure 71130.10 (‘21.3)

» 03.02 Verify Defense-in-Depth Protective Strategies

a) DID protective strategies (Per. Testing)
- MO[H@{0]| Chict DIDO]| [kE AFHALC| detect, response, recover Hf FA|0| Lot HS
- O{]) automatic mechanisms to capture logs & to generate alamms

b) Defensive Security Architecture (Per. Testing)
- HOHY|HZt boundary protection2 E3617|2/et Z2M| A} WIHEE HS

c) Maintain Security Controls

- CDAZ} CS high assuranceE 2|10 HOLEAH| Q2| ARt AZ
d) User Identification and Authentication (Per. Testing)
e) PMMD (Per. Testing)




CS Performance Measure Cases

% (draft) CS Inspection Procedure 71130.10 (‘21.3)

« 03.03 Review of Config. Management and change control

a) design changes or replacement equipment (Per. Testing)
b) security impact analysis of changes and environments (Per. Testing)

c) supply chain and services acquisition

* 03.04 Review of Cyber Security Program

a) CSP changes & implementing procedures
b) Review incident response and contingency plans
c) Review training

e 03.05 Evaluation of Corrective Action




CS Performance Measure Cases

<+ Performance Testing

* |If the answer to the following are "yes”, then the inspector may determine that the

demonstration of the performance and function test is adequate

1) In accordance with the CSP licensees are required to collect data, to document
results, and to evaluate the effectiveness of existing cyber security programs and
cyber security controls. Did the licensee submit information that describes and

documents results of its performance testing assessment program as part of the

Request for Information (RFI) submission?




CS Performance Measure Cases

<+ Performance Testing

2) Was the cyber-attack performance and functional test authentic and realistic?

Specifically, the virtual network test configuration had to reasonably match the site's

specific computer network configuration(s) and the cyber-attack testing performed,

and realistically challenged the virtual network.

3) If the licensee identified issues during the performance testing, did they

appropriately categorize and correct the deficiencies? If the testing deficiency
revealed a noncompliance with the CSP, did the licensee implement appropriate
compensatory measures, prioritize the deficiency, and implement corrective actions?
Licensees are required to monitor the cyber security program through random
testing of cyber security intrusion monitoring tools, periodic functional testing, and

vulnerability scans/assessments.




CS Performance Measure Cases

»» Performance Metrics

- If the following data is provided completely to the inspection team during the RFI

submission, the inspection team shall be reduced by contractor.

1.1 (Access control) No. of violations of access control policy identified during the quarter

1.3 (Access control) No. of non-compliance incidents of CS controls by 3™ personnel

- 0~1 = Good Performance
- 1~2 = Licensee needs to investigate & make appropriate corrective actions

- 3 or more = Licensee needs to investigate, make appropriate corrective actions &

adjust program to eliminate future performance deficiencies




CS Performance Measure Cases

»» Performance Metrics

Table I: Performance Metrics

Control Good Corrective | Performance
Classification Peformance | Action | Deficiency
Access control 0 1-2 3 or more
Third-party 0-1 2 3 or more
PMMD connected 0-1 2 3 or more
Security flaws 0-1 2-3 4 or more
Config. change 0-1 2-3 4 or more
Mal. code 0-1 2-3 4 or more
Periodic scan 0 0~1% > 1%
Security func, 0-1 2-3 4 or more
Traming 100-95% | 94-90% < 90%
Open port 0-1 2-3 4 or more




CS Performance Measure Cases

»» Performance Metrics
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Q&A Thank you for your attention




