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 Introduction

▪ Research Background & Objectives

 Method

▪ Translation of FBD to SMT formula

▪ Exhaustive test case generation using SMT Solver

 Application

▪ RPS Trip Logic Software Testing

 Conclusion
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Category Number of Event

Software error 30 (39.97%)

HMI error 25 (31.65%)

EM interference 15 (18.99%)

Random HW failure 9 (11.39%)

Total 79

Digital system failure events reported in LERs

PLC used in NPP safety I&C systems

RPS unavailability for various 

software failure probability
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 Software Reliability Growth Model

 Bayesian Belief Network Model

 Metric-based Method

 Context-based Software Reliability Method

 Test-based Method

 Etc…

SRGM application to NPP SW

BBN model for NPP SW Test Environment for ATR LOCS SW
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 Integrated Testing Framework for NPP Safety Software

▪ Simulation-based Test-bed for PLC Software Testing

▪ SMT-based Exhaustive Test Case Generation for PLC Software

Software 

Test Result

Software

Test Cases

Exhaustive Test 

Case Generator
PLC Test-bed

FBD-to-SMT 

Translator

FBDET

SMT Framework

PLC Internal 

structure

Machine-code

level Testing

NPP SW

FBD 

Program

Compiled 

NPP SW

Assembly

Block Diagram of NPP Software Exhaustive Testing Framework
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 Software failure: fail to generate safety signal when demand comes.

▪ Demand: a plant condition that requires actuation of safety systems

 Exhaustive test case : all possible sets of the SW input/internal variables 

that generates SW safety output (e.g. trip signal).

Digital RPS

If trip signal is generated 

by RPS, the reactor 

is safely shutdown.

Example of Reactor Trip Logic Software

2/4

SW input 

variable

SW output

variable

(safety signal)SW internal

variable

Safety signal (e.g., Trip signal)

Plant process variable 

(e.g., pressure, level)
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 Generating Test Cases → Satisfiability Problem

▪ Satisfiability : A formula is satisfiable if there is a model that makes formula true.

 Examples of Satisfiability Problems

▪ Boolean Satisfiability Problem (SAT) : Propositional formula

▪ Satisfiability Modulo theory (SMT) : First order logic formula

• Is the formula (𝑓1, 𝑓2, 𝑓3, 𝑓4) satisfiable?

• If the formula is satisfiable, do we have 𝑥𝑖’s that make formula true?

𝑓1 = 𝑥1 ∧ 𝑥2

𝑓3 = (¬𝑥1 ∨ 𝑥2) ∧ (¬𝑥1 ∨ 𝑥3) ∧ (𝑥2 ∨ 𝑥3) ∧ (¬𝑥2 ∨ ¬𝑥3)

𝑓2 = 𝑥1 ∧ ¬𝑥1

𝑓4 = (𝑥1 + 5 = 𝑥2) ∧ 𝑥2 ≤ 𝑥3 ∧ 𝑥3 ≤ 8
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 Formulation of Test Case Generation Problem

▪ Objective : Derive all possible software input/internal variables (𝑥𝑖’s) such 

that the software output (𝑓(𝑥𝑖)) becomes true.

• Formula (𝑓) : Software output

• Literals (𝑥𝑖) : Software input / internal variables

• Space (𝑆) : Domain of all possible software input / internal variables 

that may encounter during software operation

An example FBD program for calculating TRIP_LOGIC

𝑥𝑖

𝑓

𝒂𝒓𝒈
𝒙𝒊∈𝑺

𝒇 𝒙𝒊 = 𝒕𝒓𝒖𝒆
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 1) Translating the SW program to semantically-equivalent SMT formula

 2) Generating exhaustive test cases by finding the models for the literals of 

SMT formula by satisfiability check given software output.

NPP safety software in FBD language Translated SMT formula of RPS software

Exhaustive test case generation algorithm Exhaustive test case for software output
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 Function Block : Basic unit having input/internal/output variables

 Component FBD : Group of FBs interconnected according to execution order

 System FBD : Group of component FBDs (a whole software)

An example of FBD program

Component FBD

Function Block

System FBD



11

 FBD exhaustive test case generator (FETCG) : automatically translates the 

source code to SMT formula based on the developed translation rules.

Logs for translated FBDs

Translated SMT formula for the example program

Source code of PLC program

Screenshot of exhaustive test case generator
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3) Solve for Test Requirements

3-1. Check Satisfiability (→ sat/unsat)

3-2. Retrieve model for the 

program variables (solution)

1) Define Program under Test

1-1. Define variables

1-2. Define program

2) Define Test Requirements

2-1. Define desired software output

(e.g., TRIP_LOGIC = true)

Generated 

test case

Translated FBD program

Process of single test case generation for PLC program



13
Process of test case generation for FBD program

Start

1st iteration

Add TR1 as constraint

Check satisfiability for TR1 (→ sat)

Retrieve model for TR1 (→ TestCase1)

2nd iteration

Add TR2  as constraint

Check satisfiability for TR2 (→ sat)

Retrieve model for TR2 (→ TestCase2)

nth iteration

Extract/Assert TRn

Check satisfiability for TRn (→ unsat)

…

End

TR1 : Initial test requirement (TRIP = True)

TestSet = {TestCase1}

Append

{TestCase1}

TestSet = {∅}

TR2 : Test requirement for 2nd iteration (= TR1 ∪ {negation of TestCase1})

TestSet = {TestCase1, TestCase2}
Append

{TestCase2}

…

…
If TRn is unsat, 

return TestSet

TestSet = {TestCase1, TestCase2, … , TestCasen-1}
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 The algorithm is implemented to FBD exhaustive test case generator.

 It automatically generates exhaustive test cases for PLC program given the 

defined software output.

Screenshot of exhaustive test case generator Generated test case file for Rx. trip signal output

(1) Define desired software output

(2) Define range/value of software variables

(3) Program log

Source code of program
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 IDiPS-RPS was developed in Korea to satisfy the design requirements of APR-

1400 which has full-digital I&C systems.

 BP software has 15 trip logic modules which generate Rx. trip signal when the 

process parameter deviates from permissible operating condition.

Architecture of one channel IDiPS-RPS and prototype
Source code and compiled machine code 

of BP trip logic software

Compiler, Linker

pSET environment
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 Target Trip Logic: Pressurizer-pressure low trip logic

 Target Test Scope: Trip-initiation condition (SW output: ‘_6_TRIP_R = true’)

 Target Scenario: All possible accidents

Generated files from BP trip logic SW source code

Information on the translated FBDs

List of software input/internal variables

that contributes to trip signal generation
(a) Function Blocks (b) Component FBDs

(c) System FBD

Category Quantity

Function Blocks (FBs) 242

Component FBDs 122

System FBD 1

System input/internal variables 32 (/ 612)

System output variable 1

Temporary variables used* 2,661

Variables Description

_6_TSP_R
PZR-pressure-low 
trip setpoint

_6_PV_OUT_AI
PZR-pressure-low 
process parameter

AI_2_MDL_ERR
PLC analog input
module error signal

_6_RST_REQ_MCR_DI
Operator trip setpoint
reset request (from MCR)

⁞ ⁞
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 A total of 4,206,164,480 test cases were generated for the target BP trip logic 

and tested in the developed test-bed.

 As a result, all test cases generated the trip output after BP software is executed. 

(~ 6.205 msec/case)

Test Setup (3.60GHz 640 CPUs)

BP software execution in test-bed
A part of test result for BP target trip logic

Status of output 

variable after 

test execution 

by test-bed

Status of input/

internal 

variable 

before test 

execution in

test-bed

ID of test case

Trip output

of PZR-PR-LO

trip logic

Final trip

output
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Software 

Test Result

Exhaustive

test cases

Exhaustive Test 

Case Generator
PLC Emulator

FBD-to-SMT 

Translator

FBDET

SMT Framework

PLC Internal 

Structure

Machine-code

level testing

NPP SW

FBD 

program

Compiled 

NPP SW

assembly




