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1. Introduction

The quantitative methods for reliability or risk
analysis of instrumentation and control (I&C) systens
are usually based on probabilistic failure information of
each system component. This approach is well suited to
the analysis of systems with sufficient operation
experience. However, it is difficult to apply to a system
which has not enough operation experience since the
appropriate failure information of the components cannot
be assured. It is, therefore, necessary to explore a new
approach for quantitative analysis that does not rely on
the failure information of components.

There are approaches to viewing accidents in the
control systemas problems in control, not failures. The
approach to safety engineering, called STAMP (system-
theoretic accident model and processes), models a
control structure of a control system based on control
loops which is composed of a controller, controlled
process, feedbacks (FBs), and control actions (CA) [1-8].
The methodology the authors would like to presentin this
paper is basically based on the similar scheme. In
addition to that, as a basis for quantitative analysis results,
relative weights for some elements that make up the
systemare assigned. In this paper, basic concepts and
details of methodology with a simple example are
described.

2. Methods and Results
2.1 Basic Concept

The 1&C system literally measures and controks
control targets. In deeper look, there are three steps: (1)
Instrumentation, the feedback (FB) being referred to
control action (CA) determination is generated by the
sensors and transmitted to the controller through the
associated interfaces, (2) Decision, a controller
determines the CA generation based on the FBs received,
and (3) Control, the generated CA is transmitted to the
actuators performing the physical action through the
associated interfaces. Basically, all functions of the I&C
system are considered to go through the three steps,
instrumentation — decision — control, so this general
association is named as signal flow (SF) in this paper. A
specific SF is formed according to the CA and controller,
and each of the three steps consists of some of the
following four types of components:

- Sensor (S): a component that generates FB

- Interface (I): a component that transmits FB from
sensorto controlleror CA from controller to actuator

- Controller (C): a component that determines
whethera CA is generated or not

- Actuator (A): a component that receives a CA and
performs corresponding physical actions.

According to the given conditions of control target and
the functional design of the I&C system, several SFs
within the I&C system can be organized by hierarchy,
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priority, and relation between them, as shown in the Fig.
1. In certain conditions of control target, when the
sequential roles required by the I&C system are called
missions, for a mission (M), physical control(s) should
be completed. The physical control (PC) can be activated
by the CAs, and the CAs can be generated and executed
by the SF. Therefore, the 1&C system can be
hierarchically organized according to mission (M) —
physical control (PC) — controlaction (CA) — signal flow
(SF): Implementation/Decision/Control — Component.

Most safety I&C systems apply the concepts of
diversity and redundancy to secure the reliability of their
functions. The implementation process ofthose concepts
results in various combinations of SFs. For description,
an example is given in part of the Fig. 1. In the event of
an abnormal situation at a nuclear power plant, the most
mission to be taken is reactivity control. Generally, the
reactivity control is achieved through control rod drop
(PC1), andifthereis an alternative means (PC2), the PC1
and 2 can be vertically placed. Here the vertical
placement means one of the elements is enough for the
functioning required from higher hierarchy. If both PC1
and 2 are needed for the mission completion, they should
be placed horizontally. Upper side placement, another
principle, at the same hierarchy means priority, so PC1
is a priority over PC2. At any hierarchy, if there are
multiple elements in the same hierarchy, the
horizontal/vertical and upper/lower side placement can
be applied from the same perspective. In a deeper
hierarchy, control rod drop, the PCl, can be made
through either CA1 (RPS trip signal) or CA2 (DPS trip
signal); It is assumed that either CA1 and 2 can drop the
control rod, and the CA1 takes priority over CA2.

In the deepest hierarchy, SF, the RPS trip signal can
be generated automatically by the RPS machine or
manually by the human; Either SFs can generate and
execute CA1l, and the SF through RPS machine takes
priority over the SF through human. RPS machine and
human can collect different, identical, or additional FBs
through different paths, and the generated CA through
RPS machine or human can be transmitted to the
actuators in different, identical, or partially overlapped
paths. In otherwords, the components utilized for the two
SFs might different, identical, or overlapped.

In summing up the above, the SFs within the I&C
system under a given mission can be schematized as
shown in Fig. 1. by hierarchy, priority, and relation
between them. Considering that each SF is formed by the
components, it should be noted that certain components
utilized in each SF can also be used in other SFs.
Therefore, if a component is unavailable, the soundness
of several SFs can be affected. The basic concept of the
method presented in this paperis as follows. For each SF,
in the event of a problem with a particular component,
the degree to which the soundness ofthe associated three
steps, instrumentation, decision, and control is degraded
is assessed, and the larger the degradation is, the more
important component is. Then, by summing the
importance of each component calculated for each SF all

over the missions, the final importance of each
component for that missions is calculated.

2.2 Details of Methodology

The design information for the I&C system can be
utilized to schematic the SF as given Fig. 2. The SF can
be expressed by placing sensors and interfaces related to
FB generation/transmission at the front, centering on the
controller, and interfaces and actuators related to CA
transmission/execution at the back. Each component can
be represented by a node with component type-specific
ID (S for sensor, C for controller, A for actuator, | for
interface), and the signal flow between components can
be represented by an arrow. If necessary, an arrow may
indicate the name of the FB or CA.
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Fig. 2 . Schematic representation of signal flow

This method assigns weights, instead of failure
information, as the basis for quantitative analysis results:
(1) the weights assigned to the elements in the same
hierarchy level, from PC to SF, according to the
relationship and the relative importance between the
elements in achieving the needs of the higher hierarchy,
and (2) in a single SF, the weights are assigned to some
FBs and components from the instrumentation and
control perspective (Fig. 3.).

At the same hierarchical level, the weight of an
element is between 0 and 1, and the sum of the weights
of the elements that cause the failure of the higher
hierarchy needs (minimal cutset: MCS) should be equal
to 1. For example, MCS for M1 is PC1x PC2 since one
of them can complete M1, so sumof weights for PC1 and
PC2 is 1: Wpe,= 0.8, Wp, =0.2. If both PC1 and PC2
are needed for M1 completion, that is MCS for M1 is
PCl1L + PC 2, the weights for each PC will be 1,
respectively. Based on this principle, example weights
for each CA and SF are assigned: W, = 0.7, W4,=0.3,
and sum of them equal to 1, W, ;= 0.8, Wy, ,= 0.2,
and sum of them equal to 1, and so on. The weight
assignment for PC, CA, and SF described above can be
defined like below.

ZyEMCSMXWPCy =1

where MCSy,, is MCS of PCs causing Mx failure
LieMcspe, Weai = 1

where MCSp, is MCS of CAs causing PCy failure
Yjemcsey Wsrij = 1

where MCS,; is MCS of SFs causing CAi failure
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Figure 3 Example of weights assignment

The assigned weights to PC, CA, and SF will be
utilized when updating the importance of components
derived within each SF to the importance from a mission
perspective. The underlying philosophy is like follow; If
a component is used in a specific SF, and the SF is used
to generate a CA that is treated as important, and CA is
also used to perform an important PC, the component is
very important from amission perspective. For example,
let's say different sensors are used in SF1,1 and SF2,2.
Comparing Wgg, 4, (0.8) and W, (0.7) with W, 5 (0.2)
and W¢,, (0.3), from a mission perspective, the sensor
used in SF1,1 would be more important than the sensor
usedin SF2,2.

Next, within a single SF, weights are assigned from
the instrumentation, and control perspective. Based on
the assigned weights, the importance of each component
is calculated by evaluating the extent to which a
particular component impairs the soundness of each step
when that component unavailable.

From the instrumentation perspective, weights are
assigned between FBs generated by sensors, and between
the front-end components through where a particular FB
is transmitted to the controller. The principle is that it
would be important that the FB, which has a significant
impact on the decision, be transmitted as a path
effectively recognizable to the controller. An example of
weight assignment for SF1,2 is given in Fig. 3. When
human operator (C2) generates CA1l, there are two
reference FBs generated by the sensors (S1 and S2), and
it is assumed that the S2 signal (FB2) is used as an
auxiliary information of S1 signal (FB1); For this reason,
weight of 0.7 is assigned to FB1 which is relatively high
compare to the weight for FB2 (0.3). Regarding the FB
transmission, the FB2 is transmitted to C2 through the
only front-end component 14, sothe weight of front-end
component 14 transmitting FB2 for SF1,2, Wiy sy, .

equal to 1. Meanwhile, the FB1 is transmitted to C2
through the two front-end components I3 and 14, so the

weights for these interfaces are assigned such that the
sumofthem is equal to 1. In the example, ahigher weight
is assigned to I3 assuming that human pays more
attention to the signals transmitted through this interface:
Wi3 | FB1gp; 5 = 0.8 , Wi4 |FB1gE, - =0.2 . The weight
assignment for the FBs and front-end components from the
instrumentation perspective can be defined like below.

WFBkSFij: Weight of a specific FB kin SFi,j (CA1i
generation/execution through controller j)

where X i- 1 Wepi,, ;=1 for a specific SFi,j (0 <
WrBkges; < 10 Wrkge;; = 0 if FB k is not used for SF i,j)

where o = total number of FBs in a given system

Wex|FBkeg ;¢ Weight of a specific front-end componentx

transmitting FB k in SF i, j

where ZE:IWCXIFBkSFij = 1 for a specific SFi,j (0 <
WexFBkspy; < 10 Wex|FBkgey; = 0 ) if component X is not
the front-end component transferring FB k for SF i,j

where B = total number of interfaces in a given system

Based on the weight assignments above, the
importance (IM) of asensorn (IMg\js;;) or an interface
n (IMN%g;;) in SFi,j from the instrumentation
perspective can be calculated. The underlying principle
is that the importance of asensororinterface corresponds
with the degree to which the soundness of
instrumentation ( FB, generation/transmission) s
degraded due to thatunavailable component. The closer
the calculated value to 1, the more likely the failure of
that component will result in a complete loss of
instrumentation step. In case of IM for a sensor, it is
simple. If there is a problem with a particular sensor, the
controller cannot receive the FB generated by that sensor
through any path, so the weight assigned to the FB
generated by that sensor itself becomes the importance
of that sensor.
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IMghises) = WrBkge; (0 = K) (Eg. 1)
Generated FB signals can be transmitted by complex
interconnections of related interfaces before they are
transmitted to the controller. Even if an interface fails,
FB(s) may be still transmitted to a controller through all
or some paths depending on the systems design
characteristics for diversity. However, that doesn't mean
the transmission is not degraded at all. Therefore, the
importance of a particular importance is calculated
according to the following concepts: how large the
negative effect is in compare to the sum of the negative
effects and the degree to which it can still function.

INS
IMINS =
n|SFi,j
YgeGin|FBk We|FBksr i j

o
2k=1(Wrpkgg
SF1j YgeGin|FBkgF 1 j WelFBks 1+ XfeFin|FBkg 1j WrIFBksE i §

(Eq. 2)
where Gy, |[FBkgg ;51 A group of front-end components
transmitting FB k via the interface n in SF1,j

where Fy, |[FBkgg i : A group of front-end components
transmitting FB k other than the interface n in SF i, j

Regarding the SF1,2 given in Fig. 3, the importance of
instrumentation related components is calculated as an
example.

INS  _ _
IMs3jsF1,2 = WrBige, , = 0.7
INS  _ _
IMs3jsF1,2 = Wrpzgg, , = 0.3

IMINSp1 5 =
1|SF1,2
YgeGr1/FBk We|FBkspy »

Y1 (Wegkg, , W W
2 Yg €G11|FBkgpy » WelFBkgpy 5+ 2feF11[FBkgpy » WHIFBKgEy »

(where Gy |[FB1gpy » = {I3,14}, Fi1|FBlgg , = {0},
Gy |FB2gpy , = {0}, Fi1 [FB2gpy , = {14})

ZgE{B“)WgIFBlSFLZ

FBISF12 Soeq1s 2 WelFB1gE, » + 2reo}WiFB1gp, o
Ygeto} WelFB1gEs 2

FB2sp12 Yge(yWelFB1gE, , T Xty WiiFB1gE, »

_ (0.8+0.2) 0 _
=07 s+02)+0 T 0.3 0+1 0.7

INS  _
IMp8F1,2 =
YgeGrz|FBk We|FBkgE ,

Y= 1(Wepkg,
12 z:gEGIZIFBkSFLz We|FBksF; 2 +ZfEF12\FBkSF1,z WrFBKgE1,

(where Gy, |[FB1ggy » = {0}, Fio|[FB1gpy » = {13,14},
Gy |FB2gpy 5 = {14}, Fip|FB2gpy , = {0})

Yge(o}WelFB1gE;

FBISFL 2 Focro) WeiFB1gE, , + X314 WiiFB1gp, »
ZgE{M)Wg\FBlsH 2

FB25P12 ge (1) WerB g o+ Sreto) WriFB1grs 2

0 1
=07 or(0sr02) " 0375=03

INS
IM; =
3|SF1,2
Ygecrs|rBk We|FBksE 5

i1 (Weg,,
12 Yg€GI3|FBksp, 2 WelFBksp o T 2feF13|FBksps 2 WiIFBkspy 2

(where Gi3|FB1gg; , = {13}, Fi3|FBlgp , = {14}
Gy3|FB2gpy ; = {0}, Fi3|FB2gpy 5 = {14})

YgesWelrBigp,

FBlsr. 2 Yee(13)WelFB1spy » * 2eciaf WiIFB1sE1 2
W Yge(o} WgIFBlsFLz
FB2
SF12 EgE{U}WgIFBlsn 2 +Zf€ﬂ4}wf|FBlsF1,2

0.8
0.84+0.2

=07

0 —
-l-O.?)F1 =0.56

INS  _
IMigisF1,2 =

2
_ (W,

Ek_ ( FBKsry,2 Yg€G14lFBKspy 2 WelFBksp o T 2feF14|FBksp, 2 WiIFBKsEy 2

(where Gy, |[FB1gg; = {14}, Fi4 [FBlgp, , = {13}

Gra|FB2gp , = {14}, Fi4|FB2gp , = {0})

YgeuayWelrB1ge,

YgecralFBk WelFBkgpy »

FBlsp1 2 Yget1ayWelFB1gpy 5 + Zres)WiiFB1gE, »
Yege(14)WelrB1gF

FB2sr12 Yge14yWelFB1gp; ot Zte(o} WrFB1gE,

0.2
0.2+0.8

=07

1 —
+03 Tt 0.44

Regarding the second step of SF, decision, there is no
specific weight assignment, and the importance of a
controller (IMZFSg;;) related to a SF i,j can simply be
defined as below.
IMERrij= 1 (n=j) (Eq. 3)

Throughout the methodology, a conservative
assumption that when a problem occurs within a
particular component, the component cannot perform
any of the required functions is applied. Throughout the
methodology, it is presupposed that there is only one
controller in one SF, and the only controller decides
whether to generate a CA. In addition, a conservative
assumption that when a problem occurs within a
particular component, the component cannot perform
any of the required functions is applied. Therefore, if
there is a problem with the controller j the CA i cannot
be generated, which means complete failure of decision
in a SF.

Even if instrumentation and decision have been
performed well, a PC may not be accomplished if some
problems occur in control step. The ultimate purpose of
control step is the operation of the relevant actuators.
There may be specific system designs to secure the
control step such as placing multiple actuators from the
redundancy concept or adopting a different type of
actuator from the diversity concept. In other words, an
I&C system may be equipped with more than the
minimum necessary actuators for controlstep. Therefore,
the completion of the control step means the activation
of the minimum relevant actuators to achieve the goal
from a PC perspective. In this regard, the weights are
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assigned to the actuators; First, all MCS of actuators in
SF i,j (MCSzgg; ) that cause controlstep failure is derived,
and then a weight is assigned to each actuator to be the
sum of the weights of the actuators that make up each
MCS is 1. In Fig. 3, although details are not specified, it
is assumed that either A1 or A2 and A3 must be activated
for control rod drop; Therefore, the MCS of SF1,2 can be
defined as MCS1gg, , = {Al, A2} and MCS2¢g, , = {A3}.
Then depending on the number of actuators for each
MCS, the weights will be assigned equally; MCS1 has
two actuators, A1 and A2, so each actuator is assigned
with a weight of 0.5, and the single actuator, A3, in
MCS2 is assigned with a weight of 1: Watgps o =

WAZSF1,2 =05, WA3SF1,2 =1

1
WAYSF ij  m

where m is the number of actuators in the M CSincluding
the actuatory in SF i,

Based on the weight assignments to the actuators, the

IM of an interface (IM{ gy ;) or an actuator (IMgT 4. ;)

in SF i,j from the control perspective can be calculated.
The underlying principle is similar to the one for
importance calculation of sensorand interfaces from the
instrumentation perspective. The importance of an
interface or actuator corresponds with the degree to
which the soundness of control step (CA i
transmission/execution) is degraded due to that
unavailable component. The closer the value to 1, the
more likely the failure of that component will result in a
complete loss of control step. However, the calculation
process is very different from the instrumentation step
because there is a disparate between the instrumentation
step that transfers multiple FBs to a single controller and
the control step that transfers a single CA to multiple
actuators.

Depending on the system design, there may be a
number of MCS of actuators for each SF and the control
step may fail even by a single MCS. Therefore, after
analyzing the impact of each MCS by an unavailable
component, the maximum value of the impact is assumed
as the importance of that component. However, in this
approach, the impacts on MCS other than the most
impacted MCS are ignored, so the sum of the impacts on
all MCSs may be presented as a reference indicator.

IMICnT'S“Fi‘]- = max{MlnlSFi'j(z) 1z =1.y}
where y is the number of MCSin SF i,j

ZgEGInIMCSZSFi,j Wesr ij

M srij(2) = (Ea. 4)
In|SFij YgecinMeszsy ij Wesr i j+ ZfeFinMcszsy 1j Wrsp i

where Gp, [MCSzgg;: A group of actuators receiving CA i
via theinterface n in theMCSz in SF i,j

where Fy, [MCSzgg;; : A group of actuators receiving CA i
other than the interface n in the MCSz in SF i, j

The IM for an actuatoris straightforward like the one
for sensors. The importance of each component in the
control step is how much of a negative impact it has on
PC accomplishment when the componentis unavailable.
The weight assigned to an actuator corresponds to the
importance of that actuator since the weight is assigned
from the perspective of PC accomplishment.
M) = Wayge; (M=) (Eg. 5)

Regarding the SF1,2 given in Fig. 3, the importance of
control related components can be calculated like below.

MCS1gg 4, = {A1,A2},MCS2g, , = {A3}

YgeGIaMCS1sp 12 Wesp ij

Ml3|SF 1'2(1) a ZEEGI3|MC51SF 1,ngSF i,j+ZfEFI3|MC51SF 1,szSF ij
(where Gi3|MCS1gp; , = {A1,A2}, F13|[MCS1gE, , = {0})
B Yge(araz) Wegr i _ (0.5+0.5) 1
Teerarazy Wegr s+ SreiyWr (0.5+0.5)+0

YgecraMeszsy 12 Wesr i

M 2)=
13|SF 1'2( ) ZgeGisMCs2sr 1, Wegr 157 ZfeFisMcs2gp 1, Wrsr i
(where Gy3|MCS2gp, , = {A3}, F3|MCS2gr; , = {03)
Yge(asy Wegr 5 1

T Teetan Wegp jHEreqWe 140

c _
IM{5{§k 1,2 = max{Mysp 1 2(1),My35p 1 2(2)} = 1

ZgEGISWICSlSF 12 WgSF ij

M 1)=
I5|SF 1'2( ) TgecisiMCSisr 1, Wesp 177 ZfeFisIMCS1gg 1 2 Wrsp i
(where Gj5|MCS1gg, , = {A1,A2}, Fi5|MCS1gg, , = {A2})
_ Yge(araz) Wegp ij (0.5+05)

= = = 0.67
ZgE(Al,AZ} WgSF i,j+ZfE(AZ}WfSF ij (0.5+05)+0.5

YgeaisiMcszsr 12 Wesr i

M 2)=
15|SF1,2( ) TgecisiMcs2sr 1, Wesk 17+ ZfeFisiMCS2gg 1 2 Wrsp i
(where Gy |MCS2sg; , = {A3), Fi5|MCS2gs , = {A3))
ZgE(A3)WgSFi,j _ 1 _

Ygeras) Wegp i+ ZretasyWrgpij 111

IM5[85 1,2 = max{Mys;sg1,,(1), M55 1 2(2)} = 0.67

YgeGi6IMCS1sp 12 Wegp ij

M 1)=
16ISF 1'2( ) YgeGI6IMCS1sR 1,ngSF i,j+ZfEF16IMC51SF 1,szSF ij
(Where GI6|MCS]‘SF1,2 b {AZ}, FI6|MC31SF1,2 — {Al,AZ})
Yee(azyWeg i 5 0.5

= = =033
ZgE(AZ)WgSF i,j+2f€{A1'AZ}WfSF ij 0.5+(0.5+0.5)

ZgEGlsIMCSZSF 12 Wesp ij

Ml6|SF 1'2(2) B ZgeGrelMCs2sp 1,ngSF i,j+ZfEF16IMCSZSF 1,szSF ij
(where Gig|MCS2gg, , = {A3}, F1g|MCS2g; , = {A3})
_ Yge(as) Wegp -1 _os
Yeeran Wegp i+ SretanWegpij 141

c _
IM{5[$k 1,2 = max{Myg;sp 1 2(1),M55p 1 2(2)} = 0.5

CTL
IMA1|SF 12=05
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CTL
IM4313F1,2 = 05
CTL  _

IMg3i8p12 =1

After deriving the importance of each component for
each instrumentation, decision, control step for every SF
i,j, the subtotal importance for each component for a
given mission x can be calculated like equations 6 - 9,
according to its type. In the equations, a, b, and ¢
represent the total number of PCs, CAs, and controllers,
respectively.

Mg mx = Z}ar=12}):1zjcz1WPCy {WCAi(WSFi,j ’ IM;§|SSF i,j)}
(Eq.6)

IMcnmx = Z;:1Zib=12jc=1WPCy{WCAi(WSFi,j ’ IM(]:DE@FL]‘)}
(Eq.7)

IMan|Mx = Zizlz?zlzjcz1WPCy{WCAi(WSFi,j 'IM}(\:rT|[éFi,j)}
(Eq.8)

b
My mx = 23:121:12fz1WPCy[WCAi {Wspi_j(IMIIrﬂSSF i
M s i,j)}] (Eq.9)

By adding the subtotalimportance of each component
derived for each mission throughout the entire missions,
the final importance of each component can be derived
like equations 10 - 13. The maximum value of each
component can vary depending on the system design
characteristics and cannot specify its upper bound.
Therefore, the relative importance of each component
can be analyzed for now, which will be re-considered in
near future.

Mgy, = X% oq IMgpymy (Eq.10)
My, = Xx1 IMen i (Eq.11)
My, = 2%=11Man mx (Eq.12)
My, = 2% 1 Mgy (Eq.13)

3. Discussion and Conclusions

In this paper, the authors propose a methodology to
evaluate the quantitative importance of components for
control systems where reasonable failure data of
components is difficult to obtain. Based on the analysis
results according to the proposed methodology, the
safety of the control system might be achieved by
modifying the system design to do not concentrate the

importance on a small number of components, or by
forcing the implementation of high reliability for certain
components with high importance. However, it is
necessary to consider the following prerequisites and
precautions in utilizing this methodology

- It is assumed that signals (FBs or CAs) do not
deteriorate or changed in the process oftransmission.

- It is assumed that one CA is created by only one
controller.

- Theresults of this analysis may vary dependingon the
assigned weights. Therefore, a method for objective
and systematic weighting needs to be further
considered.

- The appropriateness of the level of detail of the
component and the balance of the components in it
should be considered.

- The boundary and balance between components
should be properly considered and defined.

In this paper, the focus was on establishing the logical
concept of methodology. Currently, an application
analysis is being performed on a real-world system to
validate the validity of this methodology. Furthermore, in
order to ensure the validity of the methodology, it is
believed that a method that objectively and systematically
assign related weights must be supported. In this regard,
the authors plant to conduct a follow-up study.
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