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* Cite : Gahmyong Kim, KHNP in IAEA International Conference on Computer Security in a Nuclear World(2015)
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Step 1 Step 3
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Organization Cyberincident

Response Program (3

Step 5 Step 7
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1. Cyber Security
Assessment Team

!

A

2. Identify Critical Digital i )
Assets (CDAs)
i Level 3 Level 1 evel 0
|
3. Implement Defensive "
Architecture = o 20

I

4. Apply Security
Controls

CDA — Critical Digital Asset
RG — Regulatory Guide
NEI — Nuclear Energy Institute

Y,
Defense- (s:g;l:rr gli Mitigation Tralning Manage
in-Depth NEI 1310 Strategies Cyber Risk
CYBER SECURITY Periodic Modification Incident Peoudineg Records
PROGRAM Review Evaluation Response Retention
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> O|=2| Reactor Oversight Process

Reactor Oversight Framework

Mission Protect Public Health and Safety in the Use of Nuclear Power
I | .
Key Areas Reactor Safety Radiation Safety Safeguards
t t * s *
Cornerstones | pitiating > Mitigating R Barrier Emergency Occupational Public Security
Events Systems Integrity Preparedness Radiation Radiatic
X I I |

Cross-Cutting

Areas Human Performance Problem Identification and Resolution |  Safety-Conscious Work Environment
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> O|=2| Reactor Oversight Process
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> O|=2| Reactor Oversight Process

FIGURE 2 — EVALUATING IMPACT TO SAFETY RELATED/IMPORTANT-TO-SAFETY FUNCTIONS

CYBER SECURITY SIGNIFICANCE DETERMINATION PROCESS
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» [Current] Individual system-based cyber security regulation

» [Future] Working on developing exercise scenario based on Vital Area
Identification Process (7| 27}d: @2 £|X| = AH|= ME|SHK| HF
of: QAE ™R, ATWS H (reactor trip) &)

SANDIA REPORT
SAND2008-5644

Loss of Off-site Power

Vital Area Identification for U.S.

o Unmanned
Nuclear Regulatory Commission 5 :
. Aerial Vehicle
Nuclear Power Reactor Licensees .3..
and New Reactor Applicants
Vital Area !
Donnie W. Whitehead
Reactor
arget Set Containment
Assault
Support Team Team 7

Protected Area ?
'Radiation Controlled 7
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> APR-1400 A[=2{0|H Z[HIe] 2K HW HSE (Hardware In The Loop,

HITL)
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| Situation
Monitoring

HITL Control

Vulnerability System Layer

Test ol |
Hardware Interface 1&C SI/ ator / Emulator
____/_:‘ ___________ F——————————— — —— .
£ /' Thermal-
Uncident Scope Analyms Hydraulic Module anary_
secondary
\ ESWS
e System ‘
Simulation
Simulation Platform Mo Layer
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