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1. Introduction

It is necessary to develop a cyber security incident
report system to respond to cyber threat or cyber-attack
in a timely manner. To establish this system, it is
necessary to improve related law and have standard
cyber threat information sharing system. This paper
analyzed the cyber security incident report system of
EU/US and cyber threat information sharing cases of
US. Based on this analysis, the cyber security incident
report framework for nuclear facilities in ROK was
suggested which contains the improvement of related
domestic law and cyber threat information sharing
system establishment.

2. Cyber Security Incident Report System of EU and
us

2.1 Cyber Security Incident Report System of EU

EU has been establishing information sharing system
to deal with cyber security incidents occurred in
various nations. European Network and Information
Security Agency (ENISA) receive report from related
organization when cyber security incident occurs.
There are several security articles about that such as
Framework Directive, e-Privacy Directive, Data
Protection Regulation, e-Sig and e-ID Regulation. The
relationship among the security articles is followed in
Fig.1.
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Fig. 1. Similarities and differences among the security

articles [1]

2.2 US ICS Cyber Security Incident Report System

Cybersecurity and Industrial Security Agency
(CISA) under the Department of Homeland Security
(DHS) was established in 2018 by integrating US-
Computer Emergency Readiness Team (US-CERT) and
Industrial Control Systems-Cyber Emergency Response
Team (ICS-CERT). The legal base of CISA is CISA
Act of 2018 (CISA ACT) which was revised from
Homeland Security Act of 2002. CISA provides cyber
incident reporting system via its website. It also
provides guidance of cyber incident report which
contains requirement and process.
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Fig. 2. CISA incident reporting system [2]

3. Analysis of US Cyber Threat Information Sharing
Cases

It is important to share threat information always for
ensuring speediness and correctness of the reported
contents.

US operates Information Sharing Analysis Center
(ISAC) in several industrial areas such as IT, chemical,
communication, energy, financial service, and so on.

Because of the variety of information and sources, it
is necessary to formulate standard information sharing
system and analysis method. DHS started to develop a
standard in 2012 and published Trusted Automated
eXchange of Indicator Information (TAXII) 1.0 which
is a threat information transmission standard in April,
2013 and The Structured Threat Information
eXpression (STIX) 1.0.1 which is a threat information
expression standard in October, 2013, respectively.

TAXII provides 4 services such as information alert,
information  subscription  management, contents
reception and contents request. Also, it supports the
HTTP and HTTPs protocols. STIX contains 8 elements
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to analyze threat information consistently and
automatically. The 8 elements are cyber-attack
activities, attackers, attack methods, detection
indicators, observation indicators, incident, measures
and targets. If a specific organization detects cyber
threat, the cyber threat information transformed to
STIX and it is transmitted to participated organization
automatically by TAXII.

Organization A

@ Detect a Threat .

_______________________

¥ :
/ STIX \
] Enrich Threat Data
: Filter Policy for Sharing
]

Machine-to-Machine API

ISAC

Store,
Maintain Trust,

1
]
1
I
1
1
1
I
1
1
1
1
1
1
1
STlx Build Confidence | |
in Threat Data 1
I
1
1
I
I
1
)
1
I
1
1
1
1
1

Repository

-

Actionable Intel = (@
Proactive Defense

Many Other Organizations

Fig. 3. Structure of STIX/TAXII system [2]

4. Proposal of Establishing a Cyber Security
Incident Report Framework for Nuclear Facilities
in ROK

4.1 Improvement Method of Cyber Security Incident
Report Law

As discussed in chapter 2, EU and US have unified
reporting system for cyber security incident. However,
in case of ROK, nuclear facilities are subjected to
“Enforcement Decree of the Act on Physical Protection
and Radiological” and “Act on the Protection of
Information and Communications Infrastructure” and
they report related administerial agencies by relevant
laws. If a nuclear facility is designated to national
infrastructure, it is subjected to “Act on the Protection
of Information and Communications Infrastructure”
and report to NIS or ICT. Then, technical support can
be provided by National Intelligence Service (NIS) or
Ministry of Science and ICT (MSIT). However, if a
nuclear facility isn’t designated to national
infrastructure, it will report to Nuclear Safety and
Security Commission (NSSC) but appropriate technical

support may not be assured. The reason why is
cooperation of NSSC and administrative agency (NIS,
MSIT) may not be assured because there is any link
between “Enforcement Decree of the Act on Physical
Protection and Radiological” and “Act on the
Protection of Information and Communications
Infrastructure”.

In case of US, cooperation of US NRC, DHS, federal
law enforcement agencies and intelligence community
is defined in 10 CFR 73.77 [3] and R.G. 5.83 [4]. So, it
is necessary to fill the legal hiatus of “Enforcement
Decree of the Act on Physical Protection and
Radiological” and “Act on the Protection of
Information and Communications Infrastructure” by
establishing NSSC bulletin and revising KINAC
regulation standard (KINAC/RS-015) [5].

4.2 Proposal for Cyber Threat Information Sharing
System of Nuclear Facilities

US developed STIX/TAXII for sharing cyber threat
information as discussed in chapter 3. In case of ROK,
Cyber-Threat EXpression (C-TEX) was developed by
Korea Internet and Security Agency (KISA) referring
to STIX [6]. However, C-TEX is not used widely over
the various fields in comparison with STIX.

Administrative agency provides cyber threat
information to national infrastructure based on “Act on
the Protection of Information and Communications
Infrastructure”. In case of nuclear facilities which are
not designated to national infrastructure, cyber threat
information is provided by relevant organizations based
on the KINAC/RS-015 requirements. Because the
threat information sources are scattered, it may difficult
to deal it effectively. To solve this problem, it is
important to establish unified cyber threat information
sharing system which utilize standard threat
information expression like C-TEX.

5. Conclusions

In order to respond cyber threat or cyber-attack in
timely manner, cyber incident should be reported
precisely. To work it, systemic reporting method and
standard cyber threat information sharing system
should be prepared parallelly. In conclusion, by
achieving completeness of law, systemic cyber security
incident report will be possible. By using the standard
cyber threat information expression and establishing
information sharing system, furthermore, framework of
cyber security incident report could be accomplished.
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