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Introduction 1 
Background & Objective 

Export controls on strategic goods are being implemented in accordance with 
international treaties to prevent the proliferation of weapons of mass destruction such 
as nuclear weapons. 

Trigger list items are designated according to the Nuclear Supply Group guidelines, and export 
controls are in place to prevent nuclear proliferation. 

Moreover, exports of nuclear material and technologies to various customer countries 
are expected to phenomenally increase inasmuch as the rapid growth of domestic 
competences in nuclear technology and nuclear industry. 

However, there is a high possibility that the current professional judgment of export 
license depends on the subjective judgment of the examiner as it contains many 
qualitative contents. 

Therefore, it is necessary to develop an export risk assessment system that can support 
export controls. 

It is carrying out the ‘Development of Export Risk Assessment Program for Trigger Items’ 
task. 
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Introduction 1 
Export Risk Assessment Model Overview 

Export Risk Assesment 

 

 

 

 

 

 

 

 

 

 

 

 

This study is about assessment of nuclear proliferation contribution of items. 

Country credibility Trader credibility Item contribution 

• Provides country profile 
information 

• Evaluates country credibility 
rating 

• Checks denial list 
• Checks export license history 
• Compares end-user information 

• Evaluates nuclear proliferation 
contribution of trigger list items 

• Provides risk assessment tool 
that can be modified 
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Methods 2 
Nuclear Fuel Cycle 

In order to create a proliferation scenario, it is necessary to understand the process by 
which nuclear materials are made into weapons-grade special nuclear materials. 

The nuclear fuel cycle is an example of a nuclear materials production process. 

The nuclear fuel cycle represents the steps of nuclear material processing from mining 
to disposal. 

Mining, milling, conversion, enrichment, fabrication, power generation, interim storage, 
reprocessing, and waste disposal are the primary processes. 

In order to focus on generating nuclear materials, the pathway was built around nuclear 
materials. 
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Methods 2 
Trigger List Items 

Trigger list items are items subject to export control in accordance with the guidelines of 
the Nuclear Supply Group in order to prevent international nuclear proliferation.  

According to the control number, the trigger list items are classified into five categories. 

0A: systems, equipment and components 

0B: test, inspection and production equipment 

0C: materials 

0D: software 

0E: technology 

To assess the risk, a proliferation scenario was created by incorporating trigger list items 
into the nuclear fuel cycle. 

The control number-classified items were linked to facilities, technology, and equipment required 
for nuclear material production 

Sub-items were constructed by linking them to upper-level items. 

 

Nuclear MaterialNuclear Material (previous)

Technology

Equipment

Facility
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Methods 2 
Trigger List Items 

A proliferation scenario was created by incorporating trigger list items. 
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Methods 2 
Bayesian Network 

A Bayesian network is a directed acyclic graphical model that can calculate the 
probability of another event occurring when a given event occurs through conditional 
probability. 

Bayesian network consists of nodes, arcs and conditional probability table. 

 

 

 

 

 

 

 

 

 

 

 

Bayesian network can calculate posterior probabilities using Bayes' theorem 

 

𝑝 ℎ 𝐷 = 
𝑝 𝐷 ℎ 𝑝(ℎ)

𝑝(𝐷)
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Methods 2 
Bayesian Network 

Bayesian network methodology was applied to evaluate the established proliferation 
scenario. 

When proliferation occurs, the probability that another item spreads can be assessed as a risk. 

When an event in the next path occurs, the probability of another event in the previous path 
must be obtained, so the Bayesian network was constructed in the opposite direction to the 
nuclear fuel cycle. 

If configured in the forward direction, the probability of an event occurring in the next path can be obtained from the 
probability of an event occurring in the previous path. 

If configured in the reverse direction, when an event in the next path occurs, the probability of an event in the 
previous path occurring can be obtained. (i.e. The contribution can be obtained.) 

The number of cases was limited to true/false cases in which an event occurred or no event 
occurred. 
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Methods 2 
Bayesian Network 

A proliferation scenario of trigger list items established with Bayesian network. 
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HTGR

True
False

22.5
77.5

FNR

True
False

22.5
77.5

Research Reactor

True
False

22.5
77.5

LWR

True
False

22.5
77.5

Graphite

True
False

2.25
97.8

D2O

True
False

2.25
97.8

Fuel (HEU)

True
False

12.4
87.6

Fuel (LEU)

True
False

12.4
87.6

Fuel (SEU)

True
False

11.2
88.8

Fuel (NU)

True
False

11.2
88.8

0B003a. Systems for the conversion of ura...

True
False

0.23
99.8

0B003c. Systems for the conversion of UO...

True
False

0.37
99.6

0B003d. Systems for the conversion of UO...

True
False

0.32
99.7

0B003e. Systems for the conversion of UF...

True
False

2.20
97.8

0B003f. Systems for the  conversion of UF...

True
False

0.26
99.7

0B003i. Systems for the conversion of UO2...

True
False

   0
 100

0B001a. Plant specially designed for separ...

True
False

2.58
97.4

0B001a.1 Gas centrifuge separation plant

True
False

1.34
98.7

0B001a.2 Gaseous diffusion separation pla...

True
False

2.50
97.5

0B001a.3 Aerodynamic separation plant

True
False

1.38
98.6

0B001a.4 Chemical exchange separation p...

True
False

0.87
99.1

0B001a.5 Ion-exchange separation plant

True
False

1.73
98.3

0B001a.6 Atomic vapour "laser" isotope s...

True
False

1.82
98.2

0B001a.7 Molecular "laser" isotope separ...

True
False

1.11
98.9

0B001a.8 Plasma separation plant

True
False

1.77
98.2

0B001a.9 Electro magnetic separation plant

True
False

0.61
99.4

UF4(NU)

True
False

15.4
84.6

0B001i. Plasma separation enrichment pla...

True
False

3.27
96.7

0B001j. Electromagnetic enrichment plants

True
False

2.07
97.9

0B001g. AVLIS

True
False

0.85
99.1

0B001h. MLIS

True
False

3.50
96.5

0B001f. Ion exchange enrichment plants

True
False

4.44
95.6

0B001e. Chemical exchange enrichment pl...

True
False

2.38
97.6

0B001d. Aerodynamic enrichment plants

True
False

2.70
97.3

0B001c. Gaseous diffusion enrichment

True
False

3.39
96.6

0B001b. Gas centrifuges and assemblies a...

True
False

2.54
97.5

0B002g. UF6 mass spectrometers/Ion sour...

True
False

3.40
96.6

0B002f. Vacuum systems and pumps

True
False

3.21
96.8

0B002e. Header piping systems

True
False

2.87
97.1

0B002b. Desublimers, cold traps or pumps...

True
False

2.06
97.9

0B002c. Solidification or liquefaction statio...

True
False

1.02
99.0

0B002d. ‘Product’ or ‘tails’stations used fo...

True
False

0.77
99.2

0B002a. Feed autoclaves, ovens, or syste...

True
False

2.83
97.2

0B005.a normally comes in direct contact ...

True
False

1.53
98.5

0B005.b seals the nuclear material within t...

True
False

1.54
98.5

0B005.c checks the integrity of the claddin...

True
False

1.48
98.5

0B005.d checks the finish treatment of the...

True
False

1.60
98.4

0B005.e assembling reactor fuel elements.

True
False

0.85
99.1

0B003b. Systems for the conversion of UO...

True
False

1.29
98.7

0B003g. Systems for the conversion of UF...

True
False

1.04
99.0

0B003h. Systems for the conversion of UF...

True
False

0.46
99.5

0B001f.1 Fast-reacting ion exchange resin...

True
False

3.44
96.6

0B001f.2 Ion exchange columns

True
False

1.74
98.3

0B001f.3 Ion exchange reflux systems

True
False

0.98
99.0

0B001g.1 Uranium vaporization systems(a...

True
False

0.34
99.7

0B001g.2 Liquid or vapour uranium metal h...

True
False

0.25
99.8

0B001g.3 Uranium metal 'product' and 'tail...

True
False

0.44
99.6

0B001g.4 Separator module housings (ato...

True
False

0.38
99.6

0B001g.5 Laser systems

True
False

.091
99.9

0B001h.1 Supersonic expansion nozzles (...

True
False

1.26
98.7

0B001h.2 'Product' or 'tails' collectors (mo...

True
False

0.39
99.6

0B001h.3 UF6/carrier gas compressors (m...

True
False

2.92
97.1

0B001h.4 Rotary shaft seals (molecular ba...

True
False

2.87
97.1

0B001h.5 Fluorination systems (molecular ...

True
False

1.03
99.0

0B001h.6 UF6/carrier gas separation syste...

True
False

1.19
98.8

0B001h.7 Laser systems

True
False

1.12
98.9

Waste

True
False

   0
 100

Spent Nuclear Fuel

True
False

25.0
75.0

Pu

True
False

50.0
50.0

Pu Weapon

True
False

 100
   0

Facility (Weaponize)

True
False

10.0
90.0

Equipment (Weaponize)

True
False

10.0
90.0

Technology (Weaponize)

True
False

30.0
70.0

Technology (Reprocessing)

True
False

15.0
85.0

Equipment (Reprocessing)

True
False

5.00
95.0

Facility (Reprocessing)

True
False

5.00
95.0

REP U

True
False

   0
 100

0B006.b Irradiated fuel element decladding...

True
False

0.18
99.8

0B006.c Dissolvers

True
False

1.41
98.6

0B006.d Solvent extractors and solvent ex...

True
False

4.81
95.2

0B006.e Chemical holding or storage vess...

True
False

3.83
96.2

0B006.f Neutron measurement systems fo...

True
False

1.48
98.5

0B006.a Plant for the reprocessing of irrad...

True
False

2.07
97.9

0B007.a systems for the conversion of plut...

True
False

3.56
96.4

0B007.b systems for plutonium metal prod...

True
False

4.46
95.5

0B004a.1 Water-hydrogen sulphide excha...

True
False

.028
 100

0B004a.2 Ammonia-hydrogen exchange pl...

True
False

0.11
99.9

Facility (Heavy water)

True
False

0.22
99.8

Equipment (Heavy water)

True
False

0.22
99.8

Technology (Heavy water)

True
False

0.67
99.3

0B004b.1 Water-Hydrogen Sulphide Excha...

True
False

.027
 100

0B004b.2 Blowers and Compressors

True
False

0.13
99.9

0B004b.3 Ammonia-Hydrogen Exchange T...

True
False

0.14
99.9

0B004b.4 Tower Internals and Stage Pumps

True
False

.073
99.9

0B004b.5 Ammonia Crackers

True
False

0.13
99.9

0B004b.6 Infrared Absorption Analyzers

True
False

0.21
99.8

0B004b.7 Catalytic Burners

True
False

.059
99.9

0B004b.8 Complete heavy water upgrade s...

True
False

0.12
99.9

0B004b.9 Ammonia synthesis converters ...

True
False

0.17
99.8

0A001d.1 Rod

True
False

1.24
98.8

0A001d.2 Support structures

True
False

0.43
99.6

0A001d.3 Suspension structures

True
False

0.93
99.1

0A001d.4 Rod drive mechanisms

True
False

1.57
98.4

0A001d.5 Rod guide tubes

True
False

0.58
99.4

0A001g.1 Elaborate sealed or multi-sealed ...

True
False

.077
99.9

0A001g.2 Canned-driven pumps

True
False

.063
99.9

0A001g.3 Inertial mass systems

True
False

.074
99.9

0A001h.1 Support columns for the core

True
False

0.45
99.5

0A001h.2 Fuel channels

True
False

0.70
99.3

0A001h.3 Calandria tubes

True
False

0.58
99.4

0A001h.4 Thermal shields

True
False

1.01
99.0

0A001h.5 Baffles

True
False

.091
99.9

0A001h.6 Core grid plates

True
False

0.23
99.8

0A001h.7 Diffuser plates

True
False

0.18
99.8

0A001c. Nuclear reactor fuel charging and ...

True
False

0.14
99.9

0A001e. Nuclear reactor pressure tubes

True
False

0.26
99.7

0A001d. Nuclear reactor control rods and ...

True
False

1.60
98.4

0A001b. Nuclear reactor vessels

True
False

0.93
99.1

0A001a. Complete nuclear reactors

True
False

1.58
98.4

0A001f. Nuclear fuel cladding

True
False

1.04
99.0

0A001g. Primary coolant pumps or circulat...

True
False

0.13
99.9

0A001h. Nuclear reactor internals

True
False

1.01
99.0

0A001i. Heat exchangers

True
False

1.18
98.8

0A001j. Neutron detectors

True
False

0.49
99.5

0A001k. External thermal shields

True
False

1.02
99.0

0B001b.7 Static components

True
False

0.33
99.7

0B001b.8 Bearings/Dampers

True
False

1.68
98.3

0B001b.9 Molecular pumps

True
False

1.72
98.3

0B001b.11 Centrifuge housing/recipients

True
False

1.85
98.1

0B001b.4 Rings or Bellows

True
False

1.52
98.5

0B001b.5 Baffles

True
False

1.22
98.8

0B001b.3 Rotor tubes

True
False

1.30
98.7

0B001b.2 Rotating components

True
False

2.19
97.8

0B001b.1 Gas centrifuges

True
False

1.35
98.6

0B001b.10 Motor stators

True
False

0.86
99.1

0B001b.13 Frequency changers

True
False

1.97
98.0

0B001b.12 Scoops

True
False

0.68
99.3

0B001b.14 Special shut-off and control val...

True
False

1.35
98.6

0B001b.6 Top caps/Bottom caps

True
False

0.98
99.0

0B001c.5 Heat exchangers for cooling UF6

True
False

1.27
98.7

0B001c.6 Special shut-off and control valves

True
False

1.97
98.0

0B001c.4 Rotary shaft seals

True
False

2.08
97.9

0B001c.1 Gaseous diffusion barriers and b...

True
False

0.95
99.0

0B001c.2 Diffuser housings

True
False

1.21
98.8

0B001c.3 Compressors and gas blowers

True
False

3.11
96.9

0B001d.1 Separation nozzles

True
False

2.47
97.5

0B001d.3 Compressors and gas blowers

True
False

1.81
98.2

0B001d.5 Heat exchangers for gas cooling

True
False

1.32
98.7

0B001d.6 Separation element housings

True
False

1.33
98.7

0B001d.7 Special shut-off and control valves

True
False

1.17
98.8

0B001d.8 UF6/carrier gas separation syste...

True
False

1.08
98.9

0B001d.2 Vortex tubes

True
False

1.77
98.2

0B001d.4 Rotary shaft seals

True
False

1.74
98.3

0B001e.1 Liquid-liquid exchange columns

True
False

1.03
99.0

0B001e.2 Liquid-liquid centrifugal contacto...

True
False

0.50
99.5

0B001e.3 Uranium reduction systems and ...

True
False

1.81
98.2

0B001e.4 Uranium reduction systems and ...

True
False

1.74
98.3

0B001e.5 Feed preparation systems

True
False

1.63
98.4

0B001e.6 Uranium oxidation systems

True
False

1.55
98.4

0B001i.1 Microwave power sources and a...

True
False

1.68
98.3

0B001i.2 Ion excitation coils

True
False

1.37
98.6

0B001i.3 Uranium plasma generation syst...

True
False

1.34
98.7

0B001i.5 Uranium metal 'product' and 'tails...

True
False

1.83
98.2

0B001i.6 Separator module housings

True
False

3.08
96.9

0B001j.1 Ion sources

True
False

1.35
98.7

0B001j.3 Vacuum housings

True
False

1.05
99.0

0B001j.2 Ion collectors

True
False

0.15
99.9

0B001j.4 Magnet pole pieces

True
False

0.76
99.2

0B001j.6 Magnet power supplies

True
False

0.35
99.7

0B001j.5 High voltage power supplies 

True
False

0.61
99.4
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Methods 2 
Conditional Probability 

To evaluate probabilities, conditional probabilities between linked items must be 
defined. 

To calculate the probability in a Bayesian network, the conditional probability between the node 
and other connected nodes must be created, which can be written as a conditional probability 
table. 

Since it is difficult to evaluate the impact of a specific trigger list item on other items, the value 
was tentatively set in this study. 

The impact of nuclear materials, facilities, technology, and equipment on other nuclear materials in the following 
routes was set at 50%, 10%, 30%, and 10%, respectively. 

When nuclear proliferation did not occur, it was set to 0%. 

The detailed items’ probabilities were chosen at randomly. 

Material 

True False 

True 50 50 

False 0 100 

Facility 

True False 

True 10 90 

False 0 100 

Technology 

True False 

True 30 70 

False 0 100 

Equipment 

True False 

True 10 90 

False 0 100 
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Analysis and Results 3 
Analysis & Results 

Evaluate the contribution of trigger list items. 

Netica, a commercial Bayesian network program, was used to calculate the risk assessment. 

The special nuclear material node was set to true to evaluate the risk of other trigger list items. 

Results: 

The risk of items on routes away from special nuclear materials came out low. 

However, even if the path was long, the risk increased when the conditional probability value was 
set high. 

UF6(SEU)

True
False

2.81
97.2

UF6(LEU)

True
False

3.09
96.9

UF6(HEU)

True
False

3.09
96.9

UF6(HEU >85%)

True
False

50.0
50.0

HEU Weapon

True
False

 100
   0

Facility (Weaponize)

True
False

10.0
90.0

Equipment (Weaponize)

True
False

10.0
90.0

Technology (Weaponize)

True
False

30.0
70.0

Technology (Enrichment)

True
False

16.2
83.8

Facility (Enrichment)

True
False

5.40
94.6

Equipment (Enrichment)

True
False

5.40
94.6

0B001i. Plasma separation enrichment pla...

True
False

3.27
96.7

0B001j. Electromagnetic enrichment plants

True
False

2.07
97.9

0B001i.1 Microwave power sources and a...

True
False

1.68
98.3

0B001i.2 Ion excitation coils

True
False

1.37
98.6

0B001i.3 Uranium plasma generation syst...

True
False

1.34
98.7

0B001i.5 Uranium metal 'product' and 'tails...

True
False

1.83
98.2

0B001i.6 Separator module housings

True
False

3.08
96.9

0B001j.1 Ion sources

True
False

1.35
98.7

0B001j.3 Vacuum housings

True
False

1.05
99.0

0B001j.2 Ion collectors

True
False

0.15
99.9

0B001j.4 Magnet pole pieces

True
False

0.76
99.2

0B001j.6 Magnet power supplies

True
False

0.35
99.7

0B001j.5 High voltage power supplies 

True
False

0.61
99.4

UF6(NU)

True
False

27.0
73.0

UF4(NU)

True
False

15.4
84.6

UO2(NU)

True
False

7.69
92.3
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Conclusions and Future Works 4 
Conclusions 

Evaluate the nuclear proliferation contribution of trigger list items using a Bayesian 
network. 

The results are unreliable because the contribution values are set arbitrarily. 

Because the approximate value was entered as a qualitative judgment, it is possible to see the 
trend along the route, but it is difficult to trust the quantitative value. 

Continuous updates are required through the experience of examiners or expert advice. 

Bayesian networks cannot create circular paths. 

The nuclear fuel cycle has a circular path that is used as nuclear fuel again through reprocessing. 

Items in pathways directly connected to special nuclear material have high risk values. 

UF6 (NU), which is directly connected to the production of highly enriched uranium, has a higher 
risk than other enriched UF6 (SEU), UF6 (LEU), and UF6 (HEU). 

Even if it is not directly connected to the path, it is necessary to reflect the correlation for highly 
correlated items. 
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Conclusions and Future Works 4 
Future Works 

Bayesian network expansion to reflect uncertainty. 

Consider undeclared nuclear material production, import, theft and so on. 

Apply parameters according to technology or facilities owned by each country. 

Export risk assessment through random sampling using Monte Carlo method. 

Create a scenario 

Enter probability 
value 

Random 
sampling 

Distribution of 
results 
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