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1. Introduction

Digital Instrumentation and Control (I&C) systems in
nuclear power plants (NPPs) use general digital
technologies similar to those used in IT systems.
However, one of significant differences between the two
systems resides in the duration of their service life. The
1&C systems in NPPs operate for more than 20 years. IT
systems, on the other hand, are in service for about 3 to
5 years. Hence, a one-time risk assessment for IT
systems is normally acceptable. In contrast, the risk
assessment for the 1&C systems in NPPs should be
recursively performed during their longer operation life.

A recursive procedure for cyber security risk
assessment of the I&C systems in NPPs is studied and
proposed in this paper.

2. Cyber security risk assessment procedure

In the risk assessment of IT systems, digital assets in
IT systems are analyzed in consideration of the
importance and likelihood of loss in the confidentiality,
integrity, and availability expected by cyber threats
[1,2]. While in the risk assessment of digital 1&C
systems in NPPs, digital assets are analyzed whether
they are critical digital assets (CDAs) [3]. In addition,
activities for cyber security for the 1&C systems, which
range from CDA identification to the application of
mitigation measures are needed to be performed
whenever the development phases revolve of any
changes to the CDAs occur[4]. In the consideration of
this point, a cyber security risk assessment procedure
for the 1&C systems in NPPs is designed as follows.

Step 1: Establishment of cyber security plan and
policy

Step 2: Identification of CDAs

Step 3: Analysis of threat, vulnerability, and response
methods

Step 4: Defining of risk table

Step 5: Collection of mitigation measures

Step 6: Implementation and testing of mitigation
measures

Step 7: Input to best practice data base for digital
1&C risk assessment

Figure 1 shows the cyber security risk assessment
procedure.
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Fig. 1. Digital I&C risk assessment procedure.

These steps are described in details here.

Step 1. To analyze the cyber risk, security policy and
plan should be established first. The security plan is the
implementation of cyber security policy in the form of
organizational roles, responsibilities, and procedures.
The plan specifies and details the means for achieving
the security goals at the facility[5].

Step 2. In this step, the characteristics of critical
digital assets are categorized. A comprehensive analysis
of CDAs in a nuclear facility includes[5]:

- functions/tasks and operational modes of all

existing computerised systems

- identification of relevant

including power supplies

- dataflow  analysis, to determine  what

communicates with what, and how and why

- procedures that initiate = communication,

frequency of communication, protocols
Step 3. In this step, several security standards and
technical resources should be investigated for analyzing
cyber security of threat, vulnerability and response
methods.

interconnections
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Table 1: A sample of risk table

Requirements | RG 5.71 Contents Mitigations Link data
Code
Access B.1.3 Assigning all user rights and | Rewrite the software to require both | CVE-
Enforcement privileges on the CDA | username and password before validating | 2010-xxx
consistent with the user | credentials
authorizations Avoid storing hard-coded credential
information, or store password hashes
instead of plaintext passwords
Change default accounts and passwords
Denial of B.34 Configuring CDAs to protect | Detection of unusual network traffic CVE-
Service against or limit the effects of 20xx-XXX
Protection denial of service attacks
System B.5.S Notification to authorized | Update patches CVE-
Hardening personnel of patches affecting | Administrative  policies to  ensure | 20XX-XXx
cyber security periodic review
Etc. - - - -

The information helpful for the analyses can be
obtained from appendix B and C in the NIST
Regulatory Guide (RG) 5.71, the NIST National
Vulnerability Database (NVD), and especially the
Common Vulnerability and Exposures (CVE) system
[6]. The CVE system includes well-known
vulnerabilities and mitigation, and provides useful data
regarding digital I&C cyber security [7]. Many security
assessment systems uses CVE for IT systems. To
determine which CVE to use, cyber security managers
must know the details of their systems first .

Step 4. In this step, cyber risk factors and mitigations
to the digital 1&C in NPPs are defined. Table 1 shows a
sample of the defined risk table.

Step 5. This step describes how to achieve high
assurance that CDAs are adequately protected against
cyber attacks by using possible mitigation candidates.
The information used in this step can be obtained from
several standards, regulation requirements and best
practice related with digital I&C cyber security.

Step 6. This step is used to determine whether the
mitigation measures in Step 5 can be implemented as
security controls for the digital 1&C systems. If the
mitigation methods cannot be implemented or affect the
functionality and performance of the digital 1&C
systems, go back to Step 5 in order to find alternative
security controls. After the implementation of security
controls, perform penetration testing on a target CDAs
for discovering substantial vulnerabilities. If new
vulnerabilities are found, go back to Step 5 again. If
there are changes about security factors, it should be
recursively processed from Step 2 to step 6.

Step 7. Although Step 7 is not a base step of this
procedure, Keeping proven risk assessment data is
important to other similar systems.

3. Conclusions

Cyber security risk is growing daily and many nuclear
power plants are not well aware of what are vulnerable,
in their digital I&C systems, and how protect their
systems from cyber attacks.

In order to help in handling this cyber security
situation in NPPs, this research introduced a cyber
security risk assessment procedure for digital 1&C
systems. In this procedure, a recursive performance of
the steps is emphasized to achieve cyber security of
digital I&C systems in NPPs.
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