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1. Introduction

Fault tree analysis (FTA) has suffered from several
drawbacks such that it uses only static gates and hence
can not capture dynamic behaviors of the complex
system precisely, and it is in lack of rigorous semantics,
and reasoning process which is to check whether basic
events really cause top events is done manually and
hence very labor-intensive and time-consuming for the
complex systems [1] while it has been one of the most
widely used safety analysis technique in nuclear
industry. Although several attempts have been made to
overcome this problem, they can not still do absolute or
actual time modeling because they adapt relative time
concept and can capture only sequential behaviors of
the system. [2-4].

In this work, to resolve the problems, FTA and model
checking are integrated to provide formal, automated
and qualitative assistance to informal and/or quantitative
safety analysis. Our approach proposes to build a formal
model of the system together with fault trees. We
introduce several temporal gates based on timed
computational tree logic (TCTL) to capture absolute
time behaviors of the system and to give concrete
semantics to fault tree gates to reduce errors during the
analysis, and use model checking technique to automate
the reasoning process of FTA.

2. Temporal Fault Tree

In this section we introduce new temporal gates based
on TCTL to describe dynamic behaviors of system
which changes its states as time goes on, and define the
temporal gates in terms of ‘name’, ‘graphical notation’,
‘symbol’, ‘semantic’ and ‘intuitive meaning’.

2.1 Temporal gates

Since a fault tree cannot represent conditions that
change over time, the labels (or descriptions of events)
often include text fragment like ‘too late’, ‘eventually’,
‘before’, “after’, and in more detail expression, ‘seven
seconds after’, ‘three minutes before’, ‘during four
seconds’ and so on which need to be understood
formally. In order to handle this problem, we introduce
several temporal gates and define their notations. With
these gates we easily specify the temporal dependence
between events and preserve the simple, qualitative and
visual nature of the fault trees. Each temporal gate has it

is own usage. For example, the ‘continuity gate’ is
useful in the description of the situation where an event
should continue for at least particular time after the
other event has occurred and the corresponding
expression in the form of TCTL is [¢p = AG <, v] (v
continues for at least o time units after ¢ has occurred).
Users could easily understand the usages of other
temporal gates from the intuitive meaning in the
definition of Figurel.
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Fig. 1. Definitions of several temporal gates
2.2 Comprehensiveness of temporal gates

We developed five temporal gates in total for
describing dynamic behaviors of system in fault trees
and those are comprehensive enough to explain most of
system behaviors even needs of more temporal gates if
necessary.

Figure 2 illustrates time aspects of five temporal gates
based on their own temporal values. Temporal value of
a gate is the time at which it occurs (and so become
true). For gates, this is the value of time that is used
when one gate is an input to another gate. For example,
‘continuity gate’ covers the situation that after first
event occurrence, second event continues till a specific
or interesting time point while ‘external continuity gate’
covers the situation that after a specific or interesting
time point just after first event occurrence, second event
occurs and continues. With these two gates, we can
describe all behaviors of system in terms that second
event should continue. Similarly, ‘promptness gate’
covers the situation that after first event occurrence,
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second event occurs once at any time point within a
specific or interesting time point with not continuing
while ‘external promptness gate’ covers the situation
that after a specific or interesting time point just after
first event occurrence, second event occurs once at any
time point. With these two gates, we can describe all
behaviors of system in terms that second event should
occur once at any time point.
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Fig. 2. Time aspects of temporal gates based on their temporal
values

3. Model Checking and UPPAAL

Model checking is the most usual formal verification
technique and a proven-effective and automated
technique in verifying complex behavior of concurrent
systems and we selected a real time model checker
UPPAAL [5] to support our approach.

We made a fault tree of DFWCS based on the system
description and FMEA results in [4]. All the
information of a fault tree is translated into UPPAAL
query language for automatic verification. First, fault
tree gates are translated to corresponding UPPAAL
query language based on transition rules between TCTL
and CTL, and UPPAAL query language. After
completion of the translation process, the translated
fault tree information which is now system property
leading to unintended system state (hazardous state) is
verified by UPPAAL model checker against UPPAAL
system model implemented previously: we made fifteen
separated models (which called ‘template’ in UPPAAL)
for describing DFWCS behavior. Some of the templates
are for describing corresponding components behaviors
of DFWCS, and others are additional templates for
describing special dependency between components.

From the verification results of the properties, we can
conclude more easily that the fault tree has flaws, and
hence the analysis result is also erroneous.

4, Conclusions

This paper demonstrated that the new temporal gates
are useful to capture dynamic behaviors of system
precisely and that model checking technique is helpful
when we validate the correctness of informal safety

analysis such as FTA. Our approach not only formalizes
the semantics of fault trees, but it also extends the
expressive power of FTA to model temporal ordering of
events. But the concept will need further improvements
and validation by larger scaled case studies. The gates
proposed here are not yet sufficient to model all
situations that arise in digitalized systems. Thus we
intend to add some new gates to our framework, if
necessary. In other for our method to have any strength
over other method reviewed in this paper, the
supporting tool to automate the proposed method should
be developed. So far, the proposed method was applied
to small parts of systems because the approach was not
automated. Although the tool to automate our method is
being under development, we expect that the method
become promising to even large scale complex system
with tool support.
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